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Chapter 1

AlH5M

AFGFG A2 ESP-AT @At 4 AMATHERRREFE . DASCANAT T AR SR AT [, i PAF B

1.1 ESP-AT 21|24

ESP-AT J& /KRBT A i n] B3 T B = e ) 52 F Bl F , BAERRAIRE P IR R BAS, PR e i . 84t
ESP-AT #§4, &0 DAPRBEINATCL ML iSRG SCEEWREE A GEfE s S5 T6e, BEiEEst
JeEETHEL B Y R

ESP-AT ;& £ T> ESP-IDF SLH R4 T2, B i ESP32-C3 BI M MAL, MCU /ERFHL. MCU Ki%k
AT fiy4-45 ESP32-C3 54l , %] ESP32-C3 Bidl AT AN [ 4 fE, Jf- 820k ESP32-C3 B4z 5] ) AT Iy
N . BSP-AT 244 7 K EINFEARFIN AT fird-, 1 Wi-Fi fiy4-. TCP/IP 54, Bluetooth LE fjr4~. Bluetooth

4. MQTT 474, HTTP 674, Ethernet fiy 345,
<:> Wi-Fi (ESP8266, ESP32, ESP32-52)
AT Cmd/Rsp

<:> BT (ESP32)

K 1: ESP-AT 445

AT 4 PA “AT” TR, U3 Attention, PARIH)—47 (CR LF) 4R . HAREER A&k 0] oK B
ERROR MWL, FIR Y HIar > M A PATER . HE, Irf AT ey ¥ spATidT, SR BIIT— 4%
s L, FEMT AT iy, WAER E— A iTsg e n, MAET —&ard. MR E—FamdR
WAToEEe, NERTHMA, WERE busy p... K. HEH K AT 6o fE BB AT 44 &

BOABCE T, MCU il UART 345 55 BSP32-C3 B4, Ak AT a4 AR AT Rz, {Hig, ]
DA SE PG RS DU B R, (D HA i (5 4% 1, fil4n SDIO.
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ke, R DARET ESP-AT TAE, FAATIFAEZM AT s, ASKBEZ R IhEE.

1.2 iR

AR AN AR AT FE. Ak AT air AR AT Wi B T SR DA BB 12 18] 2 ] 4
.

RIFZRHNE AT FEE 2R @A, 8 B S0 A AR, T B %ESP-AT B 2 7%,
WERAEEME T AT BRAGE R, TTASH 4o TiZ H AT 38 2 5 i SCRYE U

1.2.1  WifEdEss

# 1: ESP-AT iy 5 B 1F

w1 INgE

ESP32-C3 JF &M ML

USB %2k (34 ESP32-C3 Jf &M fll PC) Rk H i H ARG E

PC FAHL, BT EE ML

USB %2k (%3 PC f1 USB % UART H: [1f5ER) ik AT 4. 00 AT w5 3
USB #% UART H: [k 4 USB {ZE-AI TTL {552

FEFRZE (1% 3; USB 4 UART HE CIRLHfT ESP32-C3 JF A M) | &1k AT . 00 AT Wiy B e

el 2: ESP-AT il {s{fif {F R B ]

i
ciic

o MR 4 HRALIR LR BESP32-C3 F & AUFN USB %% UART A [ A%EHe, H 40 SR A (5 F R 14 i 4%
haE, R 2 MAHIRAER TX/RX HIW,
o WAL G E AT /2 ESP32-C3 B4, MA@ KM, Wi UART/USB Besg i, &7 ZHE b
UART/USB & (£ https://www.espressif.com/sites/default/files/documentation/esp32-c3_datasheet_
cn.pdf > FAERITIA ), [FITHEZW R AT K2 —:
— T4 1 Strapping & M (23 https://www.espressif.com/sites/default/files/documentation/esp32-c3_
datasheet_cn.pdf > F&7 Strapping 1 ) , JEA-42 ) A M L F-E AL AR
- W SIRAT+RST=1,1 fig %, BEAT 2
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1.2.2 ESP32-C3 &%l

ESP32-C3 Z 151 J& N & ESP32-C3 itk A YR AL/IT KM, Bilfn: ESP32C3 MINI A4 % 4 .

WROOM £ 511545 .

ESP32C3

ESP32-C3 AT R P> UART #11: UARTO HJT R M i H &, UARTL 1T A0k AT iy fiE

e AT M iy . BRIAEOLT, UARTO fil UARTL ¥ 115200 #2715
7% 2: ESP32-C3 RV {4524 1 40 i
IfigE 1 ESP32-C3 F A& ti/AREE ] HEZEEH
, S
A E A H UARTO PC
« GPI020 (RX) . TX
« GPIO21 (TX) « RX
2
T i /M. UART1 USB %: UART 3 1 b
« GPIOG6 (RX) . TX
« GPIO7 (TX) « RX
« GPIO5 (CTS) « RTS
« GPIO4 (RTS) « CTS
Bl 1: ESP32-C3 HF AMAI PC Z [ 4 IEH C ) B AE ESP32-C3 &M b, BN T A USB ks
HERETT K AR A PC RIW] .
Bl 2: CTS/RTS 4 LA TE M A= D Re i A T 42

ESP board
RX

T
cTS
. RIS

Kl 3: ESP32-C3 A4 n = 1A
WPRTE R E AT ESP32-C3 MUALIEATIE S, 1555 0 WARALIY SRR 15

1.3 TF#EFES

AT PA ESP32-C3-MINI-1 B0 R Bil, /> Z3 4] T 4 ESP32-C3-MINI-1 A2 XF W AT [, DA iy

FREPFGR BRI b, HE ESP32-C3 RFRA tn] 25430k

EURIBER AT B2 0T, ARG IEMER TR, B S5 m it e,

XTI RSB, AT BOABCEISCR R o2 A s . RIRATSHESP-AT Bl £ 5F .
1.3.1 Pk AT b1k

THTE MDA 2R AT B %2 PC:
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o FIFEAT B #
o RBVEROB IR Y AT [
o AR R SR I T K

Ak, FoATF# T ESP32-C3-MINI-1 %}V ) ESP32-C3-MINI-1-AT-V2.4.2.0 [, &E4E &
ZERE R HoA A bin SCHAYRUTT, HE ESP32-C3 R PR [E (11 H Sk 45H ) bin LA ZH TR/

iJJ -
4

— at_customize.bin /] TR AR FK
— bootloader // bootloader
| L— bootloader.bin
— customized_partitions // AT B & X bin X #
F— mfg_nvs.csv // EF ONVS 4K W R 4K E
| L— mfg_nvs.bin // EFF NVS 4K bin X
— download.config /] BT E A E R
— esp-at.bin // AT A EH

If esp—at.elf
— esp-at.map

— factory /) BEFERETAME bin XH
| L— factory_XXX.bin

— flasher_args.json /] TERBHEEFTHHER

— ota_data_initial.bin // ota data X %7 % &

— partition_table /] —F A Kk

| L— partition-table.bin

— phy_multiple_init_data.bin // phy # ¥ 1EfF &

L— sdkconfig // AT E N R ERE

Hrr, download.config UFE S EEREFHIZSEL:

——flash_mode dio —--flash_freqg 40m --flash_size 4MB
0x8000 partition_table/partition-table.bin

0xd000 ota_data_initial.bin

0xf000 phy_multiple_init_data.bin

0x0 bootloader/bootloader.bin

0x60000 esp-at.bin

0x1e000 at_customize.bin

0x1f000 customized_partitions/mfg_nvs.bin

-—flash_mode dio AR A flash dio BiH T4 7%;

——flash_freq 40m fEFIE R 1 flash 345 % 4 40 MHz;

-—flash_size 4MB {CFE I EA5E F W flash £/VA 4 MB;

0xd000 ota_data_initial.bin fFELF 0xd000 HihlBesk ota_data_initial.bin {4,

1.3.2 Bk AT RS %%
T AR R E 2 G R Y O e T 5

Windows

THifbesk 2w, 7 T3 Flash T8 TH. WEZH X Flash T TRNG, WSHEGEF doc k.

* ¥J9F Flash N T.H;

o WEFRIN AL (BbAh, FAi1ik$F ESP32-C3.)

o PGB RIEE—Fh TS (BAb, FRATT%E develop, )
o RARGERFE SRR RO, (B, FfTE#f vart. )

o FF AT BIfFRER EBes, VAR IR SR —
- EETEIT R E0E S 0x0 Hilik: ZJ%E “DoNotChgBin™, {i ™ [l 1 BRIA L i
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(51 vowntoso 1. (S =] |
chipType: [E5P32C3 *]
workMode: [dmlop *]
loadMode: |uart )

> |

Pl 4: [T 0N B

). » #EHL » OS(C) » bin » ESP32-C3-MINI-L AT Bin V2.3.0.0 » ESP32-C3-MINI-1-V2.3.0.0 » factory ~[4]
BEIER v HE v T gl =
= 7 ESP32C3 DOWNLOAD TOOL V3.9.2 ==
|7 factory MINI-1.bin J sPIDownload | HSPIDownload |
|| factory_parameter.log 7
'/ CAbIn\ESP32-C3-MINI-1_AT_Bin V2.3.0.0\ESP32-C3-MINI-1-V2.3.0.0\factory\factory MINI-Lbin |..
[
=
-
SpiFlashConfig
SPISPEED  SPI MODE DETECTED INFO
-
@40MHz  ©) QIO
[]LOCK SETTINGS
©267MHz  © QOUT
©2oMH: @00
©8oMHz O DOUT
©) FASTRD
Download Panel 1
. ~
START STOP " ERASE ICOM’ COMT73 M
BAUD: [1152m -
K5 N E Ak R R (k)
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- T EZA bin LR AR FHBIE: ARIE download. config SCAHHTHELE, 57 A)i%
“DoNotChgBin”;

]| download.config - IB=E

P WEE) ELO) FEV) #EHH)

5 ESP32C3 DOWNLOAD TOOL V3.9.2 [f=fe ==

| SPIDownload | HSPIDownload |

060000 esp-at. bin
0x1e000 at_customize. bin

0x1FO00 customized partitions/ble_data. bin
023a000 customized partitions/mqtt_key. bin
0x27000 customized partitions/server_kev.bin
0x3c000 customized partitions/mqtt_ca. bin
0x2d000 customized partitions/client_key.bin
022b000 customized_partitions/client_cert.bin
0x31000 customized partitions/factory_param bin
0x2f000 customized partitions/client_ca.bin
0x3R000 customized partitions/mqtt_cert.bin
0229000 customized partitions/server_ca. bin
0x25000 customized partitions/server_cert.bin

DETECTED INFO
[*] DoNotChgBin -

LOCK SETTINGS

Download Panel 1

IDLE -
S

l START " STOP “ ERASE ICOM: com72

BAUD: (21600 =

B 6 NEEZ AR A (RdEeR)

N TR R B, A T A B D) COM b 5, FFA “COM:” "R R g i
H5 o A RATE S b 1S HEN A6 S 78 Windows EAF i 11 .

PR SERUG, With & AT EE R T heskom .

Linux 5 macOS

THRBERZ T, 4% esptool.py.
PAN MR SRR —, RF AT EfFRER R RS
o N FEZEZA bin M E AR FHAE: 8 AL N2, &t PORTNAME il download.config %
g

esptool.py —--chip auto —--port PORTNAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z download.config

H5 PORTNAME #pif UIF A MR 8% A FR , A T0yEM 1432 24K, 1#5% 7 Linux Al macOS
AR .

$f download. config Bl iZ K B SHD K.

PATR 24 [ (B 57 5 ESP32-C3-MINI-1 #E4H 55 A i 4

esptool.py —--chip auto —--port /dev/tty.usbserial-0001 --baud 115200 —--
—before default_reset —-—after hard_reset write_flash -z —-—-flash_mode.
—dio ——flash_freq 40m —--flash_size 4MB 0x8000 partition_table/
—partition-table.bin 0xd000 ota_data_initial.bin 0x0 bootloader/
—bootloader.bin 0x60000 esp-at.bin 0x1e000 at_customize.bin 0x1f000._
—scustomized_partitions/mfg_nvs.bin

o HEEFHEITOITMEE R 0x0 Mtk A LU R4, #fft PORTNAME ] FILEDIRECTORY £

)

esptool.py —--chip auto --port PORTINAME --baud 115200 --before default_reset —-
—after hard_reset write_flash -z --flash_mode dio --flash_freq 40m --flash__
—S1ze 4MB 0X0 FILEDIRECTORY
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(£ L0

|

Ff PORTNAME Fefft il A MR ) T 2k O AR, 27 B TCYEM 8 1% 4% D 248K, 1§25 % 7& Linux £l macOS
FEFmw .

Ff FILEDIRECTORY ¥ ilifT (b i) &7 B (FAY SCPFBR AR, @R OL T, SRR factory/

XXX .bin,

DAR 25 B {48257 & ESP32-C3-MINI-1 il A4

esptool.py —-chip auto —--port /dev/tty.usbserial-0001 —--baud 115200 —-
—before default_reset -—-after hard_reset write_flash -z —-—-flash_mode._
—dio --flash_freq 40m --flash_size 4MB 0x0 factory/factory MINI-1.bin

BRSEG, THhE AT B A SRR R .

1.3.3 KA AT [SIfFE R Ress i sl

TR IRUATT P IRAG AL AT [ {2 e i -

o ITFE DT H, 4 SecureCRT;

o HID BEERF T AGETRIR AT iy /MR BE T (TS LA p iR )
o AR 115200;

o BN 8;

o KuH{ii: None;

o fFEIRf: 13

* Ji¥s: None;

* A “AT+GMR” 14, If H#f7 (CR LF);

TR PR, WA OK, MR AT BRI .

AT+GMR

AT version:2.3.0.0(e98993f - ESP32C3 - Dec 23 2021 09:03:35)
SDK version:v4.3.1-354-g98d34e5

compile time(9ff1373):Dec 24 2021 11:22:05

Bin version:2.3.0{MINI-1)

oK

& 7: AT Wy

T, AR EE A DA sz —# e ESP32-C3 &AL H &
Jiik1:

o FTFFEE O T H, 41 SecureCRT;

o A EPEHT “TEEMAAAE HE WS D, BIEFHFES e EE,

o AR 115200;

o BlEfL: 8;

o ¥uI{iz: None;

o {ZIENL: 15

* JiifE: None;

o FLIEIT AR RST &, 25 HERI TR HEALL, WPiRH ESP-AT @E4-E L IEMEI iR T .
Jiik 2:

o FTHFWIER IO T H, 1 SecureCRT;

o HAO: Al T AR “AT ap /Ny BER O PAH T R EREA A HE B,

PR IE S W aE iE 4,
o JEHRE: 115200;
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o BEf: 8;

 KU&{V: None;

o fEIEf: 13

» Jiifs: None;

o TEAGRBARIL “AT fp /M N” W D4 AAT+RST fin%, - HA#4T (CRLF), # “ R/
HE” s 0 HERTTE R HEMLRL, WL ESP-AT [E {42 L IEMPIGIL T .

ESP32-C3 FHLH &:

ESP-ROM:esp32c3-apil-20210207

Build:Feb 7 2021

rst:0x1 (POWERON) ,boot:0xc (SPI_FAST_FLASH_BOOT)
SPIWP:Oxee

mode:DIO, clock div:2

load:0x3fcd5820, 1len:0x16b4
load:0x403cc710,1en:0x970
load:0x403ce710,1len:0x2e90

entry 0x403cc710

I (31) boot: ESP-IDF v5.0-541-g885e501d99-dirty 2nd stage bootloader

I (31) boot: compile time 14:34:08

I (32) boot: chip revision: v0.3

I (35) boot.esp32c3: SPI Speed : 40MHz

I (40) boot.esp32c3: SPI Mode : DIO

I (45) boot.esp32c3: SPI Flash Size : 4MB

I (49) boot: Enabling RNG early entropy source...

I (55) boot: Partition Table:

I (58) boot: ## Label Usage Type ST Offset Length

I (66) boot: 0 otadata OTA data 01 00 00004000 00002000
I (73) boot: 1 phy_init RF data 01 01 0000£000 00001000
I (81) boot: 2 nvs WiFi data 01 02 00010000 0000e000
I (88) boot: 3 at_customize unknown 40 00 0001e000 00042000
I (95) boot: 4 ota_0 OTA app 00 10 00060000 001d000O
I (103) boot: 5 ota_l OTA app 00 11 00230000 00140000
I (110) boot: End of partition table

I (115) esp_image: segment 0: paddr=00060020 vaddr=3c170020 size=3bd30h (245040).

I (175) esp_image: segment 1: paddr=0009bd58 vaddr=3£fc95400 size=03884h ( 14468)._
I (178) esp_image: segment 2: paddr=0009f5e4 vaddr=40380000 size=00a34h ( 2612).
I (181) esp_image: segment 3: paddr=000a0020 vaddr=42000020 size=167al0h (1473040)._
I (497) esp_image: segment 4: paddr=00207a38 vaddr=40380a34 size=1486ch ( 84076)._
I (518) esp_image: segment 5: paddr=0021c2ac vaddr=50000000 size=00018h ( 24) .

I (525) boot: Loaded app from partition at offset 0x60000
I (525) boot: Disabling RNG early entropy source...

no external 32k oscillator, disable it now.

at param mode: 1

AT cmd port:uartl tx:7 rx:6 cts:5 rts:4 baudrate:115200
module_name: MINI-1

max tx power=78, ret=0

2.5.0

RGN T % ESP-AT TR, 5 BEESP-AT 71t 4.

TR AR 2 ] G 5 1) BSP-AT, 31 G HA 3 e, 1 AR 73 BB DA SR (4 2 ) ey 34432, AR5 1
P T #4685, TR R BB R AT [
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AT [ilfF

2.1 RAWRIREE

FERE TR RS 0. HAT, REERAT T UAR ESP32-C3 RIBIALH) AT [ 1F.

e
o YHif ESP32-C3 AT [&{4: 37 £ ESP32-C3 ECOO (Rev v0.0) ~ ECO4 (Rev v0.4) 41t i (@,il% ECO0
i ECO4) , A ESP32-C3 [ ECO6 (Rev v1.0), ECO7 (Rev v1.1) DA K Z JGHIe Ao

o QRGBS R AR EE, AT OAGE AR G B R [E (- (5 ESP-AT B 1+ £ 5% #2FK
SR BHRE RO EA R A ), B AR TR R SRR E, WA PAEd atpy T F Bk
AR, A AL A BB A 1«

— M5 UART fe. &

— 5 Wi-Fife &

- BHEE i fe FE AR E
— 157 GATTS fe. &

2.1.1 ESP32-C3-MINI-1 &%

v3.3.0.0 ESP32-C3-MINI-1-AT-V3.3.0.0.zip (#¥%)
v3.2.0.0 ESP32-C3-MINI-1-AT-V3.2.0.0.zip
v2.4.2.0 ESP32-C3-MINI-1-AT-V2.4.2.0.zip
v2.4.1.0 ESP32-C3-MINI-1-AT-V2.4.1.0.zip
v2.4.0.0 ESP32-C3-MINI-1-AT-V2.4.0.0.zip
v2.3.0.0 ESP32-C3-MINI-1-AT-V2.3.0.0.zip
v2.2.0.0 ESP32-C3-MINI-1-AT-V2.2.0.0.zip

A LA/ :

T #k ESP32-C3 AT % 7 ha B 1

AT B PR A AT [P S0P 2E kil SOk S AR

FAZEA KA e B 0 OR[EZEBU AT FE R RO, AR, Jism s
RIREME G, R THA LY

11


https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V3.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V3.2.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.2.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.1.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.4.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.3.0.0.zip
https://dl.espressif.com/esp-at/firmwares/esp32c3/ESP32-C3-MINI-1-AT-V2.2.0.0.zip
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ik R SRR T RS BATRE TR TR 7 BRI AR A A A, BT
VR I SO T R

2.2 AT FilfFwi4r

ESP-AT ({018 74 T D RERY —dE i SCit:

build

— at_customize.bin /) ZHaRk (APaKEk, I8 T mfg_nvs 2 K MU Ko
—~fatfs A K oy R % H i fo o B A A)

I— bootloader

| L— bootloader.bin A-E- b k&

|— customized_partitions

| L— mfg_nvs.bin /) BT RESEHR, FHEENFELEXTH mfg_nvs.csv
— esp-at.bin // AT A E

|— factory

| L— factory_xxx.bin //

SR EHREN _H#FHXEELE, CEAURBRIAXFERBEHA A 0 B flasho

~Z B, BR#FMRE download.config X H HFERKE T A3 4 X% F 2 flash.
N ST I R I L

— partition_table

| L— partition-table.bin // — % 4K %k (A% 4 K %)

L— ota_data_initial.bin // OTA ¥ 1E 47 45 b X

2.3 Pk BRI A 7

ESP-AT [ {45 PAF JURN SRS, b T sl ofe 4 [P0 AR BB RS, SRR 2E Rt
T R Y

BHEAEES (EHF)
GitHub s i [ 14
15 B HA 0l B A
B AT %% 0y B 4

L]
L]
[
[

231 EiikAREE (Hitd)

BT R ARRRBS SRR AR CE TR BRI, R AR O AN R A A, [
PR MRS N RTT S Tl I A, ORI (F T BRI T AR 8 OTA RSG5 A8 THRIE T . AR )i ReAn IR
Wil 58 4= 2 it H =R, BB o ARG . A0SR E T R SRR EAORAAL, ST DA
MR A Z 51, BRI AL R 4 P AT L 1) [ (2B A T 0 i o

o IREGEFE: ESP32-C3 AT B #
o MRt

-

- &
;%WE#I¢E¢

g K
AR R
. BERY
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- FRRiEdE
- B FHRARTIE S
— A4 5 ESP-AT [& {4 /AN 2R AG B 291, 152:% ESP-AT GitHub 1 71 readme.md

2.3.2 GitHub I}

GitHub IR W 45 ORI HEIR 1) GiHub AR 2 A AR R IS [ (F 2 A1 0 20 PR AR I, Bt
s TR B, A3E B R ARSI B i i AR A& FC i (FR AR B AR [, o aia al i
AT AR 8% OTA RS54 T

* REURIE: S do TN GitHub F B3 #7168 A AT B # .
o LA
— SEIPMPERR, HTAORRE AR AE AR 2 S A A2 R
- W E BRI U I, Ak T SDIO G B fF . BT SPL IR
— BREEE TARRN
o Gl BT ARIE AR commit A2 A PR ol Se BB, ATRES AT — LU UK, TR
e e R AL

233 &S EmErE

e S B ) 2 U8 2SS DT o AN 5 R A R R [, o T R D RE R R T H 20K
FARLESHOABERIREOUS , W) HRea . UART 10 RS RS, SR AR el B R TR
#% OTA 55 a8 FH -

. %iﬁﬂfﬂ@ﬂ&%ﬁiﬁ, WZFatpy TH,
s Pisi:
— AN EEE
- BEFRE. .
o BN FREAECT AP E S, ERRIHC, BRI A .

2.34  AfrgacErE e

YT EIAT YT R DR BT T2 B O OTA flks5 43 ASCRF OTA JhE.

o KT BATHIEREI1T, WS K kshiF ESP-AT 142,
o fisi: ThEE. HWAC .
o BN TREH ORI R

24 BWBEE, #R Ffh2?

MERWBEE G, §5 % @& 5EM T 8RR K54 154 PC Al ESP &4 . JHHEIFLRSR Rk & .
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AT i 442

AFRFEARNZHIE 252K AT i

3.1

JERI AT 44k

28

AT: Ui AT 530

AT+RST: 5k

AT+GMR: BHEMRAE B

AT+CMD: P51 24 7] [ £ SRR T A ai & Mt & 252
AT+GSLP: #t A\ Deep-sleep #x;

ATE: FFjak 5P AT B B 26

AT+RESTORE: YR&E 1) %'E

AT+SAVETRANSLINK : #EITHLEHRX FE
AT+TRANSINTVL: & E 1% 1% 45 X AR B8 &k 10)
AT+UART_CUR: %' UART Y4ilGRfc S, A% flash
AT+UART _DEF: ¥%'& UART BRABC &, {£775)] flash
AT+SLEEP: 8 sleep 1z

AT+SYSRAM = 5 1f1) 24 il 01 43 3 245 1) 1 /N I 45 1]
AT+SYSMSG: Z5if)/ ¢ B R G RE B
AT+SYSMSGFILTER: = 25 £ veih 8 1hik
AT+SYSMSGFILTERCFG: TR/ E 4 %ol B Bt ykss
AT+SYSFLASH : #5if) {525 flash i F143 X
AT+SYSMFG: R3S manufacturing nvs Jf] 15X
AT+RFPOWER: Z5ifi/i%'% RF TX Power
AT+SYSROLLBACK : [a] 73| DA ) [ {2
AT+SYSTIMESTAMP : 25 i/35% & 2 Hi i ) 2%
AT+SYSLOG: JE a5 AT B4R
AT+SLEEPWKCFG: %' Light-sleep Wi i FI¥: i GPIO
AT+SYSSTORE : %8 S £tk

AT+SYSREG: 55 29 17-9%

AT+SYSTEMP: EHUE F N4 IR

15
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3.1.1 ¥

B BUAN AT BRSO T AT 654

3.1.2 AT: i AT F3zh
AT A

AN .
"Il/?\‘

3.1.3 AT+RST: &b

W] 7
|ox
S8
* <mode>:
- 0: Hj ESP32-C3 JF ik AIEH 124730
- 1 EJ5 ESP32-C3 FE AT 2
B
o WURGRESCHRE, WIAF IR AR M E A ik ESP32-C3 JEA N HAR, X R DATERE (B
4 Boot &M,
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3.1.4 AT+GMR: #HHRAEER

WA %

v

A

=

AT+GMR

W i <

<AT version info>
<SDK version info>
<compile time>
<Bin version>

OK

o <AT version info>: AT #Z.DJERRAE R, BNIAE esp—at/components/at/1ib/ HFE F. 1L
T2 PRV, ToIFRCT R .

» <SDK version info>: AT ffi [fl{1J3F& SDK A EH, BN1E XAF esp—at/module_config/
module_{platform}_default/IDF_VERSION X {fH1,

o <compile time>: [F{[-4 K] .

» <Bin version>: AT [& {4 A5 H. WAE E 7] PAYE menuconfig /4. (python build.py

menuconfig->Component config->AT->AT firmware version. )

|
o AREAET ESP-AT [ ¢F A AR R, 5 Sehe it AT+OMR IRAE B

il

AT+GMR

AT version:2.2.0.0-dev(cad4lec4d - ESP32-C3 - Sep 16 2020 11:28:17)
SDK version:v4.0.1-193-ge7ac221b4

compile time (98b95fc) :Oct 29 2020 11:23:25

Bin version:2.1.0 (MINI-1)

OK

3.1.5 AT+CMD: i Y i [ 71 S SR AT i 4 B fin 4 S8 %Y

W ) :

+CMD:<index>, <AT command name>, <support test command>,<support query command>,
—<support set command>,<support execute command>

OK
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<index>: AT 475

<AT command name>: AT fy2-%FR
<support test command>: 0 FRALFF, 1 FTR(H

<support set command>: 0 F/RATFEE, 1 FRLFH

+ <support query command>: 0 F/RATE, 1 LRI

<support execute command>: 0 FRATF, 1 FRIE

3.1.6 AT+GSLP: j}i A Deep-sleep Fiz,

BE A

A

AT+GSLP=<time>

Wi 3% ¢

<time>

OK

BH

o <time>: BI#FUEA Deep-sleep YIS, H7: ZFb. BUENTRIE]G, BA HIhMeEE, T8 G HERR

WREEAE , SRS AR o
- 0 FRor B E S

— #r K Deep-sleep <22 28.8 K (2311 ZF#b).

it

o BTN, P ik A Deep-sleep B9 Frmf & HHBIHC Z A S AFAEZ S

3.1.7 ATE: JFpsk Yz AT vl i ohfe

* ATEO: 5X[[al 2
« ATE1: FFJ[E &
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3.1.8 AT+RESTORE: &)

WA %

=

A

’ATJrRESTORE ‘

W i <

[ox |

]
o LA RHERICE A7 E] flash (S8, TR NERASHE.
© BITIRM S ERRE.

3.1.9 AT+SAVETRANSLINK: ¥ H-#lL Wi-Fi/Bluetooth LE i# L i {5 &

o % FFHLiE A TCP/SSL ik 1E 42 X 13 4.
o % E FFALEEAN UDP ik 1A X 12 6,
o % ¥ FFHLIEN BLE 5B A X 42 8

X FIFHLEA TCP/SSL B LA LH A

pEmA mA

’ AT+SAVETRANSLINK=<mode>, <"remote host">,<remote port>[,<"type">, <keep_alive>] ‘

W

[ox |

B

e <mode>:
- 0: 3¢} ESP32-C3 HL#E A Wi-Fi if 42X,
— 1: JF}5 ESP32-C3 Lt A Wi-Fi i 542X,
» <" remote host” >: FAFERBAL, FRALE IPvA UL, TPV6 Sibllt, Sl . Bk 64 4.
* <remote port>: Tl I {E
o <" type” >: FRFHRSEL, FoRMEHFEAL:” TCP?,” TCPv6”,” SSL”, & “SSLv6”. BRiAff:” TCP”
o <keep_alive>: Ml & ERFN) SO_KEEPALIVE &I (% : SO_KEEPALIVE NW'4H), BAfi: Fb.

« JLFE: [0,7200].
- 0: 2% keep-alive Djfhg; (BAIA)
- 1~7200: J}J& keep-alive BjfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {H %

1, TCP_KEEPCNT i 3.
o RSP <keep_alive> ZE(5AT+CIPTCPOPT il <keep_alive> ZEHIE, HEAHE
HE B a2 UE . ARSI T ARSI AN E <keep_alive> Z%k, MIERINE A R B & FE .

|
o AVENRF Wi-Fi FTHLE A2 X FERAFATE NVS X, S8 <mode> 1, K L HBIFEAZ #
X TEBE
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il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "TCP"
AT+SAVETRANSLINK=1, "www.baidu.com", 443, "SSL"
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8080, "TCPv6"
AT+SAVETRANSLINK=1,"240e:3a21:2070:11c0:55ce:4e19:9649:b75",8080, "SSLv6

BEEIFPLIEA UDP AL R

i fra

’AT+SAVETRANSLINK:<mode>,<"remote host">, <remote port>, [<"type">,<local port>]

W

[ox

B8

e <mode>:
- 0: 5[] ESP32-C3 [ HL#E A Wi-Fi if 42X,
- 1: JFJ& ESP32-C3 L HiiE A Wi-Fi i f£ 42X,
o <” remote host” >: FAFESH, FoRmmns IPv4 #itl. IPve dihl, Si%. FKh 64 F5.
« <remote port>: il I {E
o <7 type” >: FRHRSE, FoRtEiHdiAl:” UDP” m “UDPv6”., ERINfH:” TCP”
* [<local port>]: JFFAL#EA UDP &R, i1 F i 4 s 11

B
o AREN Wi-Fi FHHLE £ 42 X A5 BARTELE NVS X, #HZ% <mode> 2 1, FR_EHEBIHEAEE
X TEEER.
o QIR ELT IPVO 2% 7837 —A> UDP &40, 35HATPA T Ak
i AP 374 IPv6
% BAT+CIPV6=1
H T AT+CWIAP iy 23R B3 —~ IPv6 Hiht
(A3 WAL AT+CIPSTA? iy #6528 ESP32-C3 27 3k EF| IPv6 Hihl:

il

AT+SAVETRANSLINK=1,"192.168.6.110",1002, "UDP",1005
AT+SAVETRANSLINK=1, "240e:3a1:2070:11c0:55ce:4e19:9649:b75",8081, "UDPve",1005

BEIFPLYEA BLE B R

wE

’AT+SAVETRANSLINK:<mode>,<role>,<tx_srv>,<tx_char>,<rx_srv>,<rx_char>,<peer_addr>

W

’OK
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e <mode>:

— 0: %4 ESP32-C3 FHiHEA BLE if 1245 X,
- 2: JFJ8 ESP32-C3 [ HiJEA BLE % 242 X,

e <role>:
— 1: client f3 {8
— 2: server fi {4,

o <tx_srv>: tx [R5 75 . AT {E8 GATTC B}, i1 AT+ BLEGATTCPRIMSRY =<conn_index> iy 22 ;
V£l GATTS B}, @it AT+BLEGATTSSRV? f54-251] .

o <tx_char>: tx R &5 . AT E R GATTC I, il i) AT+ BLEGATTCCHA R=<conn_index>,<srv_index>
AR 1N GATTS K, i3t AT+BLEGATTSCHAR? £ 425 .

o <rx_srv>: 1x [R5 F5. AT {E8 GATTC i, 4 AT+BLEGATTCPRIMSRV=<conn_index> iy &%
W3 VN GATTS I}, @3 AT+BLEGATTSSRV? 425 .

o <rx_char> :rx R 55 4HIE 5 . AT 1Eh GATTC B, il #+f AT+ BLEGATTCCHAR=<conn_index>,<srv_index>
AR MEN GATTS B, i iFAT+BLEGATTSCHAR? fi 445 .

e <peer_addr>: X775 Bluetooth LE H#iihik

L

o AER BLE FF#LiE £ 42 X 15 BARAFAE NVS X, S8 <mode> 4 2, TR _FH H 3 A Bluetooth

LE & 42X, FTREBEAER.

il

AT+SAVETRANSLINK=2,2,1,7,1,5,"26:a22:11:22:33:88"

3.1.10 AT+TRANSINTVL:

A a4

zs

¢ B M BB P A A ik b

AT+TRANSINTVL?

Wi i ¢

+TRANSINTVL:<interval>

OK

LA

A .
"ﬂé’\'

’AT+TRANSINTVL:<interval>

o <interval>: FAEA&iE[EfE. B0 280, BRAE: 20, JEME: [0,1000].
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e

o BEMSUN, 2 ESP32-C3 A UART Bl 2B, An i sl iR ) R T2 F 2920 77, 4%
WS R R 2920 T —HAYHIE T Kk, ISR <interval> ZRuEERICE] B
RTEET 2920 F45 F R A5 .

o MEAREARDN, HERARARRER, WPAERE <interval> SRR LRI, 24
<interval> R/, FTRAREAR ] HMSOR As B B A i, AFL S 38 I isORR 5cdha ) 94 2% a8 4
WHL, — R T A RE

2N

/) R BB BKE R R
AT+TRANSINTVL=0

3.1.11 AT+UART_CUR: %% UART Millsmiic s, AAEF] flash

ity

Eld

A

AT+UART_CUR?

W i <

+UART_CUR:<baudrate>, <databits>, <stopbits>,<parity>,<flow control>

OK

v e
ST A

R

/7,’\

=

’AT+UART_CUR:<baudrate>,<databits>,<stopbits>,<parity>,<flow control>

» <baudrate>: UART 4R
— ESP32-C3 4 SHHEIEY 80 ~ 5000000
* <databits>: HHE{7
- 5 5 bit Kl
~ 6 6 bit KR
— 7: 7 bit Fidfa{
— 8: 8 bit Fdla (v
* <stopbits>: {5}
— 1+ 1bit 31k
- 2: 1.5bit fE 111
—~ 31 2bit IR
o <parity>: K
— 0: None
- 1: Odd
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— 2: Even
o <flow control>: i
- 0: AMlREHEE
- 1: {¥ifg RTS
_2: ffifE CTS
- 3: [AHH#TRE RTS I CTS

e
o rifjan 4R F Y2 UART BUE SE0SCAE, BT8R, e S5 30e(EA 25 .
o RPEAPREE] flash,
o i ORE 9 45 T BE S B IE 4R 1 A 19 CTS/RTS & M, #1513 WA ¢ i% 4% Fl components/

customized_partitions/raw_data/factory_param/factory_param_data.csv,

2N

AT+UART_CUR=115200,8,1,0,3

3.1.12 AT+UART_DEF: P UART ZRiABCE, 1758 flash
tifn 4

e

AT+UART_DEF?

Wi i <

+UART_DEF : <baudrate>, <databits>, <stopbits>, <parity>,<flow control>

ke

’AT+UART_DEF:<baudrate>, <databits>, <stopbits>, <parity>,<flow control>

W

o <baudrate>: UART %R

— BSP32-C3 i%4%: 49 H A4 80 ~ 5000000
o <databits>: (v

— 5: 5 bit HEAL

- 6: 6 bit FEAL

— 7: 7 bit FEAL

— 8: 8 bit K
o <stopbits>: 15[ {V/

— 1: 1bit 2147

- 2: 1.5bit fg k17
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— 3: 2bit {2 -7
e <parity>: {7
— 0: None
—1: Odd
— 2: Even
o <flow control>: Ji#s
- 0: Afifgimis
- 1: {#igg RTS
- 2: fififg CTS
~ 3: [FIWH{iAE RTS Fl CTS

BEW]
o BUE S UCRORAFAE NVS 70X, 43 B B LM IR A 2L

o {1 9 45 2h R T O R A 19 CTS/RTS 4 M, 1% 7% W2 #+ £ 4% Ml components/
customized_partitions/raw_data/factory_param/factory_param_data.csv,

il

AT+UART_DEF-115200,8,1,0,3

3.1.13 AT+SLEEP: $EIENRED X
i) iy A

O e
iy

AT+SLEEP?

W

+SLEEP:<sleep mode>

OK

v

H

N

R

¥

"ﬂ4>°

’ AT+SLEEP=<sleep mode>

Wi 3% ¢

’OK

BH

* <sleep mode>:
- 0: ZEHIREARAI
— 1: Modem-sleep #={;
« BA Wi-Fi 3
- SPPRBLHCRRYE AP ) DTIM & ) X
+ H1 BLE #i=X
- £ BLE 78R8T, ST HeREAR )4 18] B e 15 ¢ 1A
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- 7F BLE 28T, SHSIHCREAR H 2422 [a] B 2 1 9% 1A
— 2: Light-sleep #z
« IG5 Wi-Fi fHiR
- CPU K H Bk AREAR , SFPATAREHORE: 5 P4
+ B Wi-Fi #512{
- CPU ¥ H shik ABERR , SHA U RARIEAT+CWIAP 54X B listen interval
SR 5 A
+ A Bluetooth Fz;
- 7€ Bluetooth | &7, CPU ¥t H ik ABENR, SHIBHtRRAR I 15 ] B i 19 5¢ P4
- £ Bluetooth 7278, CPU K HaiE AREHR, bt R AR 212 ) b i 11 5% P4
+ Wi-Fi A1 Bluetooth FE{FAFFL
- CPU ¥fH 3 iiF/\ﬁﬁﬂE o SFPABASTHRORR AR H 5 AR O A
— 3: Modem-sleep listen interval 5z
« PR Wi-Fi fHER
- BPIEIHOR AR IEAT+CWIAP fin 2% E Y listen interval ZHUE M KM
+ B4 BLE 5z
- £ BLE JHEAS T, SPAURTHORE AR 4 5] B o 151 2 A
- 7E BLE ST, SHSIHCREAR S 2422 [R) B 2 1 5% 1A

Bl

o A HERIRAX S, Bluetooth LE RAT ARG #I 4Rk . 24 Bluetooth LE #JUA L5, AT PAZE F A AR AR
Ko

* Modem-sleep f5xC il Light-sleep #5:X3 1] PAE Wi-Fi #0835 BLE #5:0 FE, (HAE Wi-Fi fz0F
XA HBBTE station BN iKE

o X Light-sleep #ixXHT, BWIRHTEITAT+SLEEPWKCFG 6y A BE B I MR BEyE , 75 WSR3 4
B EH AT REIRR S

* X Light-sleep 83X J5 , 4154 Light-sleep M A5 (44 AN 2 0], 145K B 2hE A BEIRAR L, 24 Light-sleep
W TR 2K 6 JE I, 152 RE B Bl A R HRAS K o e i

 XfF BLE #i:X N #Y Light-sleep #5538, F FrnZiinfff 4% 32KHz 4%, 750, Light-sleep #3023 PA
Modem-sleep = T AE.

o AT+SLEEP £ 75013552 S0k Sleep AT 7151 .

2N

AT+SLEEP=0

3.1.14 AT+SYSRAM: iy Y fij sl e i as Rl Mg /DA ]
i) 4

LT

AT+SYSRAM?

Wi i <

+SYSRAM:<remaining RAM size>,<minimum heap size>
OK

e <remaining RAM size>: Y[ GxHEZS[A], BA7: byte
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« <minimum heap size>: ZFTHATR/DESS[E], B byte. 24 <minimum heap size> /INTE{IE
T 10KB Ff, ESP32-C3 ) Wi-Fi FMKIIFEME A DI RE T E L 325210

il

AT+SYSRAM?
+SYSRAM:148408,84044
OK

3.1.15 AT+SYSMSG: #ify/it s 251 s a1
HihR A

ik
E Y H RGN E RS

mlé>:

AT+SYSMSG?

W i <

+SYSMSG:<state>
OK

BE A

&

i
WERAGIURNMEE . CRETREE IS E M AT JHE, 8 AT+SYSMSGFILTER fi5 %
A

’AT+SYSMSG:<state>

W] )
[ox
* <state>:
— Bit0: jB} Wi-Fi i# 1242 X, Bluetooth LE SPP }% Bluetooth SPP Hi 2744 Bl R = &,
* 0 AFTEN
© FTEJ +QUITT
- Bltl $f§ﬁj‘%ﬂ_‘1ﬁhu\§§£
« 0 I BB R(E ., Q1 XX, CONNECT
« 10 i FE 4 3R 78 {5 ., Il +LINK_CONN:status_type, link_id, ip_type,
terminal _type, remote_ip, remote_port, local_port
- Bit2: EBRRESERER, @ T Wi-Fi i 4:X,. Bluetooth LE SPP J Bluetooth SPP
+ 00 ATEHHRMEE
1: 4 Wi-Fi. socket. Bluetooth LE 5§ Bluetooth JR7ZS % A stAs iy, $TEIHLR(Z A, -
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— "CONNECT\r\n" = PL "+LINK_CONN:" FF L @i T &
— "CLOSED\r\n"

- "WIFI CONNECTED\r\n"

- "WIFI GOT IP\r\n"

- "WIFI GOT IPv6 LL\r\n"

- "WIFI GOT IPv6 GL\r\n"

— "WIFI DISCONNECT\r\n"

- "+ETH_CONNECTED\r\n"

- "4+ETH_DISCONNECTED\r\n"

- Db "+ETH_GOT_IP:" F %k # %ze-ﬂé B

- PL "+STA_CONNECTED:" F L #
- PA "+STA_DISCONNECTED:" %}é’]%f\% 1<
- PL "+DIST_STA_IP:" FME T E

~ DL "+BLECONN:" FFk #y F fF &

- PL "+BLEDISCONN:" JF k@i 7 fF K

ﬁﬁn‘
e[
—S
mny
g

]

o #AT+SYSSTORE=1, P& SURHIRIFAE NVS 231X,

o FiEBIt0 Ky 1, B Wi-Fi if X B8 +QUITT,

o« % Bitl K 1, ¥ £ ¥ WAT+CIPSTART FIAT+CIPSERVER iy 4, % % ¥ # /&
“+LINK_CONN:status_type,link_id,ip_type,terminal_type,remote_ip,remote_port,local_port” ERTIZ
2 “XX,CONNECT”,

Bl

/) BH wi-Fi BEBRANATHRT FEA
/) EEWRTHFARET R
/) EBERSAXEAXBATAREEL

AT+SYSMSG=2

%\7\\

B

/] HEHE KX T, Wi-Fi. socket, Bluetooth LE # Bluetooth KA KT W 2T H IR T &
AT+SYSMSG=4

3.1.16 AT+SYSMSGFILTER: FHIsZEH R4 8 0kE
A i fir &

e
E TR W EYSSuR/ bk ey

[k

AT+SYSMSGFILTER?

Wi i ¢

+SYSMSGFILTER: <enable>

OK
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N

A

Dy
F’Fﬁj Fﬁ%ébfﬁzu\ }:E

O e
iy

’ AT+SYSMSGFILTER=<enable>

o] 7 <
[ox

S

¢ <enable>:
-0 BHARGHEELE. REBIME. 25, REHEASER BN IERTE.
D EHARGHEEMAIE. TFEE, REH BIE N R UTE E R EdE S8 AT gk, MCU
TAWﬂ M AR E N F B VTR EEdE, & FEAEEAE MCU.

e

o W5l AT+SYSMSGFILTERCFG iy 4 E AR iEds , Rl A a4 a8 el 8t 24000 Bt g,
SRS MRS 4 ) R GE T E L

o TR AT+SYSMSGFILTER=1 1%, WG B RS SIS E L EE I, Bk AT IR
TH R T .
o TEHENEEAEX B, AU FHAT+SYSMSGFILTER=0 4, 25 R4 Bt g,
o GIARRET AT TR WRIFA, WM AT APIs S8 AT 64 1R &% .

// JREW AT A4 BB KE. BHE LS W AT+HSYSMSGFILTER.
ARk, RAEHRFEW AL %E MCU (AT+USERWKMCUCFG # 4 X H B MCU % B I ) .
int32_t esp_at_port_write_data_without_filter (uint8_t data, int32_t len);

/ BEHAES RN AT A O BB L E. HIE S Y AT+SYSMSGFILTER.
A (WEEH) , XEHEWN AL % E MCU (ATHUSERWKMCUCFG 4 4 % & B MCUL
B E) .

int32_t esp_at_port_write_data(uint8_t data, int32_t len);

/ B EE MCU HE M AT # 4 O W I A% . KA LS4 AT+SYSMSGFILTER.
A, ABEHE S B MCU (AT+USERWKMCUCFG 44 1% B By MCU wWe B 3h 86 ) .
int32_t esp_at_port_active_write_data_without_filter (uint8_t data, int32_t len);

// [ B A K % B MCU y]ﬁtfﬂkﬁﬁ]% aﬁ AT @4 O W HELRE. KE LW AT+HSYSMSGFILTER.
AT (WEEA) , A2 HKEM 2% B MCU (AT+USERWKMCUCFG # 4 % B B MCU_
B E) .

int32_t esp_at_port_active_write_data (uint8_t data, int32_t len);

Bl GRS ZGE iR,

3.1.17 AT+SYSMSGFILTERCFG: #ify/fitE R0 6l ie s

o HamidiE R
hd ;%r/\ﬁﬁ'ﬁl\/v 5
o ¥Whe—A e R
° 7%”‘? "/\ f/@

B 3 28
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n

=

it i

s%

iy A

s

O A .
"ﬂ/?\‘

AT+SYSMSGFILTERCEG?

Wi i ¢

+SYSMSGFILTERCEFG: <index>, "<head_regexp>","<tail regexp>"

OK

o <index>: JIPERMIRT].
e <” head_regexp” >: SLERIENFEER.
e <” tail_regexp” >: REIIENFEERK.

WERAT L DB 2

peEmY mA

’AT+SYSMSGFILTERCFG:<OperatOr>

W

[ox

S

¢ <operator>:

- 0: JEBRFTA L uES . WG, AT DARER— L B B o S TR

il

/) T OPT R LR B

AT+SYSMSGFILTERCFG=0

Bm—A L 2g2
B WA

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi 3% ¢

OK

>

kY Fs AT EMER IR AT fy 4 D R8s, BEE T DA A B (B SR aE ek X ofn 2 3 IE
MFEE), Y AT W F AR JF AT <head_regexp_len> +<tail_regexp_len> J5, #HfTIE
MRk TE B AL T

AR IR )2k e R R AL I 2R s N I s SR
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’ ERROR

LB BV B vea Vet -3 Gyl v e N SR 1P /5790 %I IS A T

s <operator>:
= 1t BEIM—AN g . — i e A AL A SR gk SN R Bk ) ik =K.
* <head_regexp_len>: SLPFIEMIZRIAAXKE . M [0,64]. WERKEN O, FRZBELEBIENFRE
FLHIPLHED, [} <tail_regexp_len> AFEH 0.
o <tail_regexp_len>: EFFIEMIZRIAFAKE . JEH: [0,64]. WHRIEN O, FZNEEHIENZFRHL
HIVCHED, [AIB} <head_regexp_len> AHEH O,

o RN A Ay B B gAY, PRl AT+SYSMSGFILTER iy 45 H B8R I R G0 B g, 58
DU MRS A0 A R 500 B A HE

o IR ARIE MRk A AF A S5 POSIX HAIENIETL (BRE) .

o 9 TG A RIE & (AT A4 1 TX ) Wbl e 98, s PO M ZGA (A ~ Ik, BT
IEMIRAPA $ 4530

o HAAARGHE WIPLe_E kAR W2k 20N e W kU, REHEA S0k, digks, &
GEH B W kAL B Rs S AT adigdel, MCU AU i ARl i W ik Ve e b
Wb, IR RAE MCU,

o MERGH LR — L IER G, AR FREEITE L E R g .

. ié‘dﬁ%ﬂﬁﬂﬂ?ﬁﬁﬁi RGHEARGEA, WASK E—FMRLHEMAZREHEGE—

o, YEATPUAC.

o MTHEMERRR R, SRR ER AR g, R Rl i AT+SYSMSGFILTER=0 fiy 4%

LB WENS PR/

il

// REEE, LHEHE "WIFI CONNECTED" R AW AR &
AT+SYSMSGFILTERCFG=1,17,0

/) A4S KRE OK f1 > J§, B A\ "WIFI CONNECTED\r\n (¥ & \r\n & A 2_
/ANFH, XN ASCIT # g @y 0D OA)

/1 FFR R GE R R
AT+SYSMSGFILTER=1

VAR o

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 1 F # ¥ WIFI CONNECTED % % W Bl &

PEARPI S % Z il AatiEr ).

MHER—A~ 3L DB %S

AT+SYSMSGFILTERCFG=<operator>, <head_regexp_len>, <tail_regexp_len>

Wi i ¢
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OK

>

iR F R AT S UHER I AT v DR, BUIRHE] DAk ABE (B S ar 2k =R B HB 1k
MZEAR), 24 AT 23 MEHR K JF 53] <head_regexp_len> + <tail_regexp_len> J5, #FTIE

kA e AR -
AR I Rk e A 2 I s e B e R, AR ] -

’ERROR

B SRV B visea Vet -3 G v 1 R S| 50 st 7 00 I IS A T

[ox

* <operator>:

- 20 MR adugdE

» <head_regexp_len>: 3 IE N SR K ., 5 - [0,64], TR EHO, N <tail_regexp_len>

AERN 0.

o <tail_regexp_len>: FEIFIFENFEAXKE . L [0,64], WHEIEE N0, N <head_regexp_len>

NEEH 0,

Bl

TR MM e 0 2 s I A 0 AL D o

il

/7 M R g o R B
AT+SYSMSGFILTERCFG=2,17, 0

o/ANF ¥, %t B ASCII A ¥ fy 0D OA)

/7 R R

AT+CWMODE=1

AT+CWJAP="ssid", "password"

// AT 4 # ¥ WIFI CONNECTED % 4 4 & &

/] %f& 4 RE OK A > &, WA "WIFI CONNECTED\r\n (# & \r\n & A 2.

3.1.18 AT+SYSFLASH: #ifyukif 5 flash JIj J1531X
i A

ik
i flash F P43 X

Py
A

AT+SYSFLASH?

W

+SYSFLASH:<partition>, <type>, <subtype>, <addr>, <size>
OK
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Ve a4
fie:
B 5. R fash J P
s

AT+SYSFLASH=<operation>, <partition>, <offset>, <length>

W

+SYSFLASH:<length>, <data>
OK

¢ <operation>:

- 0: #fRp X

-1 BAK

-2 FAaK
 <partition>: X4k
o <offset>: mfsibhl
o <length>: i K&
* <type>: JJF4rIXEA
* <subtype>: JJF/rX 1R
o <addr>: J] X HihE
o <size>: I KAK/N

o [ A A5 keck at_customize.bin, FH4EE IS H 4T i 2 Lo R,

o B IXEF, EEEERIZBRSX., X PAEI A <of fset> fll <length> BHORFEM.
W, $8§4 AT+SYSFLASH=0, "mfg_nvs" A[#E[RIEEA “mfg_nvs” X,

o KT X L W] 7% ESP-IDF 43X %

* M4 <operator> Kwrite B, RFEIWHN IS G EHATIRN >, HEERT A A Z S 1 4dE, X
PN 5 <length> —F(,

o GAyDXHT, WIS X,

o WERERE L mfg_nvs 43 XA RELOEE , 6 AT+SYSMFG 1% (NVS Hi SR HE ) o an s
TEAEMUCEEA mfg_nvs 43X, 150 AT+SYSFLASH 4 (43 DXERE) o

il

/1 BB EA "mfg_nvs" oK
AT+SYSFLASH=0, "mfg_nvs"

// FE "mfg_nvs" SR EHHA 0 LB NFH "mfg_nvs" 4K (KA 0x1C000)
AT+SYSFLASH=1, "mfg_nvs",0,0x1C000

3.1.19 AT+SYSMFG: #rifyuki% s manufacturing nvs Jf] J143 [X
iy 4

ig:
1) manufacturing nvs [ 743 X PN ¥ 6 44 25 (] (namespace)
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[

AT+SYSMFG?

W

+SYSMFG: <"namespace">

OK

BBk fir #4248 I e BE YD

peEmY mA

’AT+SYSMFG:<operation>, <"namespace">[, <"key">] ‘

Wi i ¢

[ox |

¢ <operation>:
- 0 PEBRERE
- 10 RERAE
- 21 B AHAE
* <” namespace”’ >: 44 ZS[H],
o < key” >: EHE, siFRCNEE. X4 <"key"> BB, S <"namespace"> WA IYEENT; &
M H BB A FTHEE R <"key "> [UER(EXT

il
o THICPIEE AED AT (NVS), T4 2s(a] . BERT AR

il

// W client_cert A XMW AMMEN (W: ERBRANE 0 EE 1
—~EF P RIEF)

AT+SYSMFG=0, "client_cert"

// ¥ ®% client_cert # #& Z i A M client_cert.0 #EX (H: BRBIAWE o
CEEP RS

AT+SYSMFG=0, "client_cert", "client_cert.0"

DA 428 T e BV X
é\

B WA

AT+SYSMFG=<operation>[, <"namespace">][,<"key">][,<offset>,<length>]

Wi i ¢
Y <"namespace"> PAKZ GEEEA BT, 1&[H

+SYSMFG:<"namespace">

OK
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Y <"key"> NRZFSHERAE N, &M

+SYSMFG:<"namespace">, <"key">, <type>

OK

HARMEOL, &M

+SYSMFG:<"namespace">, <"key">, <type>, <length>, <value>

OK

¢ <operation>:
- 0: PEEREAE
- 1t SRHfE
- 20 HGABAE
e <” namespace” >: 44 a3[A,
o <" key” >: FHE, SiFRMEE.
o <offset>: F{EA M.
» <length>: {HWKE.
o <type>: FEHAYAAL.
- 1: u8
i8
ul6
16
u32
32
string
: binary

o <value>: SH{EAIEHN.

|
0NN L kW

B
o THICPIEE RS AT (NVS), T4 2s(a] . BERT AR

il

/) EBYM AW AL R
AT+SYSMFG=1

// E B client_cert ® & X 0 WA W £ 4#

AT+SYSMFG=1, "client_cert"

// #E B client_cert # % Z [l W # client_cert.0 F# W&
AT+SYSMFG=1, "client_cert", "client_cert.0"

// LBl client_cert @ % X A W W client_cert.0 T8 WHEH, MNEH 100 WAL F L B 200_
e
AT+SYSMFG=1, "client_cert","client_cert.0",100,200

Tl iy 425 ] A 5 A BEFDO

)E’J

Tg
A frd

=l
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’ AT+SYSMFG=<operation>, <"namespace">,<"key">, <type>, <value>

Wi % ¢

[ox

S

¢ <operation>:
- 0 HEPRERAE
- 1t SRR
- 2: B A#AE
* <” namespace” >: fiy4%3[H.,
o <” key” >: B, siFROME.
o <type>: F{HIGAA,
- 1: u8
-2:18
ul6
il16
u32
132
: string
— 8: binary
o <value>: S <type> A, WILSEE ORI :
- I <type> B 1-6, <value> U E(EMEEE .
- W <type> & 7-8, <value> CERMEMEIRKE. EEKETHAGLE, AT R
>, Fon AT EHES IR TR, BERTEn] DU A B, 24 AT £ 80 1 B0 K R R 5
<value> Ji, WIS7R[) a4 250 P E A SEEXT .

I
NN R W

Bl

o WHSCREE RS A (NVS), T f#ar a2, BEX IS .

* BN, GIEH TR a2 2 A SR (NVS ARG 2 A SRR RERT ) -

o WEREARME K mfg_nvs 7 APt SR E R, T AT +SYSMFG fip4 (NVS HEg B0 o J2R
GBAEECEA mfg_nvs 2} X, G HAT+SYSFLASH fir % (73X #AF)

il

// 1 client_cert @ % XAl A W client_cert.0 # 5 NFH WA (B : E#H client_cert.
SREEEAWE 0 BEPFHIES)

AT+SYSMFG=2, "client_cert","client_cert.0",8,1164

// B ORE > F, A 1164 FH WL $ T H

3.1.20 AT+RFPOWER: #ify/i% ¥ RF TX Power
i A

Yrtig:
7rifi] RF TX Power

Py
A

AT+RFPOWER?

W i <
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OK

+RFPOWER: <wifi_power>, <ble_adv_power>, <ble_scan_power>,<ble_conn_power>

-t

LA

’AT+RFPOWER:<wifi7power>[,<ble7adv7power>,<blefscan7power>,<ble7conn7power>]

3.1.2

<wifi_power>: Hifii>k 0.25 dBm, AN MSEUE N 78, WISLFRE RF Power (B4 78 * 0.25 dBm
=19.5dBm. Jit'® )5 iEfF AT+RFPOWER? T WA LRI RF Power {H.
— ESP32-C3 & % BUETE R [40,84]:

BEE | IEBE Xhr{E SEfR dBm
[40,80] | < REH> | <HEH> | <&EH>*025
[81,84] | < &EH > | 80 20

<ble_adv_power>: Bluetooth LE | 4%% RF TX Power., HBUEEE - [0,15]:

0: -24 dBm
1: -21 dBm
2: -18 dBm
3:-15dBm
4: -12 dBm
5: -9 dBm
6: -6 dBm
7: -3 dBm
8: -0 dBm
9: 3dBm
10: 6 dBm
11: 9 dBm
12: 12 dBm
13: 15 dBm
14: 18 dBm
15: 21 dBm

<ble_scan_power>: Bluetooth LE #94{§/#\) RF TX Power, Z$HUHF] <ble_adv_power> Z4{.
<ble_conn_power>: Bluetooth LE i3] RF TX Power, Z4{HUH[F] <ble_adv_power> .

1 B

Y Wi-Fi sl RATIE10I, AT+RFPOWER iy 2 ToVE IR B/ 2 1) Wi-Fi 1) RF TX Power, 4 Bluetooth
LE FAI4G40}, AT+RFPOWER fyd Joykik B /2] Bluetooth LE ) RF TX Power,

i T RF TX Power 4r b A [ W S5 4%, M NFRHAES 2 X N IHEE B,
B DA L esp_wifi_get_max_tx_power & if] F| 1 wifi_power 1 {H 7] fE &
esp_wifi_set_max_tx_power WEMMEMAEESR, HASHWIREK.

ALK <ble_scan_power> Fll <ble_conn_power> ™S E0{H % &N 5 <ble_adv_power> Z 50 [A] ({(E
BN, XWDSEG S E S E NS <ble_adv_power> [ [HI{H -
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3.1.22 AT+SYSROLLBACK: [n]7& %I ULy s
P4

A

=

’AT+SYSROLLBACK

W i <

[ox

Bl

» Ay A OTA 14K, HaBlRE] S — OTA 73 K .

3.1.23 AT+SYSTIMESTAMP: 7% if)/i% B AS i} fr] 2%
a4

itk
AR ) ) A

A\ .
"Il/?\‘

AT+SYSTIMESTAMP?

Wi i <

+SYSTIMESTAMP : <Unix_timestamp>
OK

BeE WA

Jyiig:
WE AR, 24 SNTP WA H G, &5 F45 85

LT

’AT+SYSTIMESTAMP:<Unix_timestamp>

Wi i ¢

[ox

B

o <Unix-timestamp>: Unix IE]J#, BN7: 5.

ZN ]|
AT+SYSTIMESTAMP=1565853509 //2019-08-15 15:18:29
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3.1.24 AT+SYSLOG: k28 AT it fCrad i

iy

Jyiig:
i) AT SRR 2 A

s

AT+SYSLOG?

W

+SYSLOG:<status>

OK

BeE WA

ifig:
JE AR AT 452 TR

’AT+SYSLOG:<status>

W i :

[ox

o <status>: FERICISHERIRTS

- 0: 271
-1 R

il

// B R AT #RAKART
AT+SYSLOG=1

OK
AT+FAKE
ERR CODE:0x01090000

ERROR

// ZEHE AT #BEREE T
AT+SYSLOG=0

OK
AT+FAKE
// A4 7 “ERR CODE:0x01090000"

ERROR
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AT BRI R —A> 32 fi /N BEHIEE, & SCanF

e FER B
bit32 ~ bit24 | bit23 ~ bitl6 | bitl5 ~ bit0
* category: [&|E(H 0x01
« subcategory: 4H{RASHY
it iR K| A
3
ESP_AT _SUB_OK 0x00 OK
ESP_AT _SUB_COMMON_ERROR 0x01 f5Ler
ESP_AT_SUB_NO_TERMINATOR 0x02 FIREGATF (0L “m” Z5RE)
ESP_AT SUB_NO_AT 0x03 KFRFEE AT (B AL TEER at, At B

aT)

ESP_AT_SUB_PARA_LENGTH_MISMATCH0x04 SR EATRE
ESP_AT_SUB_PARA_TYPE_MISMATCH | 0x05 R eI
ESP_AT_SUB_PARA_NUM_MISMATCH | 0x06 EY e 2y
ESP_AT_SUB_PARA_INVALID 0x07 T
ESP_AT_SUB_PARA_PARSE_FAIL 0x08 e
ESP_AT_SUB_UNSUPPORT_CMD 0x09 RNEFZms
ESP_AT_SUB_CMD_EXEC_FAIL 0x0A Rl
ESP_AT_SUB_CMD_PROCESSING 0x0B TERFTE— s
ESP_AT_SUB_CMD_OP_ERROR 0x0C o BT RAE

* extension: HiiRYIR(GE, AR TREGARMVY RAEGE, #1% % W components/at/
include/esp_at.h,

BN, RIS ERR CODE:0x01090000 F/R “RZHZMm4L7.

3.1.25 AT+SLEEPWKCFG: ¥ Light-sleep Wi/ Ji fli i GPIO

=

=

e

,%

’ AT+SLEEPWKCFG=<wakeup source>, <paraml>[, <param2>]

« <wakeup source>: Mg

- 0: PREABCE, BALE:
- 1 {REARCE, BASEF
— 2: GPIO Mg

¢ <paraml>:

- YWY E R, ESREORMEIR ], B R

- YWY GPIO I, %S ¥R GPI

e <param22>:

— MUY GPIO B, B R T

- 0: (G
-1 FAT

O &
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il

// GPIOl2 & K A% w F Bt % &2
AT+SLEEPWKCFG=2, 12, 0

3.1.26 AT+SYSSTORE: ¥ ZE Atk

it A

Dy

i

AT ZHUFifRA

A\ .
"Il/?\‘

AT+SYSSTORE?

W

OK

+SYSSTORE: <store_mode>

v

7

X

Ele

E
%

[y

’AT+SYSSTORE:<store_mode>

W i ¢

[ox

BH

(A

<store_mode>: BEIEERR
- 0: A RCEATEA flash
- 11 GAHCELEA flash (ERIA)

Vil WP E A S, FRMEI S, FIAE S B R RAM fi
Ay o BN T -

AT+SYSMSG
AT+CWMODE
AT+CIPV6
AT+CWIAP
AT+CWSAP
AT+CWRECONNCFG
AT+CIPAP
AT+CIPSTA
AT+CIPAPMAC
AT+CIPSTAMAC
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e AT+CIPDNS

e AT+CIPSSLCCONF

* AT+CIPRECONNINTV
* AT+CIPTCPOPT

* AT+CWDHCPS

e AT+CWDHCP

* AT+CWSTAPROTO

e AT+CWAPPROTO

o AT+CWIJEAP

* AT+BLENAME

e AT+BLEADVPARAM
* AT+BLEADVDATA

e AT+BLEADVDATAEX
* AT+BLESCANRSPDATA
* AT+BLESCANPARAM

il

AT+SYSSTORE=0
AT+CWMODE=1 // A # A\ flash
AT+CWJAP="test","1234567890" // 77 A flash

AT+SYSSTORE=1
AT+CWMODE=3 // % A\ flash
AT+CWJAP="test","1234567890" // ¥ A\ flash

3.1.27 AT+SYSREG: B:GHA{¢ds

- :
wE WA
Wi

AT+SYSREG=<direct>, <address>[, <write value>]

Wi i ¢

+SYSREG:<read value> // REH T HFH EH
OK

B8

o <direct>: LGS TFIEAS

- 0: PEAA7AY

- 11 B4
» <address>: (uint32) FFfEasHbbl, FHEIHSHEM XN (RS ZFH
o <write value>: (uint32) 5 A(H, & T 5 S1Easmt

Bl
o AT ARG ZFfEan i, PR ORI S A2 M A 2k
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3.1.28 AT+SYSTEMP: ZHGE B P4 FC I e

Dyt
BEHO F PSR B A B R, e B R

=

i 4

Py
A

AT+SYSTEMP?

M

+SYSTEMP : <value>
OK

o <value>: BLICHREE. 7Fm 88, RPN/

3.2 Wi-Fi AT &4

. 4

o AT+CWINIT : G40/ ETE Wi-Fi BRshAE 7

o AT+CWMODE: #5if)/i% & Wi-Fi i3, (Station/SoftAP/Station+SoftAP)
« AT+CWSTATE: 75if] Wi-Fi 7SR Wi-Fi (=5,

o AT+CWIJAP: %3 AP

e AT+CWRECONNCFG: /%8 Wi-Fi il E

« AT+CWLAPOPT: B AT+CWLAP A1k B Bt

« AT+CWLAP: FH54 10 I AP

o AT+CWQAP: Wi 5 AP [fyikds

o AT+CWSAP: Tit'#: ESP32-C3 SoftAP Z%§

o AT+CWLIF: #ifi)i%E3: 2] ESP32-C3 SoftAP [} station {5 B,

o AT+CWOQIF: WiFF station 5 ESP32-C3 SoftAP [1i%: 4%

« AT+CWDHCP: = /%% F) DHCP

o AT+CWDHCPS: #if)/i% & ESP32-C3 SoftAP DHCP 4BC ) IPv4 #ihik 7 [l
« AT+CWAUTOCONN: | Hi 275 [ 3hi%EH: AP

o AT+CWAPPROTO: 5]/ B SoftAP #iz{ T 802.11 b/g/n WS ARAE
o AT+CWSTAPROTO: % 'E Station 5T 802.11 b/g/n ¥isl brifi

o AT+CIPSTAMAC: Zrifij/iX & ESP32-C3 Station [} MAC Hii:

o AT+CIPAPMAC: ZTifij/i% & ESP32-C3 SoftAP ) MAC H#iiik

o AT+CIPSTA: #5ih)/i% & ESP32-C3 Station [ IP Mkt

« AT+CIPAP: 25i)/i% 8 ESP32-C3 SoftAP [ TP Mkt

o AT+CWSTARTSMART : JTJ5 SmartConfig

o AT+CWSTOPSMART : {}: SmartConfig

« AT+WPS: ¥¥ WPS Hjfig

« AT+MDNS: & mDNS Thfg

o AT+CWIJEAP: %32 WPA2 ik AP

« AT+CWHOSTNAME: 25ifj/i% & ESP32-C3 Station [ W4 B

o AT+CWCOUNTRY : Zif)/i%'E Wi-Fi [EZh
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321 ¥

WY BOAM AT [ ORI DU R BRAT+CWIEAP Z AMW T AT fir% . AR EFR 28 i ESP32-C3 ¥R
IR 4, 5 B T4 %F ESP-AT T42, ¥E55 DS TR LR (RIRSUUE M, MRIEEM T
PR ) :
* 2 EAP i34 (AT+CWJEAP): Component config->AT->AT WPA2 Enterprise command
support
o ] WPS 14 (AT+WPS): Component config->AT->AT WPS command support
o 2] mDNS 14 (AT+MDNS): Component config->AT->AT MDNS command support
o #%Jf] smartconfig iy % (AT+CWSTARTSMART ., AT+CWSTOPSMART) : Component config -> AT
-> AT smartconfig command support
o SEMPITA Wi-Fi fpd ORHER . —HASH, B Wi-Fi A CA ERZIBER o6, FR s BAT9k

PIX 2 AT f54): Component config->AT->AT wifi command support

3.2.2 AT+CWINIT: #JiAL/is P Wi-Fi S8R
iy

i
#if] ESP32-C3 #2451 Wi-Fi RIS

s

AT+CWINIT?

Wi % ¢

+CWINIT:<init>

OK

B

&F

i
FIaR AL B ESP32-C3 54711 Wi-Fi SKEh AR

O e
iy

’AT+CWINIT:<init>

Wi i *

[ox

S

e <init>:
— 0: {5 P Wi-Fi BRgh LT
— 1: ®lG 1k Wi-Fi RN (BRI
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Bl
o AUEAGRAFE] flash, HRJE S AEOAE L.

o L RAM BHEA RN, FEAGT Wi-Fi i9RTEE~, AR st B Wi-Fi 88082, AREIL
RAM %

il

// #HHE wi-Fi R R)F
AT+CWINIT=0

3.23 AT+CWMODE: i)/ Wi-Fi i (Station/SoftAP/Station+SoftAP)
Ay

i ESP32-C3 %4519 Wi-Fi Kzt

AT+CWMODE?

W i <

+CWMODE : <mode>
OK

Dytig:
W E ESP32-C3 #4511 Wi-Fi it

iy

’AT+CWMODE:<mode>[,<auto_connect>]

Wi i ¢

’OK

o <mode>: R
- 0: Jo Wi-Fi 55X, Jf H.J¢H] Wi-Fi RF
— 1: Station Bz,
— 2: SoftAP #i=t
— 3: SoftAP+Station Fi5;
 <auto_connect>: ]f ESP32-C3 ¥ #51) Wi-Fi #izCI (B4, A SoftAP 8 J5 Wi-Fi £z )4 H
Station 525} SoftAP+Station 1=X,) , 25/l HahiEHz: AP Zifg, BAE: 1. SEEERT, i
FEGME, 2 ne B shiEs:.
- 0: 25 | hiEs: AP 1yThe
- 1 e B3hifEs: AP IEE, A ZRIC & B 3hiEs: AP L E fR17H] flash v, JI] ESP32-C3
WA A Bl AP
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e

o EAT+SYSSTORE=1, Z¥%E-BHRITAE NVS 43X

Bl

AT+CWMODE=3

3.2.4 AT+CWSTATE: #%ify Wi-Fi JR AR Wi-Fi {3 5L
s

Ly :
A if) ESP32-C3 345 Wi-Fi IR Wi-Fi {55

AT+CWSTATE?

Mjn] oz <

+CWSTATE:<state>, <"ssid">

OK

S

o <state>: X4F[ Wi-Fi R3S
— 0: ESP32-C3 station [ R #HATTA0] Wi-Fi 32
— 1: ESP32-C3 station £\ 4 %2 2 AP, {H{¥ K 3KER| 1Pv4 Hhhk
- 2: ESP32-C3 station L& 1EH: | AP, H L2 3KHE IPv4 Hbtik
— 3: ESP32-C3 station 1E{E#4T Wi-Fi #428{ Wi-Fi %
— 4: ESP32-C3 station 4t Wi-Fi WiFIRES

o« <” ssid” >: HAFR AP 119 SSID

Bl

o 24 ESP32-C3 station %G 1EE_ AP I, g {di ] b dy &2 ia) Wi-Fi {5 5. ; 24 ESP32-C3 station %
L AP 5, HEREMEIAT CWIAP 6 %251 Wi-Fi {2 L

3.2.5 AT+CWIJAP: ¥ AP
A%

Yyfig:
# 1] 5 ESP32-C3 Station HEH:(1 AP 15 4,

Py -
“ﬂ4>‘

AT+CWJAP?

W i ¢
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+CWJAP:<ssid>, <bssid>, <channel>, <rssi>, <pci_en>, <reconn_interval>,<listen_interval>
-, <scan_mode>, <pmf>
OK

)E’J

SRR

yite:
{8 ESP32-C3 Station ZE #3211 AP

[

AT+CWJAP=[<ssid>], [<pwd>] [, <bssid>] [, <pci_en>] [, <reconn_interval>][,<listen_
—interval>] [, <scan_mode>] [, <jap_timeout>] [, <pmf>]

M

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

&

+CWJAP :<error code>
ERROR

(ol
=
|

=V,
frm%

=y

fe:
¥ ESP32-C3 station #:4% Fyk Wi-Fi fil & AP

A .
"ﬂ/?\'

AT+CWJAP

W

WIFI CONNECTED
WIFI GOT IP

OK
[WIFI GOT IPv6 LL]
[WIFI GOT IPv6 GL]

ol
+CWJAP:<error code>
ERROR
BH
e <ssid>: H#xr AP 1) SSID
— 02 SSID FIERS A , o "o \\ FRRRTARE, HEEL
— AT SCHpHEHE SSID Sy SCHY AP, fHg S8ty 5 5 TR 1 3 SSID A& UTF-8 4l Xl
AT PASESHl SSID, AR5 6 4l B i) SSID AT IEHE .
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B

il

<pwd>: K 63 47 ASCII
<bssid>: HPx AP [) MAC Hitik, 242~ AP 5 4H[RI SSID B}, %S HOR T4 %
<channel>: {FiE5
<rssi>: 5%
<pci_en>: PCIiAJE
— 0: ESP32-C3 station °] 5/Em—Fhhna 7 i AP #:4%, 3% OPEN #l WEP
— 1: ESP32-C3 station A] 5[ OPEN F1 WEP 2 #MAEAr—Fhhnss 5 =0 AP %92
<reconn_interval>: Wi-Fi EiZE]lF, BN F, BME: 1, e KME: 7200
— 0: WriFiE#E)5, ESP32-C3 station AN EiE AP
- [1,7200]: WiFFi%82)5, ESP32-C3 station £ 515 E [t E] 5 AP F i
<listen_interval>: {77 AP beacon [¥J[A][, BA{i>Ay AP beacon [a][F, BRIAE: 3, G [1,100]
<scan_mode>: it
- O: B4, #ENHIR AP 52 E3H, ESP32-C3 station 55— A2 AP iE#:
- L & AR, TR EEEREE A 2 L34, ESP32-C3 station 534 2 (1) {55 m i 1) AP
LD
<jap_timeout>: AT+CWJAP Ay 8T ARAE, B4 B, BRIAME: 15, JEfl: [3.600]
<pmf>: PMF (Protected Management Frames, Z/33 004 Fm), BRIAME 1
- 0 F/REH PMF
- bit 0: HA PMF Difig, $#&/R3CHE PMF, WURHAB R £ HA PMF Djfg, W) ESP32-C3 &K
JeiE#E A PMF Bz 4%
— bit 1: FFE PMF, $LRTFHE PMF, AR 2 RPN 3CRE PMF DIRERY &
<error code>: 45iRAL [Ufitz
— 1 B
- 2: B R
3: JuyA$RE B R AP
4: HERERIG
HEAE: RAERA R

AN AT+SYSSTORE=1, W& ¥ U3 A73] NVS 43X

fifi AR 6y A7 T station X

24 ESP32-C3 station BV 132 | AP 5, M A ard-2ih) Wi-Fi £ 5 ; 24 ESP32-C3 station %4 %
Be | AP, et AT CWSTATE 4463 Wi-Fi f2 £

A AP <reconn_interval> B 5AT+CWRECONNCFG 1541 <interval_second>
%g*ﬁlﬂo WRIBFTARM OB AR E <reconn_interval> Z4L, Wi-Fi 5% k] b i) R R H 2k
I 1

WIER AT A I <ssid> fil <password> B8, A K ERIE

PATA A S BE A WA R AR, BRI 15 #P, Wil 340 <jap_timeout> BEH

A HpE T WAPT SRy s 82 0% e

AL IPVO ik, FRESEREAT+CIPV6=1

4% OK {0% IPv4 M B A UERINLE , AR IPV6 MG HES 4% . 24 i ESP-AT DA IPv4 W45
E, IPv6 4K R%E.

WIFT GOT IPv6 LL fAFETLIREFNAHIBEREE TPv6 skl , XM ihl 2 i EUT-64 ZSHi T4 Y ok
B, AEKbHRSS. BT, XTI REYE OK 2 Hl, WAIEEYE OK Z )5,

WIFI GOT IPv6 GLLEDLIREE|4 R IPv6 Hitik, iZ bl 2 AP F & Bymi g b ERitaE H
KGRI AR, FEKbSRSS. BT, XTI AETE oK 2 B, ] fEYE
OK ZJ5; WaJREH T AP A SZER IPVO MM AFTED .

// 4R EH A AP B SSID R "abc", H A R "0123456789", M & A &
AT+CWJAP="abc","0123456789"

// R B A AP B SSID £ "ab\,c", HARZ "0123456789"\", N & 4 £:
AT+CWJAP="ab\\\,c","0123456789\"\\"

Q)
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(£ L£50)

// R %A AP H AR # SSID "abc", T i it BSSID K F| H #F AP:
AT+CWJIAP="abc", "0123456789", "ca:d7:19:d8:a6:44"

// f R ESP-AT E ki pMF # # AP, U # 4 £:
AT+CWJAP="abc","0123456789",,,,,,,3

3.2.6 AT+CWRECONNCFG: #rif)/¥cs Wi-Fi fiEicE
i A

e
iR Wi-Fi TERLT

.
"ﬂ/?\‘

AT+CWRECONNCEG?

W

+CWRECONNCFG: <interval_second>, <repeat_count>
OK

&F

i
BCE Wi-Fi B

O e
iy

’ AT+CWRECONNCFG=<interval_second>, <repeat_count> ‘

Wi i *

[ox |

BH

 <interval_second>: Wi-Fi TiZ[E]fF, BN £, BRAME: 0, Hx/K{H 7200
- 0: WiiTiE#E )5, ESP32-C3 station AN EjE AP
— [1,7200]: WiFFi#E#: 5, ESP32-C3 station 45545 E A5 AP &k
o <repeat_count>: ESP32-C3 %4521 B AP HIIREL, ASHUE <interval_second> A4 0 B
AR, BOME: 0, HKRfE: 1000
— 0: ESP32-C3 station 5222 i54: AP
— [1,1000]: ESP32-C3 station % I8 7 S 5045 & [ Y S 1% AP

il

// ESP32-C3 station 4§ 1 # & ® E % Ap, # £ 100 %
AT+CWRECONNCFEG=1, 100

// ESP32-C3 station HEW FFHE HF & AP
AT+CWRECONNCFG=0, 0
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e

o AT <interval_second> B HAT+CWIAP F[) [<reconn_interval>] ZHAH[R
o R E M TS AP Wi-Fi Y HLE Wi-Fi 5 3l

3.2.7 AT+CWLAPOPT: ¥ AT+CWLAP iy A& 20 E Pk

XA

=

=

A

’ AT+CWLAPOPT=<reserved>, <print mask>[,<rssi filter>][,<authmode mask>]

Wi i ¢

o <reserved>: {451

* <print mask>: AT+CWLAP (1452 6 B AR S5, BOAE

X SHL,

— bit O:
bit 1:
bit 2:
bit 3:
bit 4:
bit 5:
bit 6:
bit 7:
bit 8:
bit 9:
bit 10

FH 0, WA RN S5
BN <ecn>
A R <ssid>
R <rssi>
B IE R <mac>
=15 7R <channel>
15K <freq_offset>
B4 BN <freqeal_val>
15 B 7R <pairwise_cipher>
JE75 87K <group_cipher>
=15 BN <bgn>

D B E TR <wps>

© OXTFF, 2 bit 8 1, MR

o [<rssifilter>]: AT+CWLAP {45 R R G BASHENE, W), 2R G SR T rssi
filter ZEUHEN AP, PA(: dBm, BRIA(E:-100, JE[: [-100,40]

* [<authmode mask>]: AT+CWLAP (AR E S ERATIANET A AP, ERAH: OxFFFF, 1
Foit xBH 1, WERMNINETRK AP, &R0, WAER

bit O:
bit 1:
bit 2:
bit 3:
bit 4:
bit 5:
bit 6:
bit 7:
bit 8:
bit 9:

il

& R OPEN AIET X1 AP

& ER WEP AUE g AP

75 /R WPA_PSK IAIE =) AP

B s WPA2_PSK NI = AP
ISR WPA_WPA2_PSK INIE /0N AP
BB /R WPA2_ENTERPRISE AGE 70 AP
e R WPA3_PSK AE K1) AP
B E /R WPA2_WPA3_PSK IAUIE =AY AP
15 ws WAPI_PSK iAUE 20 AP
s OWE AR R AP
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/] - ANBHK L, k¥ AT+CWLAP # A H W & R % BfF TEE RSSI AHF

/] B ANBH A 31, B OOxIF, RaAFrAMEA 1 B bit XN WEEHLETH X
AT+CWLAPOPT=1, 31

AT+CWLAP

// R B INiEF X4 OPEN B AP
AT+CWLAPOPT=1,31,-100,1
AT+CWLAP

3.2.8 AT+CWLAP: £1§i2%7inf HIF) AP

B e
G SRS A R AP, s SSID. MAC HUHESR (it
e

AT+CWLAP=[<ssid>, <mac>, <channel>, <scan_type>, <scan_time_min>, <scan_time_max>]

Parr %

g
Z) 24 i AT T AP

ke

AT+CWLAP

W ) :

+CWLAP:<ecn>, <ssid>, <rssi>, <mac>, <channel>, <freq_offset>,<freqcal_val>,<pairwise_
—cipher>, <group_cipher>, <bgn>, <wps>
OK

SH

+ <ecn>: i
- 0: OPEN
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
: WPA2_WPA3_PSK
: WAPI_PSK
- 9: OWE
o <ssid>: FFESEL, AP [y SSID
o <rssi>: {F5iRE
o <mac>: FRFEESH, AP ) MAC #bht
e <channel>: {FiE%5
¢ <scan_type>: Wi-Fi {2554, BHA(EH: 0
- 0: FBhHH
- 1 g

|
0NN N AW =
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o <scan_time_min>: AAMEIEFIGEEEIE, RO ZF, JEE: [0,1500], WAL B sh
i, RSEIH
* <scan_time_max>: £MEE KRR, MO ZF, JERE: [0,1500], WHREK 0, AR H
SZHOME, T30 120 ms, BEEFH5H 360 ms
o <freq_offset>: il (f+2HH)
o <freqcal_val>: JiAGuE(d (FREATIH)
* <pairwise_cipher>: %7
— 0: None
- 1: WEP40
: WEP104
: TKIP
: CCMP
: TKIP and CCMP
— 6: AES-CMAC-128
- 7 KA
 <group_cipher>: %A, 5 <pairwise_cipher> SEUIMZSE A
o <bgn>: 802.11 b/g/n, # bit %K 1, WFIRMREXT VALK, AR 0, WIFIREE XA
— bit 0: 2F#ifE 802.11b A=
— bit I: 27 fdifE 802.11g Fix
— bit 2: A& fifE 802.11n Az
s <wps>: Wpsﬂag
- 0: A3 WPS
- 1: ¥ WPS

|
DA W

il

AT+CWLAP="Wi-Fi","ca:d7:19:d8:a6:44",6,0,400,1000

// F %1 SSID W Ap
AT+CWLAP="Wi-Fi"

3.29 AT+CWQAP: WiIFYS AP I1ER;:

Wiidn s

=

A

’AT+CWQAP

W 7

’OK

3210 AT+CWSAP: [it ESP32-C3 SoftAP £:%%
R

ytig:
Z¥if] ESP32-C3 SoftAP [{Jit B &8

Py
A

AT+CWSAP?

Wi i ¢
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+CWSAP:<ssid>, <pwd>, <channel>, <ecn>, <max conn>,<ssid hidden>
OK

Pa-

CEL A

Dy :
1% ESP32-C3 SoftAP [t & 2%k

Py -
iy

’AT+CWSAP:<ssid>, <pwd>, <chl>, <ecn>[,<max conn>][,<ssid hidden>] ‘

W 3% ¢

[ox |

S

o <ssid>: FARFRSE, AN
o <pwd>: FFERSEL, B, JEH: 8~ 63 577 ASCII
e <channel>: {FiE%
o <een>: JIE A, A3ZHF WEP

- 0: OPEN

- 2: WPA_PSK

- 3: WPA2_PSK

- 4: WPA_WPA2_PSK
* [<max conn>]: % A ESP32-C3 SoftAP [ 22 station Z{H , BUEIEE: 2 max_connection
¢ [<ssid hidden>]:

- 0: 7 SSID (i)

~ 1: RJ4% SSID

B
o K454 HA Y AT+CWMODE=2 5 3# AT+CWMODE=3 W} A 5%
* #FAT+SYSSTORE=1, il HHCRHRFETE NVS 40X

 BRIA SSID P41 5, W E B &1 MAC Huhl2H . #50] DAfdE FHAT+CWSAP? £ 11 BRIN 1T
SSID.

il

AT+CWSAP="ESP","1234567890",5,3

3.2.11 AT+CWLIF: #%ifyidi4: 5] ESP32-C3 SoftAP 1Y) station {7 5.
AT

[

AT+CWLIF

L)V
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+CWLIF:<ip addr>, <mac>

OK

» <ip addr>: %% ESP32-C3 SoftAP 1 station ) IP Hiik
e <mac>: j&R:3] ESP32-C3 SoftAP [ station [] MAC #ihl

|
o RAGLTEAWFE IP, {USCHHAE ESP32-C3 SoftAP HITE AR station DHCP ¥ RERY I UL T A 4L

3.2.12 AT+CWQIF: KiJF station 55 ESP32-C3 SoftAP 11
P

Dyie:
Wi FF A % A ESP32-C3 SoftAP [1y station

’AT+CWQIF

W i :

Yitig:
W34 A ESP32-C3 SoftAP [1y station

s

’AT+CWQIF=<mac>

o <mac>: FEWrFFiEREN station 1) MAC Hiht

3.2.13 AT+CWDHCP: /251 DHCP
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AT+CWDHCP?

W

+CWDHCP : <state>
OK

B

&F

J& /25 F) DHCP
LT

’AT+CWDHCP:<operate>, <mode> ‘

Wi ¥ *

[ox

S

¢ <operate>:
- 0: 2471
- 1:)g3H
¢ <mode>:
— Bit0: Station [ DHCP
— Bitl: SoftAP ;) DHCP
o <state>: DHCP FLIRES
- Bit0:
+ 0: 25 Station fi{) DHCP
+ 1: J5 J Station [1}) DHCP
- Bitl:
+ 0: 25 SoftAP [{) DHCP
+ 1: J5 HH SoftAP f{) DHCP
- Bit2:
+ 0: 25 H Ethernet [ DHCP
« 1: J&2 Jf] Ethernet [1) DHCP

v
o PAT+SYSSTORE=1, Jii& B oCrHEAES] NVS 43 X
o KRB S REES IPv4 Hikk G SAHESEN, UWAT+CIPSTA FIAT+CIPAP
- 75 / DHCP, JI#EZS IPv4 Hihk 2>l 2k
- FEHELS IPv4, ) DHCP £9i4k
- WK ESES L KEE

il

// JB Jil Station DHCP, 4 % J& DHCP mode % 2, M 3 DHCP mode # 3
AT+CWDHCP=1, 1

// 2 SoftAP DHCP, 2R JE DHCP mode 4 3, M| 3, DHCP mode % 1
AT+CWDHCP=0, 2
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3.2.14 AT+CWDHCPS: #if)/iX ¥i ESP32-C3 SoftAP DHCP 4}iciv) IPv4 Huht i il

AT+CWDHCPS?

W i <

+CWDHCPS:<lease time>, <start IP>,<end IP>
OK

BeE WA

i
¥ ESP32-C3 SoftAP DHCP [l 2%/ it 1) TPv4 Huhk 3 il

A

’AT+CWDHCPS=<enable>,<lease time>, <start IP>,<end IP>

Wi i ¢

[ox

e <enable>:

— 1: % DHCP server 5 5., JFELS 5 IUAE

- 0: 7% DHCP server {5 5., WEERINME, JFESHLTHIAS
o <lease time>: FHZYW[IE], Ff7: 204, HUEMERE: [1,2880]
o <start IP>: ESP32-C3 SoftAP DHCP [ 454 IPv4 Hihtyb iy 4G 1P
o <end IP>: ESP32-C3 SoftAP DHCP |} 45-#% IPv4 itk 45 5 1P

A}
o FFAT+SYSSTORE=1, Fil'E W SCRHRAFE] NVS 43X

o AL hiAE ESP32-C3 SoftAP #ixU{fifE, HJF /5 DHCP server (1)1 it T {5 H
o BEERY IPv4 HihlEE FEl 205 ESP32-C3 SoftAP £ [F]— ¥ Bt

il

AT+CWDHCPS=1,3,"192.168.4.10","192.168.4.15"

AT+CWDHCPS=0 // B WM& E, KA B AHE

3.2.15 AT+CWAUTOCONN: #rify/i%e e & A ahdEs: AP
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AT+CWAUTOCONN?

Wi % ¢

+CWAUTOCONN: <enable>
OK

LA

-t

=

A

’AT+CWAUTOCONN:<enable>

LT
[ox
¢ <enable>:
- 1. B HEhERE AP (B0A)
- 0: FHAHBhER: AP
i

o AR ELREE] NVS X,

il

AT+CWAUTOCONN=1

3.2.16 AT+CWAPPROTO: #ily/i . SoftAP i F 802.11 b/g/n {lpillbrifi

it &

iy

AT+CWAPPROTO?

Wi % ¢

+CWAPPROTO: <protocol>
OK

)E’J

CEL A

A

AT+CWAPPROTO=<protocol>

W
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OK

* <protocol>:
— bit0: 802.11b MM A7 1fE
— bitl: 802.11g P AR
— bit2: 802.11n PRl b5
— bit3: 802.11 LR L2z & FI Wil b

B
o M4, ESP32-C3 %4 % £ PHY mode I, : Wi-Fi =R
o BRAEM T, ESP32-C3 #%451# PHY mode J& 802.11bgn Fizt:

3.2.17 AT+CWSTAPROTO: k¥ Station iz, | 802.11 b/g/n il brifi

AT+CWSTAPROTO?

W i <

+CWSTAPROTO: <protocol>
OK

1y

BE A

N

=

A

’AT+CWSTAPROTO:<prOtOCOl> ‘

e <protocol>:
— bit0: 802.11b Hpsl A7
— bitl: 802.11g Pl krif
— bit2: 802.11n Bk
— bit3: 802.11 LR 422 & il kv

el
o Wi, ESP32-C3 54 %45y PHY mode 1,1 Wi-Fi il
o BRATEULT, BSP32-C3 #4514 PHY mode 2 802.11bgn 5=
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3.2.18 AT+CIPSTAMAC: 4ify/ik ¥ ESP32-C3 Station [1) MAC Hiuht:
iy

Dtig:
7 ESP32-C3 Station [f) MAC Hihik

s

AT+CIPSTAMAC?

W

+CIPSTAMAC:<mac>

’AT+CIPSTAMAC:<maC>

W i <

[ox

o <mac>: FEEESE, FE/8 ESP32-C3 Station [ MAC Hitik

Bl

S AT+SYSSTORE=1, T B BOEHRAE5] NVS 44X

ESP32-C3 Station [{] MAC HufiF 5 ESP32-C3 SoftAP 7RJAl, B — 5 & FIREH MAC Hiuhk
MAC Huilikfd) Bit O RNgEH 1, Bilin, MAC #hkv] PAE “la:---7, [HARRPAZE “15:7
FF:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & TCa bl , ANEEXE

2N

AT+CIPSTAMAC="1a:fe:35:98:d3:7b"

3.2.19 AT+CIPAPMAC: #%ify/ix ¥ ESP32-C3 SoftAP 1) MAC Huhl:
A ity 2

itk
2¥if) ESP32-C3 SoftAP 1) MAC #ihl:
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AT+CIPAPMAC?

Wi % ¢

+CIPAPMAC: <mac>
OK

B

&F

Yriie:
¥ H: ESP32-C3 SoftAP ff) MAC Hiufi:

O e
iy

’AT+CIPAPMAC:<maC> ‘

Wi ¥ *

[ox |

S

o <mac>: FEFEESH, 8 ESP32-C3 SoftAP ) MAC Hhihik
]

o PAT+SYSSTORE=1, Wit'E W U /72| NVS 43X

ESP32-C3 SoftAP itj MAC Hihl'5 ESP32-C3 Station A[R], ANE k& B [RFER) MAC Hihk
MAC Huhkf) Bit 0 Rfgm 1, Flun, MAC Hutknf DA “18:--7, {HORA[PAZ “15:--7

« FFE:FF:FF:FF:FF:FF # 00:00:00:00:00:00 & JCRHbHE, ASRETE

il

AT+CIPAPMAC="18:fe:35:98:d3:7b"

3.220 AT+CIPSTA: #if)/i % ESP32-C3 Station [ IP Huhl
teififr 4

#rifi) ESP32-C3 Station 1) IP #iihl

O e
iy

AT+CIPSTA?

Wi i <
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+CIPSTA:ip:<"ip">
+CIPSTA:gateway:<"gateway">
+CIPSTA:netmask:<"netmask">
+CIPSTA:ip6ll:<"ipv6 addr">
+CIPSTA:ip6gl:<"ipv6 addr">

OK

s
mE

[y

=y

e
w

N

ESP32-C3 Station [t IPv4 Atk

&

’AT+CIPSTA:<"ip">[,<"gateway">,<"netmask">]

o < ip” > FEFERSE, Fn ESP32-C3 station ) IPv4 Hidik
e <” gateway” >: [

e <” netmask” >: 5

e <” ipv6 addr” >: ESP32-C3 station [ IPv6 Mk

e

o AT mr, A ESP32-C3 station £ A AP s L B A IP HUb)5, A REAIE ey IP
Hihk
* #AT+SYSSTORE=1, FCLEHUCRHRAFE] NVS 73X
» AULE A5 UCE DHCP By oM ESEN, ANAT+CWDHCP
- FE I ES 1Pv4 btk W]4E ] DHCP
- %5 ] DHCP, WSS TPv4 Hihit
- e —RECESE S E R E

il

AT+CIPSTA="192.168.6.100","192.168.6.1","255.255.255.0"

3.2.21 AT+CIPAP: #ify/i% ¥ ESP32-C3 SoftAP [v) IP Hikl
iy

Ystie:
#5if] ESP32-C3 SoftAP i IP Mkl

AT+CIPAP?
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Wi 3% ¢

+CIPAP:ip:<"ip">
+CIPAP:gateway:<"gateway">
+CIPAP:netmask:<"netmask">
+CIPAP:ip6ll:<"ipv6 addr">

OK

Yriie:
¥ H ESP32-C3 SoftAP [f) IPv4 bkt

O e
iy

&F

’AT+CIPAP:<"ip">[,<"gateway">,<"netmask">]

W

[ox

BH

o < ip” > FERFESE, Fn ESP32-C3 SoftAP 1) IPv4 ik
o < gateway” >: W%

o <” netmask” >: [

e <” ipv6 addr” >: ESP32-C3 SoftAP ) IPv6 Hiik

|

o ARUCE A OUE T IPvA [2%, NGE T IP6 (4%

o #AT+SYSSTORE=1, Wi8 B ik #HRAEE] NVS 43X

» AULE A5 UCE DHCP Wy S ESEN, ANAT+CWDHCP
- FR I #AS IPv4 Hbhik, DA% DHCP
- #/5 1l DHCP, IZE I IPv4 Huhik
- iR E S EE b KA

il

AT+CIPAP="192.168.5.1","192.168.5.1","255.255.255.0"

3.2.22 AT+CWSTARTSMART: J| k3 SmartConfig
AT

Lyt :
JJ& ESP-TOUCH+AIrKiss FEZH;

A\ .
"ﬂ4>‘

AT+CWSTARTSMART
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N

Dy
TF e 348 A4 1) SmartConfig

Py -
iy

’AT+CWSTARTSMART:<type> [,<auth floor>] [, <"esptouch v2 key">]

W i :
[ox
ZH
* <type>: KA
— 1: ESP-TOUCH
— 2: AirKiss

— 3: ESP-TOUCH+AIrKiss
— 4: ESP-TOUCH v2
o <auth floor>: Wi-Fi A\ JFH{E, ESP-AT A~<i%3E%] authmode i1 I HR{E T AP
- 0: OPEN (¥#tiA)
: WEP
: WPA_PSK
: WPA2_PSK
: WPA_WPA2_PSK
: WPA2_ENTERPRISE
: WPA3_PSK
- 7: WPA2_WPA3_PSK
. <7 eSPtOUCh v2 key” >: ESP-TOUCH v2 [f Ak, I T Wi-Fi %A1 H @ CHdE. KEW
H 16 FHT.

|
oA Y

o WA % SmartConfig {5 5., 15%% ESP-TOUCH {# $5¥5 ;

* SmartConfig {¥ 37 £57F ESP32-C3 Station 1= i ;

e 4B Smart get Wi-Fi info /8 SmartConfig IR EE| AP {5 &, ZJ5 BESP32-C3 24 if#%
AP;

e J§H +SCRD:<length>, <rvd data> 75 ESP-Touch v2 i{IN#REE| B & L EHRE

e J§ & Smartconfig connected Wi-Fi F/R8INIERES] AP;

o [H4 ESP32-C3 %&£ 754 SmartConfig Wit W 45 5% 7 2 24 AL, AR AE]E B Smartconfig
connected Wi-Fi #iH)GIER BT 6 FPHUEHAT+CWSTOPSMART ;

o W[# ] AT+ CWSTOPSMART 1% 1I- SmartConfig, &5 F-fTH M2 . HR, 7F SmartConfig 13 f&H
T RATHAB AT L

il

AT+CWMODE=1
AT+CWSTARTSMART

3.2.23 AT+CWSTOPSMART: f% - SmartConfig

AT 4

Ele

A
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’AT+CWSTOPSMART

W

’OK

]

 JCit SmartConfig I 555, ERIEFEAT H AL M2 BiH F AT+ CWSTOPSMART %t SmartConfig 5
A

il

AT+CWMODE=1
AT+CWSTARTSMART
AT+CWSTOPSMART

3.2.24 AT+WPS: ¥ WPS Jfig

’ AT+WPS=<enable>[, <auth floor>]

Wi i+

[ox

BH

¢ <enable>:
— 1: )8 PBC %11 WPS
— 0: &[] PBC 2kAi WPS

 <auth floor>: Wi-Fi A JFAI [ {E, ESP-AT A<£i%E#:%] authmode {IGT I B{E T AP
— 0: OPEN (EkiA)

WEP

: WPA_PSK

: WPA2_PSK

: WPA_WPA2_PSK

: WPA2_ENTERPRISE

: WPA3_PSK

: WPA2_WPA3_PSK

|
NN kR W =

e

* WPS Jjfigab 257 ESP32-C3 Station HEFER % 4L T I 1)
* WPS A3 Ff WEP il 5
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il

AT+CWMODE=1
AT+WPS=1

3.225 AT+MDNS: % mDNS Jjfig

IJXLEA g /\>
A

’AT+MDNS:<enable>[,<hostname>,<service_name>,<port>]

W i :

[ox

BH

¢ <enable>:
- 1: JFj5 mDNS Ujfg, G458 FREHEE
- 0: XM mDNS Yjfg, G4 FIEE
« <hostname>: mDNS L4 Fi
+ <service_name>: mDNS fiR444F5
e <port>: mDNS i []

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+MDNS=1, "espressif"," _iot", 8080
AT+MDNS=0

3.2.26 AT+CWJEAP: #ER; WPA2 il ki AP
Ao A

hig:
¥ if) ESP32-C3 station % A ALK AP [0 E1=5 5
A

AT+CWJEAP?

W

+CWJEAP:<ssid>, <method>, <identity>, <username>, <password>, <security>
OK
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B

&F

i
HERE R H ARV AP

O e
iy

AT+CWJEAP=<ssid>, <method>, <identity>, <username>, <password>, <security>[, <jeap_
—timeout>]

W

OK

a

+CWJEAP : Timeout
ERROR

ZH

o <ssid>: ViR AP [ SSID
— R SSID s R, o " N\ SRR AT, L
o <method>: WPA2 VA ik 5=
— 0: EAP-TLS
— 1: EAP-PEAP
— 2: EAP-TTLS
o <identity>: P 1 B8, FAFERIRGIN 1~ 32
* <username>: [fiEr 2 M 44, JEll: 1~32 5957, EAP-PEAP, EAP-TTLS WFpAUE T A FH R E
KZ4, EAP-TLS A LR EARSE
» <password>: VB 2 (%65, JuMl: 1~32 575, EAP-PEAP, EAP-TTLS WAL S AT E A
41, EAP-TLS A TLFH R EARSEL
e <security>:
— Bit0: & ik 4y
- Bitl: lRg#siE 15
o [<jeap_timeout>]: AT+CWJEAP fiyA-H SOHISTIRTE], BAf7: F0, BRIAfE: 15, JEH: [3.600]

il

// #HEZE EAP-TLS AEF AW ALK 2P, RE &K, RUERFEIEH, WHE P mIiEH
AT+CWJEAP="d1ink11111", 0, "example@espressif.com",,,3

// ¥F B E EAP-PEAP JAIE 7 2 M 4 b B
AP, WEHMH. AP 4. &, THIERSBIEFH, T HRE TP

AT+CWJEAP="d1link11111",1, "example@espressif.com", "espressif", "testl1ll",0

HRACHS:
WPA2 Vi 4E =S DA ERR CODE : 0x<$08x> #%zUF] i :
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_GET_NVS_CONFIG_FAILED 0x8002
AT_EAP_CONN_FAILED 0x8003
AT EAP_SET_ WIFI_CONFIG_FAILED 0x8004
AT_EAP_SET_IDENTITY_FAILED 0x8005
AT EAP_SET _USERNAME_FAILED 0x8006
Tide:
Espressif Systems 65 Release v2.3.0.0-esp32¢3-791-gbe3325688a

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 3. AT Ay d4E

R1-ZIW
AT_EAP_MALLOC_FAILED 0x8001
AT_EAP_SET_PASSWORD_FAILED 0x8007
AT_EAP_GET_CA_LEN_FAILED 0x8008
AT_EAP_READ_CA_FAILED 0x8009
AT_EAP_SET_CA_FAILED 0x800A
AT_EAP_GET_CERT_LEN_FAILED 0x800B
AT_EAP_READ_CERT_FAILED 0x800C
AT_EAP_GET_KEY_LEN_FAILED 0x800D
AT_EAP_READ_KEY_FAILED 0x800E
AT_EAP_SET_CERT_KEY_FAILED 0x800F
AT_EAP_ENABLE_FAILED 0x8010
AT_EAP_ALREADY_CONNECTED 0x8011
AT_EAP_GET_SSID_FAILED 0x8012
AT_EAP_SSID_NULL 0x8013
AT_EAP_SSID_LEN_ERROR 0x8014
AT_EAP_GET_METHOD_FAILED 0x8015
AT_EAP_CONN_TIMEOUT 0x8016
AT_EAP_GET_IDENTITY_FAILED 0x8017
AT_EAP_IDENTITY_LEN_ERROR 0x8018
AT_EAP_GET_USERNAME_FAILED 0x8019
AT_EAP_USERNAME_LEN_ERROR 0x801A
AT_EAP_GET_PASSWORD_FAILED 0x801B
AT_EAP_PASSWORD_LEN_ERROR 0x801C
AT_EAP_GET_SECURITY_FAILED 0x801D
AT_EAP_SECURITY_ERROR 0x801E
AT_EAP_METHOD_SECURITY_UNMATCHED 0x801F
AT_EAP_PARAMETER_COUNTS_ERROR 0x8020
AT_EAP_GET_WIFI_MODE_ERROR 0x8021
AT_EAP_WIFI_MODE_NOT_STA 0x8022
AT_EAP_SET_CONFIG_FAILED 0x8023
AT_EAP_METHOD_ERROR 0x8024

B

* HAT+SYSSTORE=1, WCEHHCRRTFE] NVS 73X
o A& IT /A Station F5X
o fiH) TLS AUET5 A (EAER itk 13

3.2.27 AT+CWHOSTNAME: #ify)/i ¥i ESP32-C3 Station ) 1: L4k
Ay

Tytig:
#rif] ESP32-C3 Station ) #1144 FR

AT+CWHOSTNAME?

W ) :

+CWHOSTNAME : <hostname>

OK
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EmA

&F

Uik
% B BESP32-C3 Station 1) ENLLA R

Py -
iy

’AT+CWHOSTNAME:<hoStname> ‘

W

[ox |

AT Station B3, IR 1] -

[skron |

BH

» <hostname>: ESP32-C3 Station { EMLFR, I RKE: 32 FFy
]
o Pl SO R A7) flash

il

AT+CWMODE=3
AT+CWHOSTNAME="my_test"

3.2.28 AT+CWCOUNTRY: #Fify/¥t® Wi-Fi [H5 1010
RIS

Iriig:
A Wi-Fi [ 54T

D e
"ﬂé?‘

AT+CWCOUNTRY?

W .

+CWCOUNTRY : <country_policy>, <country_code>, <start_channel>, <total_channel_count>

ik
'8 Wi-Fi BRI

e
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’ AT+CWCOUNTRY=<country_policy>, <country_code>, <start_channel>, <total_channel_count> ‘

¢ <country_policy>:
- 0: K EZ AR ECH ESP32-C3 45 AR AP 1 EZ A
— L AR EZAR, GAORRA i I E A
* <country_code>: [EZMM, HRKE: 3 NFAF, KEEZRNALESS I1SO 3166-1 alpha-2 FrifE.
» <start_channel>: EIR{E53E, JUHE: [1,14]
o <total_channel_count>: {Z38 N4

A
o VEBERNTE S % Wi-Fi [BJZ /MK AR,
o BLEH SO RAFE] flash

il

AT+CWMODE=3
AT+CWCOUNTRY=1, "CN", 1,13

3.3 TCP/P AT &%

°« N2

o AT+CIPV6: = /25 IPV6 2% (IPV6)

o AT+CIPSTATE: #%ifj TCP/UDP/SSL i#4{= &,

o AT+CIPSTATUS (4 ): #tif] TCP/UDP/SSL & B2 SF11E B,

o AT+CIPDOMAIN : 184 f#iHT

o AT+CIPSTART: %2~/ TCP i##:. UDP {£#yal SSL %4

o AT+CIPSTARTEX : 7~7 H 34 HC ID ) TCP i%4: . UDP {&#ak SSL 42
o [M3E A AAEAR K] +++: B BB

o AT+SAVETRANSLINK : ¥ Wi-Fi Flif X 55
AT+CIPSEND: TE-&id@fEin 42 X, o Wi-Fi i X T A EH0E
AT+CIPSENDL: Ap-&:@ 5342 X, FHAT Kk K5
AT+CIPSENDLCFG: % AT+CIPSENDL 4 ) J@ vk
AT+CIPSENDEX : {8 A2 X, FOR AP A 2 &6 5
AT+CIPCLOSE: -4 TCP/UDP/SSL

AT+CIFSR: ZLifjZ<#h, 1P Huhk- Al MAC Hihik

AT+CIPMUX = J5 /25 ) £ 43,

AT+CIPSERVER: 737/ 4] TCP By, SSL IR %5-#
AT+CIPSERVERMAXCONN : 2531 /1% B IR 55 % FeVF B 1) B K IE IR
o AT+CIPMODE: #if/i% B HBR:

* AT+CIPSTO: #xif)/i% &A1 TCP ARk 55 25 i i i) [a]

o AT+CIPSNTPCFG: Zif]/38 8 i X1 SNTP JIlR 55 5%

o AT+CIPSNTPTIME: #%if] SNTP i}

o AT+CIPSNTPINTV : #5if)/15 5 SNTP b {a] [5) 45 1) 6] b

* AT+CIPFWVER: #ifiiR55# A1) AT &4 A
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3.3.1

AT+CIUPDATE: @it Wi-Fi 72 [&14:

AT+CIPDINFO: %% +1PD i 1%

AT+CIPSSLCCONF : #5i0)/i% & SSL % F i it &

AT+CIPSSLCCN : 2]/ & SSL % i i /A Jil 44 (common name)
AT+CIPSSLCSNI: Z5/3% 8 SSL % P13t SNI

AT+CIPSSLCALPN : %53/ SSL % it ALPN
AT+CIPSSLCPSK : #Fifi)/ 155 SSL % itk i) PSK (SF45H A% =)
AT+CIPSSLCPSKHEX : #xif]/i#5% B SSL % F i) PSK (75345 =)
AT+CIPRECONNINTV : Z51/5% & Wi-Fi i% #£ 42 X, F iy TCP/UDP/SSL % 5] &
AT+CIPRECVTYPE: #i)/i% BT RO
AT+CIPRECVDATA : RIS E X i B w4
AT+CIPRECVLEN : il sl N B i i K
AT+PING: ping o i SEAIL

AT+CIPDNS: #510)/i% & DNS k%2528

AT+CIPTCPOPT : £ 10X B BB 5500

T4

%

O AT B SCRFICOUR FRPTA AT i WRETHRZAEE BSP32-C3 BUA LR ar <, 1 H

174w ESP-AT 142, {E A0S TR EER (FIaTEmmrn, WP es 2ks)

%] OTA i 2 (AT+CIUPDATE , AT+CIPFWVER): Component config->AT->AT OTA command
support

# M PING 1% (AT+PING): Component config->AT->AT ping command support
S5 TCPIP fip % (AHERE. — B, Frfy TCPAIP MIRERFICIEME A, FR2 A5 X 28 AT Ay
4-): Component config->AT->AT net command support

3.3.2

AT+CIPV6: 3H/EEH 1Pv6 M4k (IPv6)

iy

i

i) IPV6 [ 2% 2 15 (i it

s

AT+CIPV6?

W

+CIPV6:<enable>

OK

BeE WA

i

zs

JE/EE T IPV6 [ 2%

AT+CIPV6=<enable>

W i :
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OK

o <enable>: IPv6 & (HHEAR . BRIME: O

— 0: 28] IPv6 %%
- 1: 2 IPv6 2%

Bl
o fEfE M E T OIPve M Z5 Ry B2 MM AT, W 5B B IPve M 2K (B fm:

Zas B3
F IPv6 W %% fif i TCP/UDP/SSL/PING/DNS, 1 f% 25 TCP6/UDP6/SSL6/PING6/DNS6
TCPv6/UDPV6/SSLv6/PINGv6/DNSV6 )

3.3.3 AT+CIPSTATE: iy TCP/UDP/SSL ZER:A5 5
A%

AT+CIPSTATE?

W 7
AT, AT R[]

+CIPSTATE:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>

OK

WA AR, AT &[0

OK

¢ <link ID>: MZ51%4: ID (0~ 4), T2 EENFN
o < type” > FIFER SR, TR EHZEA” TCP”.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: TSR, Fonutng IPv4 Hihikak IPve Hihl
« <remote port>: Tl I {E
* <local port>: ESP32-C3 A< Hhit M
* <tetype>:
— 0: ESP32-C3 &% & VENK P
— 1: ESP32-C3 & & E MRS 28

3.3.4 AT+CIPSTATUS (FiJH): #¥ify TCP/UDP/SSL ¥Ef2IR B H1S 5L

PATr %

=

A

AT+CIPSTATUS

] oz <
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STATUS:<stat>
+CIPSTATUS:<link ID>,<"type">,<"remote IP">,<remote port>,<local port>,<tetype>
OK

o <stat>: ESP32-C3 station 2 0 RS
— 0: ESP32-C3 station "N AW IEIRTS
— 1: ESP32-C3 station H ¥R, (BRI i5 Wi-Fi 154
: ESP32-C3 station £\ AP, x5 IP #bhil
: ESP32-C3 station £ ##37. TCP. UDP &Y SSL %%
: BSP32-C3 %4 fir& 1) TCP., UDP F1 SSL ¥ Wi FF
— 5: ESP32-C3 station 4G Wi-Fi #E8:, (Hifi ARi%ER:_E AP 5{M AP WiFF
* <link ID>: MZE%EH ID (0~4), HTZHEEMWIFN
o < type? >: FEFH SR, FEREHZA TCP?.” UDP”.” SSL”.” TCPv6”.” UDPv6” & “SSLv6”
o <” remote IP” >: FEESEL, Fnutng IPv4 Hihikak IPve #ihl
« <remote port>: L 1{H
+ <local port>: ESP32-C3 7l [1{E
e <tetype>:
— 0: ESP32-C3 45N & i
— 1: ESP32-C3 #4511 M IR 5544

|
S LN

Bl

o TR F AT+ CWSTATE 6y A48 Wi-Fi 7S, i {HAT+CIPSTATE 74251 TCP/UDP/SSL k%% .

3.3.5 AT+CIPDOMAIN: I #%/@bi

- .
BeEmA
Wi

AT+CIPDOMAIN=<"domain name">[,<ip network>]

W

+CIPDOMAIN:<"IP address">

OK

S

e <” domain name” >: NI

o <ip network>: ik IP %%, BRAE: 1
- 1t RN N IPv4 Hihik
- 2: Hf#A A 1Pv4 Hithl:
- 3: Hf@gtrh 1Pve Mk

o <” IP address” >: fEATHIY IP Huhik

il
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AT+CWMODE=1 // % E station # R
AT+CWJAP="SSID", "password" /) EENE
AT+CIPDOMAIN="iot.espressif.cn" VVAE-2 %

/1 B AT, RN A IPv4 M

AT+CIPDOMAIN="iot.espressif.cn", 2

/1 B AT, R A IPve M

AT+CIPDOMAIN="ipvé6.test—-ipvé6.com", 3

/1 BB, BEBATH IPvAe At

AT+CIPDOMAIN="ds.test-ipv6.com", 1

3.3.6 AT+CIPSTART: 4ty TCP ¥if:. UDP fE4sk SSL ¥E$;

o 35 TCPi%3:
o 3% UDP f:#
o 325 SSLi%EiE

oy TCP 4%

v

7

N

Has @4

¥

// % (AT+CIPMUX=0) :
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>][,<"local IP">]

// % ¥# ¥ (AT+CIPMUX=1) :
AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[, <keep_alive>][,<
—"local IP">]

Wi i ¢
FRPERRTN, Gk

CONNECT

OK

ZHERRT, R

<link ID>,CONNECT

OK

BH

* <link ID>: 25742 ID (0~ 4), HTZEERMER. ZSE0EE YL T nenuconfig PRTHA
BRI, — A2 AT PR E IR AT_SOCKET_MAX_CONN_NUM , BRMEHN 5. H—A4~2 LWIP
ALF I B LWIP_MAX_SOCKETS , BRINE N 10. ZEUZSENITERE, AFREE v &
AT_SOCKET_MAX_CONN_NUM H{E I B R IZ(EA KT LWIP_MAX_SOCKETS ffH. (S %% iF
ESP-AT T#2 JREUE L5 H.)

o < type” >: PSR, FIRMLEIEREM,” TCP” 5 “TCPv6”., ERIAME:” TCP”

* <” remote host” >: FLFRBYL, FRitih [Pv4 Hidik. [Pv6 Hbhlk, silfi4%. Kl 64 F45.
SRR B A2 B4 KB 64 <277, 15 AT+CIPDOMAIN iy 43R B 4 % B ) TP ik
SRIGHE R TP bt T 4% .

« <remote port>: T 1{H

o <keep_alive>: [il BFER:FM SO_KEEPALIVE %I (&% : SO_KEEPALIVE /+44), Hfi: .
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JLHE : [0,7200],

— 0: %% keep-alive HJfE; (BRIA)
— 1~7200: F& keep-alive ZJfiE. TCP_KEEPIDLE {§ % <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {4 3.
o KA <keep_alive> BE(SAT+CIPTCPOPT iAW1l <keep_alive> MR, HEAHE

HUG BB Qg . IR

AT A S AR E <keep_alive> B4, NIBGAFEH EUHECEINI(E.

o <” local IP” >: JERYLEKAN] IPv4 Huhik o IPv6 Mtk , %S Hfe A £ N 4543 LIS R4S b 22 1P
Mk ARE A . BOAWEEN, ARG, FFAfTIRE, AN RUE

B

o QAR GEALELT IPVO ML, — > TCP j84%, T PAT AT #4F:

— T4 AP X3 IPv6
- B EAT+CIPV6=1

— WITAT+CWIAP 655 $ELE]—A IPv6 itk
— (A[3k) @ AT+CIPSTA? 542 ESP32-C3 275 3k HZ] IPv6 Hitilk

il

AT+CIPSTART="TCP","iot.espressif.cn",8000
AT+CIPSTART="TCP","192.168.101.110",1000
AT+CIPSTART="TCP","192.168.101.110",2500, 60
AT+CIPSTART="TCP","192.168.101.110",1000,,"192.168.101.100"

AT+CIPSTART="TCPv6", "test—-ipv6.com", 80
AT+CIPSTART="TCPv6","feB80::860d:8eff:fe9d:cd90",1000,,"fe80::411c:1fdb:22a6:4d24"

// esp-at E. i@ AT+CWJIAP 3 EL 3| IPv6e £ & # b
AT+CIPSTART="TCPv6","2404:6800:4005:80b::2004",80,,
—"240e:3a1:2070:11c0:32ae:a4ff:fe80:65ac"

37 UDP {44

BEGL @

// B ¥ (AT+CIPMUX=0)

AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<local port>,<mode>,<"local IP

(_>||>]

// % # ¥ (AT+CIPMUX=1)

AT+CIPSTART=<link ID>,<"type">,<"remote host">,<remote port>[,<local port>, <mode>, <

—"local IP">]

Wi i ¢

FRPERARTN, k)
CONNECT

OK

SRR, SRl

<link ID>,CONNECT

OK
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o <link ID>: WZEH ID (0~4), HATZEEZMEL

o <V type” >: FRFRSE, RIRMGIERSAL,” UDP” B “UDPv6”., ERIA{H:” TCP”

e <” remote host” >: FFESE, Fosumhg IPv4 Hihlk, IPve #bhb, B4 . HIKN 64 F35. 1N
ST Bl % H % K R 64 27T, 15 i AT+ CIPDOMAIN iy 4 3R BUsk 44 % B 1) TP Hidik,
SRIGHE R TP bt T % .

e <remote port>: Tifii [ {E

* <local port>: ESP32-C3 iX 451 UDP i {H

e <mode>: fF UDP Wi-Fi i, ASEELIE R 0

- 0: %0k E| UDP #idli ), AeZs 4t UDP HuhkfE B (ERIA)

— 1 AR — AU B 5T IG BB A (R i s UDP g iy, U2 %y UDP Hbdik {5 58 AR 4t
W1 TP Mokt Fs 11

— 2: R F] UDP $8mE, Hokas %t UDP kb5 5k & R 5 it 15 £ 1 TP ik Fis 01

o <” local IP” >: BB E AN IPv4 Hihk B8 IPv6 Hidil, %S5 A Hh 22 W 2843 L1 IH R A Hb %2 TP
HinkbAEEA R . SIS, ARG, FEfrE, SEWAEE

]

o G5 UDP 45 i3k IP Hidik 2 IPv4 ZH 3% itk (224.0.0.0 ~ 239.255.255.255), ESP32-C3 #5456 &
L UDPv4 ZH4%

o YN UDP &Y miy [P kb2 1Pv4 4% bk (255.255.255.255), ESP32-C3 546 & ik A2
UDPv4 | #%&

e i R UDP % ¥ by ik oug IP ML Wk 2 IPve 4H # M kb (FF00:0:0:0:0:0:0:0 ~
FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF), ESP32-C3 % 4% ¥ & T IPv6 W 2%, & 1% 1 3%
It UDP 414%

» A ZH <mode> Wi, FILEKESE <local port>

o QERGEAEET IPvo W25 37—~ UDP &4, 5 HATAT 84

— % AP 3§ IPv6

— WEAT+CIPV6=1

— W AT+CWIAP 1 23R —A TPv6 Hihk

— (W]3k) @iLAT+CIPSTA? iy 5K ESP32-C3 2753 3Kk EE| IPv6 Al

o WERARFLMCK R T 1460 #4511 UDP 41, i HA7% % ESP-AT T 42, e 1P E TR
PEF¢: Component config -> LWIP -> Enable reassembly incoming fragmented IP4
packets

il

// UDPv4 ¥ 3%
AT+CIPSTART="UDP","192.168.101.110",1000,1002,2
AT+CIPSTART="UDP","192.168.101.110",1000,,,"192.168.101.100"

// #F Ipve W % 4 upp H #
AT+CIPSTART="UDPv6", "fe80::32ae:a4ff:fe80:65ac",1000,,,"fe80::5512:£f37f:bb03:5d9%b"

// #F Ipve W% 4 upP % #
AT+CIPSTART="UDPvV6", "FFO2::FC",1000,1002,0

ity SSL ¥E$%

pEmY mA

// B (AT+CIPMUX=0)
AT+CIPSTART=<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local IP">]

// % H ¥ (AT+CIPMUX=1)
AT+CIPSTART=<link ID>,<"type">,<"remote host">, <remote port>[,<keep_alive>,<"local.
S IP">]

W i ©
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HERRGUT, aR[6:

CONNECT

OK

ZHERGEUT, R

<link ID>,CONNECT

OK

* <link ID>: MZ1EH ID (0~ 4), HT 28N

o <7 type” >: FLFHRSH, FoRMGEERELA,” SSL” B “SSLve”, BRA{H:” TCP”

e <” remote host” >: FLFERESE, Foaumhg IPva #ihk, IPve #bhb, B4 . &N 64 F35. N
ST B % HAs A K R 64 27T, 1 i FJ AT+ CIPDOMAIN iy 4 3R B0k 44 % B 1) TP Mk,
SR G TP kb T i

e <remote port>: Tifi [ {E

o <keep_alive>: [il BHE#:FM) SO_KEEPALIVE &I (2% : SO_KEEPALIVE ©44), #fi: .

« JuHE: [0,7200].,
— 0: Z%Jf] keep-alive ZHEE; (BRIA)
- 1~7200: JFJ3 keep-alive Ifj§E, TCP_KEEPIDLE {fi-} <keep_alive>, TCP_KEEPINTVL {4
1, TCP_KEEPCNT {#} 3.
o KA <keep_alive> B 5AT+CIPTCPOPT A1) <keep_alive> ZHMHF, HAH
H G E R A UE . WERIBITA M LI AN E <keep_alive> 2%k, MBHAMLEH FIRHECERIME.

o <” local IP” >: JERHLEKAH] IPv4 Hutik o IPve Mtk , %S H0fe A i 2 N 45432 L1 R AR b 22 TP
HuhEREEEA T . BOCHESN, AREAEMN, fFAfTRE, SHEEChARUE

el
o SSL MR BT W] WAF A KRR
o SSL TR HEHRENT, WEAEXSFERSES
o UNH AT+CIPSTART fipd &k T SSL iEHz, HAFMEIR LS IHE A 10 #2, D] G R i s ] 25 A%
BEK, BT R F RN
o WIRBHEELT IPv6 W45 7T —A SSL 4%, W PATLA R #AE:
— Wil AP % § IPve
— & EAT+CIPV6=1
— JEILAT+CWIAP 6543 BUF]—A~ TPv6 Hihl
— (A[3k) i@ITAT+CIPSTA? 5452 ESP32-C3 275 5 HZ| IPv6 Hiilk

il

AT+CIPSTART="SSL","iot.espressif.cn", 8443
AT+CIPSTART="SSL","192.168.101.110",1000,,"192.168.101.100"

// esp-at O i it AT+CWJAP # B Z| IPve 4 & Hh i
AT+CIPSTART="SSLv6","240e:3a1:2070:11c0:6972:6f96:9147:d66d",1000,,
—"240e:3a1:2070:11c0:55ce:4e19:9649:b75"

3.3.7 AT+CIPSTARTEX: &t 1840 d ID iy TCP #:3;. UDP {4k SSL ¥4

A4 HAT+CIPSTART AL, AFGAET: FEZERINOLT (AT+CIPMUX=1) L FEh 2 ID, R4
= BB 4 1D,
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3.3.8 [DGEMBAREA] +++: BIEDEX

FRER AT A
Dyie:
IRHAEAR X, ALK
Command:
/) ACE R AR R
+++
vl
o HRRIR A /BA@QHZ/%HI_JE’J + F4F (RN ASCII 74 : 0x2b) HHT 245 %A CR-LF £4F
o RS —A + FAFED i&ﬁ 20 ms i [i) [a] i P A oA A FREZRVH 20 ms Fi[a] ]
e P A At A T2 2 ZH 20 ms HTI@IE‘IJFW&%EZ%%J/\ B, + FRFeY

(e ﬁé@lﬁi@itﬂ%
o REFFIRPIAT O WA 4]
o WEE/ERE I BEE T & A u‘
3.3.9 AT+CIPSEND: 1% ul{h ki ek Wi-Fi B ke

e

)‘3:

ng

- =

fe:
PR R, O KRR, IR E KRB K KT 8192 5595, AT+ CIPSENDL
LRy S5

.
"Il/?\‘

gt

// B ¥ (AT+CIPMUX=0)
AT+CIPSEND=<length>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSEND=<1link ID>,<length>

// UDP fk i [ 45 & X 3 £ AL Ao B

AT+CIPSEND=[<1link ID>, ]<length>[,<"remote host">,<remote port>]

W i :

OK

>

R FR AT EHE R R TR, BUR AT DA AR, 24 AT Sl 8 i KA F] <length>
Ja, BEte T

QR 7 T R £ i P T T T

’ERROR

TR A BRI A CRRERC & Ak B % i), & W]

’SEND OK
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WA %

Ly :
HEA Wi-Fi & 42X

Py -
iy

AT+CIPSEND

W

&

ERROR

PEA Wi-Fi i£ 1542 X, BSP32-C3 BB AIRIL 8192 747, Rk 2920 747, QIARACE iR <
JERT45T 2920 745, Bn oL IR A4 2920 Yy — AU BRIE T 20k, 5 W 451 20 ZAR0 o SE il
BB T2ET 2920 Ty PR AR B (FAT DA I AT+ TRANSINT VL iy BCEL IR B ) o 224 % A Bl —
ft++ 1, ABHEEARX T ROBHR ARG, R AR 1R % AT

A fy U AEFF Sk 42 X A SR T . #54 Wi-Fi UDP %1%, AT+CIPSTART 14112 5
<mode> WK E N 0.

S

» <link ID>: [@Z D (0~ 4), FITEHebah b

o <length>: HHiK A, FARMH: 8192 FA7

* <” remote host” >: UDP L] DAFEER b 4L TPv4 Hidik. TPv6 Mk, silEi4
+ <remote port>: UDP £ %] PATS & Xt i i 11

L]
o &R DA FH AT+CIPTCPOPT 143k W44~ TCP L B AR T Re . Flin: BEE <so_sndtimeo> Ay
5000, W TCP A ikEAESAE 5 FPNIR LSRR, LI MENIR 2R . X A4 MCU 4545 AT 4
[1] 5 R ERF []

3.3.10 AT+CIPSENDL: fE# il HieX FIrirks KEd:

&E
i
=N
7

&
=>
[$y

e

R g
@ EdE

B AEXR, IRERE, W RBEEE (AT 4 DO AT A5 i & 22 5E 2 A TH) -
DA F AT+ CIPSENDLCFG iy A it BAN S i 4o TR GR35 P B0 1 B /N T 8192 T, At ml A
AT+CIPSEND 1% k3%,

Do

7R
pIony

G

// B (AT+CIPMUX=0)
AT+CIPSENDL=<length>

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSENDL=<1link ID>,<length>

// UDP f% #r ® 48 & *t 3 £ ML v 3w ©
AT+CIPSENDL=[<1link ID>,]<length>[,<"remote host">,<remote port>]
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Wi 3% ¢

OK

>

AR IR AT 9E 2B AR X H HEMES U HI AT a0 8s , OHEST AR AR, —H AT
it IR, B 2 AR, B mIT .

IR ETTIR . RESMIRAT+CIPSENDLCFG FLE EAE S -

’+CIPSENDL:<had sent len>,<port recv len>

IR+ ++ A BUE, RGN :

’SEND CANCELLED

IR EIR A PEE RN L, RERARN:

’SEND FAIL

R BT B s A AR CR AR C 240X BX 0w ) , RGTHRA RN :

’SEND OK

MERWOTH, G AR IR+ ++ S BUH R, RN ESP32-C3 s WA 12 X B . {0, AT f
L H S EECEE, BRERER <length> KEHHRS, 4 SBHAIERX.

o <link ID>: MZ%EH ID (0~4), HTZHEEWTE

o <length>: Blli K, o Aff: 23 -1 54

e <” remote host” >: UDP £ n] DAJS &N EHL: 1Pv4 Hubik, IPv6 #huhk, B4
» <remote port>: UDP (&% 7] PATE & Xt i i 11

* <had sent len>: {3 & 2| JI5 2 MU O B

* <port recv len>: AT fiy%-sify U B EIcHE B K E

o AWM UART Jifs. A0, 402R UART Sca R T 4% bl I, R 8ol 2k

o BRI LAMEJAT+CIPTCPOPT fiy 4 ydEA> TCP ML B A 6. filN: . <so_sndtimeo>
5000, M TCP Ak #pfEAE S FPNIR ISR, ToiR b @R . XA MCU 2fF AT fir4
[ 52 8T P 1] o

3.3.11 AT+CIPSENDLCFG: %% AT+CIPSENDL 4 1) JE Pk
ity s

Dytig:
i AT+CIPSENDL i 4 (it B

[

AT+CIPSENDLCEG?

Wi i ¢
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+CIPSENDLCFG:<report size>,<transmit size>

Dyie:
% B AT+CIPSENDL A i B
s

’AT+CIPSENDLCFG=<report size>[,<transmit size>]

L)V

’OK

o <report size>: AT+CIPSENDL 14y EARE /N, BRAE: 1024, JEE: [100,2 201, fidn: i&E
<report size>{H>4 100, WJAT+CIPSENDL 1545 ) <had sent len> EIRF4N (100,
200, 300, 400, ---- ). #JFHY <had sent len> L?Eﬁﬁlﬁ'\%%?i%%iﬁﬂﬁﬁﬁﬁﬁo

* <transmit size>: AT+CIPSENDL iy % LRI/, BHeE T HdE KA IR B o . B
INME: 2920, JEFE: [100,2920], ﬁu;ﬁq&@]ﬂﬁﬁ@ﬁ{:fﬁ%%? <transmit size>, el
i KA <transmit size> FAT 4R HIE Vini N 25515 20 Z R e R LlﬁI?'JEI’J%ﬁEjE?
ST <transmit size> FATFEEEWE (R DAHETAT+TRANSINTVL Gy 4Bl B I F ) o

B
o XTIk R /IMEXT SRR R R m I A, RSB ER /MY <transmit size>, WIEFEHE
1t AT+CIPTCPOPT fiy %1 & TCP_NODELAY JE .
o XFHEMERARE, HEREER KW <transmit size>, WIEFEEFEATIZ 3 ESP-AT 5
vk M4 AE

3.3.12 AT+CIPSENDEX: A% ittt bR 9™ ety i X% 6 et

TR AR AN, KRR, SCE AR \0 (0x5c, 0x30 ASCII) fiilt % it & i%
IS

// B (AT+CIPMUX=0)
AT+CIPSENDEX=<length>

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSENDEX=<1link ID>,<length>

// UDP f& %y 7] 45 % X 3% IP M i fosg o

AT+CIPSENDEX=[<1link ID>, ]<length>[,<"remote host">, <remote port>]

Wi i ¢
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OK

>

ERmE R FIR AT CHER B ATROE , BT DA AR E RS, 24 AT Bl s B Kk
B <length> JFudus b B \ O T4, BT ia.

USRS MR O AL i BB, aR (] -

’ERROR

R BT B S AR CR AR E 240X B ) , &[]

’SEND OK

S

<link ID>: [M25%4; ID (0~ 4), HTZHEREWIEN

<length>: HHEKJE, FRME: 8192 F4F

<” remote host” >: UDP {&£#yu] DAFEEXT i 4L : IPv4 Hitht. IPve Hihlb, BilEi4
<remote port>: UDP &4y n] DA & Xt ik ik 11

B

o UK L BRI, s8R B\ O FATFIS (0xSc, 0x30 ASCID), #dfafetirin, R4tk
Tl ar R, A& AT i

o AREUETEE \<any>, WEERBERFHL, A <any> 75

o QRFTFELIENO, LN \\O

o BRI LAEJAT+CIPTCPOPT fiy 4 yEEA> TCP ML B A 6. filN: BE. <so_sndtimeo> g
5000, W TCP Aik#RfEAE S BNIRIMIEER, T a2 kM. XA AT MCU 451 AT fir %
(] 52 PR IS o

33.13 AT+CIPCLOSE: 3:[i] TCP/UDP/SSL i3
BeEmA

Ly :
KM Z AN ) TCP/UDP/SSL 4%

ke

AT+CIPCLOSE=<1link ID>

Mjn] oz <

<link ID>,CLOSED

OK

Wiidn s

i
KM FRIE RS N ) TCP/UDP/SSL 34 4%

Espressif Systems 80 Release v2.3.0.0-esp32¢3-791-gbe3325688a
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 3. AT Ay d4E

AT+CIPCLOSE

Wi % ¢

CLOSED

OK

o <link ID>: F5RMIIMLEES ID, WRBN S, WIFR KM Prf %

3.3.14 AT+CIFSR: #ifyAcHy IP Bkl 1 MAC Hahl:

WA %

=

AT+CIFSR

Wi i ¢

+CIFSR:APIP, <"APIP">
+CIFSR:APIP6LL, <"APIPO6LL">
+CIFSR:APIP6GL, <"APIP6GL">
+CIFSR:APMAC, <"APMAC">
+CIFSR:STAIP, <"STAIP">
+CIFSR:STAIP6LL, <"STAIP6LL">
+CIFSR:STAIP6GL, <"STAIP6GL">
+CIFSR:STAMAC, <"STAMAC">
+CIFSR:ETHIP, <"ETHIP">
+CIFSR:ETHIP6LL, <"ETHIPOLL">
+CIFSR:ETHIP6GL, <"ETHIPO6GL">
+CIFSR:ETHMAC, <"ETHMAC">

OK

e <” APIP” >: ESP32-C3 SoftAP [ IPv4 Hidil:

o <” APIPG6LL” >: ESP32-C3 SoftAP ] IPv6 <Ak & Huht
e <” APIP6GL” >: ESP32-C3 SoftAP f{ij IPv6 4> Jo bl

e <” APMAC” >: ESP32-C3 SoftAP ) MAC Hiht

e <” STAIP” >: ESP32-C3 station 1] IPv4 il

e <” STAIP6LL” >: ESP32-C3 station [{) IPv6 2<% i Hb il
e <” STAIP6GL” >: ESP32-C3 station 1] IPv6 4= J5yithk

* <” STAMAC” >: ESP32-C3 station ) MAC Hiiil

e <” ETHIP” >: ESP32-C3 ethernet 1] IPv4 il

e <” ETHIP6LL” >: ESP32-C3 ethernet [/ IPv6 A Kbk i Hihl:
« <” ETHIP6GL” >: ESP32-C3 ethernet [{] IPv6 4= J5yHbi

e <” ETHMAC” >: ESP32-C3 ethernet (1) MAC H#izhit

« HUA 24 ESP32-C3 I AR GBI A A% HE RS, A BEANEIE R IP HuhtAl MAC it
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3.3.15 AT+CIPMUX: IH/ESH 2 88
iy

i
A IEER

s

AT+CIPMUX?

W

+CIPMUX: <mode>

i i
[ox |
BH
o <mode>: FERARI, BHAME: O
- 0: FER:
- 1 25
el

o JUR ST EE BRI IR A" R] S A
o DA E 1 X (AT+CIPMODE=0), A REBE NZ HEH
o QRAESL T TCP/SSL e d5 i, ARUIN BAEERE , WA IR S5 4 (AT+CIPSERVER=0)

il

AT+CIPMUX=1

3.3.16 AT+CIPSERVER: #tvr/352] TCP s SSL IR 5523
i

Dy
#if) TCP/SSL iR 55 A RS

A\ .
"Il/?\‘
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AT+CIPSERVER?

W

+CIPSERVER: <mode> [, <port>, <"type">] [, <CA enable>]

OK

v

7

=

EanA

¥

=

,/,?\:

’AT+CIPSERVER:<mode> [, <param2>][,<"type">][,<CA enable>]

LT)
[ox
ZH
e <mode>:
- 0: XMk 2R
- 1 RS A

* <param2>: Z%{ <mode> N[, MIKSHEE ORI :

o IR <mode> 2 1, <param2> f0FEigI15. BRiAME: 333
o QR <mode> & 0, <param2> fLEMRFSAEE XA E Fif. BRIAE: 0
- 0: XMk OR B A % P i 1%
— 12 RPANRSS A8 H KA f
. <” type? >: JR4IKM Y TCP”,” TCPv6”,” SSL”, B “SSLv6” . BRiAfii:” TCP”
¢ <CA enable>:
- 00 A CAAILE
- 1: ffif] CA AL

e

o ZIEENOLT (AT+CIPMUX=1), A BT EIRSS %%

« BIEARSS ARG HEhEHSSSR T, R R avrelg— A kasas.

s BHE RN, SHSNGE - EE D,

o QRGEAEET IPvo L5 —4> TCP/SSL JlR 554, i H JeEAT+CIPV6=1, FF3RH—> IPv6 b
k.

o KMIRSFARINSHL <"type"> I <CA enable> MMM

2N

// #EI TCP MR 4% B
AT+CIPMUX=1
AT+CIPSERVER=1, 80

// B sSL R& B
AT+CIPMUX=1
AT+CIPSERVER=1,443,"SSL", 1

// ET IPve W%, Al#E SsL K& #

Q)
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(£ L£50)

AT+CIPMUX=1
AT+CIPSERVER=1, 443, "SSLv6", 0

/1 kA MG BOFE ok A BT R # &

AT+CIPSERVER=0, 1

3.3.17 AT+CIPSERVERMAXCONN: #ify/i Bl 552y FLvrd vt in KER 5L

iy

Jyiig:

#2if) TCP 8¢ SSL fIR 55 i SLVF AL Y e KR AL
[

AT+CIPSERVERMAXCONN?

Wi 3% ¢

+CIPSERVERMAXCONN: <num>
OK

B

Yitig:
BEE TCP 5 SSL HR 55 7 S ifF 2 7 i de R4k

s

’AT+CIPSERVERMAXCONN:<num> ‘

W i <

Lox |

S

* <num>: TCP 5 SSL [ 45 #% A vF S I ORIEBERR, JuRH: [15]. WS EARIEMO% S 5o IR I
{l, 5 #AT+CIPSTART 411588 <1ink ID> [Hik.

Bl

o T BEE B RIEREL (AT+CIPSERVERMAXCONN=<num>), i {EQIHR S 282 Bl & .

il

AT+CIPMUX=1
AT+CIPSERVERMAXCONN=2
AT+CIPSERVER=1, 80
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3.3.18 AT+CIPMODE: 7%ify/¥ BiLiimik
A4

i
i e

s

AT+CIPMODE?

L)V

+CIPMODE : <mode>

’AT+CIPMODE:<mode> ‘

W i
|ox |
S
* <mode>:
— 0: Fdl AR X,
- 1 Wi-Fi i 30l X, (U0 TCP HiiEd: . UDP FE 5], SSL FIERAY L
BLW]

WL RAFE] fash.
» £ ESP32-C3 JEA WicFi if (5400 X 5, LTI A 20 A5 TET A

il

AT+CIPMODE=1

3.3.19 AT+CIPSTO: #vify/ix ¥ Al TCP/SSL JJit 55 23 df if i [ia]
ity &

yhig:
iy At TCP/SSL i 55 # i i ]

e
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AT+CIPSTO?

Wi % ¢

+CIPSTO:<time>
OK

B

&F

Yytie:
BB A TCP/SSL iR 45 2 it 8]

Py -
iy

’AT+CIPSTO:<time>

Wi ¥ *

[ox

S

o <time>: ZHb TCP/SSL R4 #SEmTHFa], BAfr: F, BUEMEE: [0,7200]

B

%4 TCP/SSL % Uik <t ime> IHIFPYoR A2 SCHRBIN , ESP32-C3 Meds 75 22T T ML B

¢ WRRESH <cine> 0, WHEBGER LRI, FANXFRE.

 AEBCEMIMIN, % P SO IR R (5 o 5 78 SO 5 P , I R T
V. I, % PR

il

AT+CIPMUX=1
AT+CIPSERVER=1,1001
AT+CIPSTO=10

3.3.20 AT+CIPSNTPCFG: #ify/it Bt X HI SNTP I} 5553

AT+CIPSNTPCEFG?

W i :

+CIPSNTPCFG:<enable>, <timezone>, <SNTP serverl>[, <SNTP server2>, <SNTP server3>]
OK
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=

=

A

’AT+CIPSNTPCFG:<enable>,<timezone>[,<SNTP serverl>, <SNTP server2>,<SNTP server3>]

e <enable>: % & SNTP IR %2s:
— 1: % SNTP flR%5 85
- 0: RNi&'E SNTP [R5 %% .
* <timezone>: SZHFDATPFAE:
- B R UTE R [-12,14], BERVNESR AL, @ SR AR (UTC) iR Kimic K2
B (UTC=12:00 % UTC+14:00) ;
- Mg uTC R E, UTC R ETEE TIRTFEINZ R E] UTC BHE A fefs 2] 4
HuHHA], A SR (+1 -1 [hhlmm. U054 XAEARYI T2 0APE, MR, WRAEAR
i, WIAIEEL. /N (hh) WAZ5FE -12 ) 14 Z (8], 438k (mm) 2007E 0 3] 59 Z | Hln, i
AR XU B G A IS A, B UTC+12:45, Wz <timezone> SR E N
1245, WZFRIESH UTC st .
o [<SNTP serverl>]: %—> SNTP R%#%.
o [<SNTP server2>]: % 4> SNTP R%#%.
o [<SNTP server3>]: % =~ SNTP k5.

Bl

o HEMAOERIEEG L E=" SNTP [R5%25Z=%0, WEAfEH “cn.ntp.org.cn” . ” ntp.sjtu.edu.cn”
“us.pool.ntp.org” H 2z —,

o XTEMMS, A <timezone> BEAIRES I E N <timezone> ZBHA—FE. HH
<timezone> ZE L FH —Fh UTC B EMKR, flin: &E AT+CIPSNTPCFG=1,015, A4
Frifjff, ESP-AT 2 ZBSHf X SE RIS 0, BIREME 15. NETH—FE, BroAfe s — M
UTC s A& N, /@ uTc+00: 15, WMEt@Aift ki 0 i IX.,

o BT SNTP 25T UDP WUk il SR IR [l 5, 24 0 26 Z AU, 2 530 ESP32-C3 (Y [A] Jo ik S i
m&. —H AT @4 L+ TIME_UPDATED , fRFEWTRIE [R5, M) DA A 2 AT+CIPSNTPTIME?
AT AT 24 HT B A

Bl

// & SNTP M4 %, REFEMK (UTC+08:00)
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"

=

AT+CIPSNTPCFG=1,800, "cn.ntp.org.cn", "ntp.sjtu.edu.cn"

// fE & SNTP R4 #, REXEA AWK (UTC-05:00)
AT+CIPSNTPCFG=1,-5,"0.pool.ntp.org", "time.google.com"
=

AT+CIPSNTPCFG=1,-500,"0.pool.ntp.org", "time.google.com"

/] 8 SNTP R4 %, BEFHL WX EEBAEG KX (Chatham Islands, UTC+12:45)
AT+CIPSNTPCFG=1,1245,"0.pool.ntp.org", "time.google.com"
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3.3.21 AT+CIPSNTPTIME: 4&ifj SNTP B [i]

AT+CIPSNTPTIME?

W i <

+CIPSNTPTIME:<asctime style time>
OK

|
* A 2% asctime IRf{a] ¥ 5E i UL asctime man page.

* 1F ESP32-C3 #f A Light-sleep B Deep-sleep J5 F-MellE, RGN gES AUE. BN EH L
IRAT+CIPSNTPCFG 1%, M NTP [ 55 254K BUHT i R A] .

* SNTP SRILE| A [E) -t (E RTC I, IERERS CERAR) 5, MRS EK,

il

AT+CWMODE=1

AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 17:47:56 2021

OK

=

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIPSNTPCFG=1, 530

AT+CIPSNTPTIME?

+CIPSNTPTIME:Tue Oct 19 15:17:56 2021
OK

3.3.22 AT+CIPSNTPINTV: #%if)/i%x ¥ SNTP B[] [s] 2517 W] R
A it 2

[

AT+CIPSNTPINTV?

Wi i ¢

+CIPSNTPINTV:<interval second>

OK
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=

=

A

’AT+CIPSNTPINTV:<interval second>

 <interval second>: SNTP Ff[a|[a]5 6] fF. BAN7: Fb. JEFE: [15,4294967].

|
o BCE TR, EWE ESP32-C3 Z Ak i) NTP k55 4 K U R I 1] o

il

AT+CIPSNTPCFG=1,8,"cn.ntp.org.cn", "ntp.sjtu.edu.cn"
OK

/) BNEEF — kR
AT+CIPSNTPINTV=3600

OK

3.3.23 AT+CIPFWVER: #ifjfliR55as A AT [SHERAS
A HRA

i
i 54 E AR ESP32-C3 AT [l {HjifA4

P
iy

AT+CIPFWVER?

W 3% <

+CIPFWVER:<"version">

OK

e <” version” >: ESP32-C3 AT [&/{4fixA4s

|

o TEREFRETIZ) OTA AT, 38 2SO R ARCAS [MRACAS T2
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3.3.24 AT+CIUPDATE: jixk Wi-Fi 718511

ESP-AT EizfTi}, il Wi-Fi Mg B SS 4 B R 308 [ 2 52800 X, NI T2 T 7

i A

i
#if) ESP32-C3 B THUIRAE

AN .
“Il/?\‘

AT+CIUPDATE?

Wi

+CIPUPDATE:<state>

OK

PaT 4

g
TEFZERAT @ OTA JH 3| TCP iR 55 #% B A Y [ F

A

AT+CIUPDATE

AT+CIUPDATE=<ota mode>[, <version>] [, <firmware name>] [, <nonblocking>]

M) i <
A OTA FEPH 2R LYy, 1Rl

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Bsw N e

OK

AR OTA FEAEFH BT iy, iR m]:

OK

+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:
+CIPUPDATE:

Bsw N -
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WAL IERITR OTA KN, & [n:

+CIPUPDATE:<state>

ERROR

WPRAEARPHZERGUT OTA KK, iR u]:

OK
+CIPUPDATE:<state>
+CIPUPDATE: -1

e <ota mode>:
— 0: i@ HTTP OTA;
— 1: 3@ HTTPS OTA, WS, i . /build.py menuconfig>Component config
>AT >OTA based upon ssl @#&fliEE, HEA5EIE W AN %F ESP-AT 142,
e <version>: AT R4, W v1.2.0.0, v1.1.3.08(v1.1.2.0,
o <firmware name>: J}Z¢ [ [E{f, 4l ota. mgtt_ca. client_ca 8{H'E at_customize.csv
HE E SR A X
¢ <nonblocking>:
- 0: PHZER OTA (MBGNT, H#| OTA FHSHI B R IME A FTAK % AT 4 ) ;
- 1 JEHZERE OTA (AR, AHSERUE (+CIPUPDATE:4) T3 EJH).
e <state>:
- 1 B 552%
2: TR RS
3: RIGTHRIA 5
4: ST
-1: JEPHZERLCT OTA RIK

|

o TP LT 2R DL

o UM RZMAETF BRI, AT K& [ ERROR, 45 RF— BRI L.

o UNARIRE T AR SRR AT BIN, Ay &M Espressif Cloud N#k AT [l F+4% .

o ISR 2 H AT SR AT BIN, 375 5 47523 AT+CIUPDATE FOTA Ify g8 3 (i F§ AT+ USEROTA
o # AT+ WEBSERVER £54>, T %% ESP-AT T A3 {tf7% 5 FOTA,

o FHWHY AT )5, WHAT+RESTORE WKW R

o OTA FERYFBIIE] N 3 %0

o AEPH ZERL I Y Y OK Fll +CIPUPDATE : <state> fEH H T b %A 4% 2 L e )5 0T«
OK H[HEAE +CIPUPDATE:<state> Z Hikil, WA W HEXE +CIPUPDATE:: <state> Z J5#itH .

o NEWARBHRA . BFEEIHRASAAE—EWARAEMNNE, E2T0FET, MR RRZEAHE
IERRAS, TR A 2= BT D g .

o B H 4T LI OTA #H28 FHUE % OTA s .

il

AT+CWMODE=1
AT+CWJAP="1234567890","1234567890"
AT+CIUPDATE

AT+CIUPDATE=1
AT+CIUPDATE=1,"v1.2.0.0"
AT+CIUPDATE=1,"v2.2.0.0", "mgtt_ca"
AT+CIUPDATE=1,"v2.2.0.0","ota", 1
AT+CIUPDATE=1,,,1

Q)
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(£ L£50)

AT+CIUPDATE=1,,"ota", 1
AT+CIUPDATE=1,"v2.2.0.0",,1

3.3.25 AT+CIPDINFO: 8 +IPD #55iETS

AT+CIPDINFO?

Wi

+CIPDINFO:true
OK

&

+CIPDINFO: false
OK

v

7

X7

W
4

=l

’AT+CIPDINFO:<mOde>

Wi i ¢
’w
S5
¢ <mode>:
- 0: ¥ “+IPD” Fl “+CIPRECVDATA” B, NEERXT i IP bk Al 145 B
- 1: £ “4IPD” A1 “+CIPRECVDATA” ji§E 1, $EXTum IP Huhk Al 0145 5
il

AT+CIPDINFO=1

3.3.26 AT+CIPSSLCCONF: #rify/ix ¥ SSL % f 1 fic &

i

St
i ESP32-C3 {23y SSL % P B4 M 0L £

Py
A

AT+CIPSSLCCONEFE?
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Wi 3% ¢

+CIPSSLCCONF:<link ID>, <auth_mode>, <pki_number>, <ca_number>

OK

i

=

[y

E:
4

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCONF=<auth_mode> [, <pki_number>] [, <ca_number>]

// % ¥% ¥ (AT+CIPMUX=1)
AT+CIPSSLCCONF=<link ID>,<auth_mode>[, <pki_number>] [, <ca_number>]

Wi % ¢

OK

<link ID>: 451542 ID (0 ~ max), FEZHERNHOLT, HSEERN max, WFRRITHERE, &
SRERINE R 5,
<auth_mode>:
— 0: NAIE, R TEEIETE <pki_number> fll <ca_number> Z4{(;
— 1: ESP-AT $2E% Pk 5Lk 5545 iim CA IRk E:
— 2: ESP-AT % ik A CA UEF AT I 55 A i k15 5
- 3: fHEINIE.
<pki_number>: JERRIFAEHM RG], WHE A —AUERRFAE, HAEN K 0.
<ca_number>: CA [JZ&R5|, WHRAAG—4 CA, HAHW N O,

AR AR EEASL BT R AE R, AR SSL BRI TAR M4

TE BT R PR AAE NVS X, SRR ;] AT+SAVETRANSLINK i %1% & HHLE A Wi-Fi SSL i% 1% 42
K., ESP32-C3 RF1E R IR b HE I At B @ vy, SSL 4% .

WA B CRIE B E A 2B, 5% 4T £ PKI B % .

W <auth_mode> FLE N 2 834 3, N TREMRSAFIIEBA RN, W7E K iKAT+CIPSTART fiy
AHiHPRE ESP32-C3 ELFRERE Y \iitia] . (7] PAEIEAT+CIPSNTPCFG 14 R L E: SNTP, FRH4
B, &i3EAT+CIPSNTPTIME? £y 425 24 Fi i a] . )

3.3.27 AT+CIPSSLCCN: #ify/ ¥ SSL %%yt /A H 44 (common name)

i)

Lyt :

Lo N
“D4>

LIRS SSL MR R P a3 44

Py -
“ﬂ4>‘

AT+CIPSSLCCN?

W i <
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+CIPSSLCCN:<link ID>,<"common name">
OK

B

-t

e

// B ¥ ¥ (AT+CIPMUX=0)
AT+CIPSSLCCN=<"common name">

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPSSLCCN=<1link ID>,<"common name">

W i <

OK

S

o <link ID>: [M#%i%8: ID (0 ~ max), 7ERFESMEN T, ASBEN 0; HELERWENT, &5
BUHBE N max, WIFRIIAERE; RSEERIMERN 5.
 <” common name” >: AREEAANIEIR 58 ZEHEB AL . AL RKKE N 64 717,

N

e

o WNIRAREAE BN RIS, T SSL I HTIZ T ARG S .
3.3.28 AT+CIPSSLCSNI: #rify/it ¥ SSL % ;i SNI
AifmA

i
AR SNI i E

Py -
"ﬂlf\‘

AT+CIPSSLCSNI?

W i <

+CIPSSLCSNI:<link ID>,<"sni'">
OK

v

N

B

&

Ele

A

?:
¥ % B (AT+CIPMUX=0)
AT+CIPSSLCSNI=<"sni">

% % ¥ (AT+CIPMUX=1)
AT+CIPSSLCSNI=<link ID>,<"sni">

Wi i ¢
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OK

 <link ID>: M %&3%#: ID (0 ~ max), FERIELWELT, KSHMHEN 0; EZEENHLT, #5
BE BN max, WIFRIRFTA R ASEEOAER 5.
e <” sni” >: ClientHello H 1) SNI, SNI f KK 64 F37,

Bl

o QERARSARFCE S AR, RN SSL B EHTIE AT A G 2

3.3.29 AT+CIPSSLCALPN: #ify/i ' SSL % ) 13iis ALPN

i A

i

#if] ESP32-C3 fi7y SSL & /i 43~ 42 1) ALPN Jig .

Pa sy
A

AT+CIPSSLCALPN?

W

+CIPSSLCALPN:<link ID>,<"alpn">[,<"alpn">][,<"alpn">]

OK

v

¥

N

H

¥

[y

o
%

=l

// B ¥ (AT+CIPMUX=0)

AT+CIPSSLCALPN=<counts>[,<"alpn">][,<"alpn">][,<"alpn">]

// % % H: (AT+CIPMUX=1)

AT+CIPSSLCALPN=<1link ID>,<counts>[,<"alpn">][,<"alpn">[,<"alpn">]

L)V

OK

B8

o <link ID>: W %%i%4; ID (0 ~ max), FEHIEZIEL T, RmSEUEN 0; FEZERVELT, A5
BUEBE N max, WIFIRITA EE; ASEERIMEN 5.
o <counts>: ALPN [W¥&. 5 : [0,5].

0: Jikk ALPN [,
* [L5]: 50 ALPN [iL# .

* <” alpn” >: FHHRSH, FUR ClientHello 1) ALPN. ALPN i KRKJEZRTar SR KK E .
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e
o QRAEARPECE SR, W AL SSL R ATIE T AR M2

3.3.30 AT+CIPSSLCPSK: 75/ SSL % /ity PSK (A7 % 5%)
LTS

i
#if] ESP32-C3 ff7 SSL & i} 451~ #E4% 1) PSK JiC '

AT+CIPSSLCPSK?

W i <

+CIPSSLCPSK:<link ID>,<"psk">,<"hint">

// B ¥ (AT+CIPMUX=0)
AT+CIPSSLCPSK=<"psk">, <"hint">

// % #% ¥ (AT+CIPMUX=1)
AT+CIPSSLCPSK=<link ID>,<"psk">,<"hint">

W ) :

OK

* <link ID>: 4545 ID (0 ~ max), {EFIERAHO T, ASHUEN 05 AEZERNTIT, 55
BUH N max, WRRFTAERE: ASEEAMEN 5.
e < psk? >: PSK identity (FAFHRASSY), K 32, WA <"psk"> ZHEE \0, HiE
J AT+CIPSSLCPSKHEX 154>,
e <” hint” >: PSK hint, fHKKE: 32,
i

o INSRAHEARHUE S BRI, AR SSL B T A M A .
3.3.31 AT+CIPSSLCPSKHEX: #Fify/i3® SSL % radiiy PSK (-7 E IR )

]

* RUTAT+CIPSSLCPSK fip%, %4t T3 BB A SSL & P Witk 524 (PSK) , {HH
<"psk"> BRI AN BT R TR I, <"psk"> ZHPRY N0 FRh 00,
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il

// B % ¥ (AT+CIPMUX=0), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX="70736b", "myhint"

// % % ¥ : (AT+CIPMUX=1), PSK identity % "psk", PSK hint } "myhint"
AT+CIPSSLCPSKHEX=0, "70736b", "myhint"

3.3.32 AT+CIPRECONNINTV: #¢ify/i% ¥ Wi-Fi & %X F % TCP/UDP/SSL i i
[l b

R
ifig:
Arif) Wi-Fi if % 42X T H s #E %6

A .
"ﬂé’\‘

AT+CIPRECONNINTV?

W

+CIPRECONNINTV:<interval>
OK

ik
L Wi-Fi i f5 12X, F TCP/UDP/SSL 14 17 JF I 11 20 S0 19 171

O e
iy

&F

’AT+CIPRECONNINTV:<interval>

W

[ox

BH

* <interval>: HZEER|FEE, F47: 100 25, BOAME: 1, JEH: [1,36000].

B

* #FAT+SYSSTORE=1 B, L B O PRAFAE NVS X

il

AT+CIPRECONNINTV=10
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3.3.33 AT+CIPRECVTYPE: #rify/i ¥ &8 RO
iy

i
TR

s

AT+CIPRECVTIYPE?

W

+CIPRECVTYPE:<1link ID>, <mode>

// ¥ ¥ (AT+CIPMUX=0)
AT+CIPRECVTYPE=<mode>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVTYPE=<link ID>, <mode>

Wi i <

OK

BH

o <link ID>: W Z&i#47 ID (0 ~ max), FEFIERZIEO T, RZSEEN 0; EZEZNELT, &5
BAEBE N max, WIFRFIAAER: RSBBAERN 5.
o <mode>: ERFHIEEA, RIAE: 0,
- 0: 33X, ESP-AT A BB R B FRER L B A% 4 0L MCU, Sk “+4IPD” (B
FHCE R 5760 75, AR A MCU e K &% 2920 34547 50808 )
- 1: Pk, ESP-AT i I B E R EIR TS B AFIX (Bl s 0, Bk
fHh 5760 F3Y), “54% MCU $2Ht. %} TCP 1 SSL #:8:, WIREHFEXWE T, HHLIkERET
gy, W UDP {84y, WRGEAXH T, MekAsdnEk.

|

o ZILEABEH T Wi-Fi i X

o X4 ESP-AT 7E9 S0 PR BB FHART, SRR O A RS R A FE R E B -
- ZIEER (AT+CIPMUX=1), &/~ +IPD, <link ID>,<len>;
— FASERNT (AT+CIPMUX=0), #2735 +IPD, <len>.,

o <len> FREHAXRPELZFHIM LKL,

o —HA +IPD ki, WZIzfTAT+CIPRECVDATA KW . W, FERT—A +IPD #i B i,
A~ +IPD R AR A48 4L MCU.,

o FEWITFERENELT , S ERFEIRTIRAAAE, MCU {53R W DAEEEL, B 2| & ikAT+CIPCLOSE
(AT fE M Fif) SKAT+CIPSERVER=0,1 (AT VERRSS#%). Bmpigil, W +1pD g s, AP
D HEMR K& 3£ AT+CIPCLOSE 8% % 3% AT+CIPSERVER=0,1 B%if i1 AT+ CIPRECVDATA éﬁé\iiﬂx Efﬁ%ﬁ(%};"i;
ZHI, XATERR CLOSED fF Bk .

o TR RO & W 26 5t 7 H MCU il R AR EERS , nTAS 4], (i g sl i Bcdasiat o
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il

/) BEEHEAT, RERFHEKER

AT+CIPRECVTYPE=1

/) ZEBBEAT, REFAEREAR S ELERX

AT+CIPRECVTIYPE=5,1

3.3.34 AT+CIPRECVDATA: RIS T £S5

IJXLEA g /\>
[k

// B (AT+CIPMUX=0)
AT+CIPRECVDATA=<len>

// % ¥ ¥ (AT+CIPMUX=1)
AT+CIPRECVDATA=<link_id>,<len>

Wi i ¢

+CIPRECVDATA:<actual_len>, <data>
OK

Y

+CIPRECVDATA:<actual_len>, <remote IP>,<remote port>, <data>
OK

<link_id>: Z#EEHFI9ER: ID,

<len>: f KAE by : OXTRFRE, WA SERRI B BARAC B LU AR S HUE /S, TR [m] S5 4 B 1 2R
<actual_len>: ZZFRIRELY @T}Eﬁfh

<data>: FRFUFIEDE .

[<remote IP>]: FAFERS4L, KXt [P #ikl, @it AT+CIPDINFO=1 fiy % ffifE.

[<remote port>]: Xiuqis I, i#@iLAT+CIPDINFO=1 fy4-fHigE.

il

AT+CIPRECVTYPE=1

// Bldm, W EHN MCU A 0 F#EEF Y E 100 FF M K,
// W 4 # 7 ¥ K "+1PD,0,100",

//RE, BTN AREANTHAELER 100 FF 6 &%
AT+CIPRECVDATA=0,100

3.3.35 AT+CIPRECVLEN: ity a2 Bosi X B &8 8 1K
i &

Dyt
BRI AP P A e I B
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[

AT+CIPRECVLEN?

Wi 3% ¢

+CIPRECVLEN:<data length of 1ink0>,<data length of 1linkl>,<data length of 1link2>,
—<data length of 1ink3>,<data length of link4>
OK

BH

* <data length of link>: Jt— &4z th Znh 1 Ir 3 B 2

Bl

o SSL ¥4, ESP-AT iR [ul &t K T B /N BB i K%

il

AT+CIPRECVLEN?
+CIPRECVLEN:100,,,,,
OK

3.3.36 AT+PING: ping %334l

[y

ping X i FAL

AN .
"Il/?\‘

AT+PING=<"host">

Wi

+PING:<time>

OK

o

+PING:TIMEOUT // RAEH L@ k&= PING BHERLT, A4AXINMEE

ERROR

BH

* <” host” >: FRFRESEL, FRX i EHLAY IPv4 Hidik, 1Pve Mk, =iui4 .
o <time>: ping [ EF[E], A7 ZFD.
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e

o QAREAEET IPv6 %% Ping Xifum AL, THHATLA T HRAE:
— % AP 35 IPv6
- B EAT+CIPV6=1
— WITAT+CWIAP 655 $ELE]—A IPv6 itk
— (A[3k) @TTAT+CIPSTA? 54 ¥52F ESP32-C3 275 3k HE] IPv6 Hitilk
o it EALRIA FATE, W ping KAl DNS S84 fEpT (D0 JCi@AT IPv4 Hudik), i ping
X AL IP Hihk:

il

AT+PING="192.168.1.1"
AT+PING="www.baidu.com"

/) FT-REBRMER TR $Q
AT+PING="240c::6666"

3.3.37 AT+CIPDNS: #Fify/i%® DNS 55 72{5 5
A

24 3 DNS 45 2845 1

Pla sy
A

AT+CIPDNS?

W .

+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]
OK

BeEmA

i
BE DNS fle 55 45 5

’AT+CIPDNS:<enable>[,<"DNS IP1">][,<"DNS IP2">][,<"DNS IP3">]

o <enable>: iX'E DNS fiR4%#%
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- 0: 2 B Zh2KHL DNS R385 %, DNS R4S E h 208.67.222.222 f18.8.8.8,
HA Y4 ESP32-C3 station 5¢ A% T DHCP i 7%, DNS JIR55#8 A4 A 7] BB BT .

- I: BHFhEE DNS lR44E R, WRANEESE <DNS 1px> [F{H, NI HEHA(E 208.
67.222.222%18.8.8.8,

¢ <DNSIP1>: %> DNS 4545 IP #uhik, XFFistE s, HA Y <enable> Z4 0 1 B, HieE
T2 DNS %5, KSEAHH; EEE <enable> Ky 1, H HASEBEE —ME, UEEITHE
W4 Bf, ESP-AT RHHTZSHE 24 Hi) DNS %5 & 1] .

* <DNSIP2>: %5 /> DNS flg45¢s IP ikl , XJTiEmS, HAY <enable> %4 1 i, Hie/H
FF3) DNS %8, KSEAF: WK E <enable> Ay 1, H ARSHRE —ME, Ll
a2 HT, ESP-AT RUZSHUE R 24 HilY) DNS & Bk 1]

* <DNSIP3>: 55—/ DNS fR45#s IP #ihl, XJFiEmS, HAY <enable> Z4CH 1 1}, Wiie/H
FF-2 DNS %5, KSEAFH; R E <enable> Ky 1, - WASEKEE —ME, MEETHE
WA 4 Bf, ESP-AT K% S HE 24 Hi1) DNS &5 iR 1] .

o #iAT+SYSSTORE=1, T & i EHRAFTE NVS X,
© X=ASHORREBCEAL R — M5 a L
* 3 <enable>Jy O I}, DNS [z 55 i fE MR ESP32-C3 Beat T £ % i 2w 14 e B i i 22

il

AT+CIPDNS=0
AT+CIPDNS=1,"208.67.222.222","114.114.114.114","8.8.8.8"

/) B—ANET 1Pve By DNS MEB: T REKMEXIEFN

// B _NET IPve B DNS M % #: google-public-dns-a.google.com
/] BEZ=ZANETF Ipve By DNsS R4 &#: WL H 4 £ DNS R4 &
AT+CIPDNS=1,"240c::6666","2001:4860:4860::8888","240e:5a::6666"

3.3.38 AT+CIPTCPOPT: #%ify/ix ¥ £ ik i
iy

i
iRt eI Sl

e

AT+CIPTCPOPT?

Wi % ¢

+CIPTCPOPT:<link_id>, <so_linger>, <tcp_nodelay>, <so_sndtimeo>, <keep_alive>
OK

)E’J

CELN A

A

// B ¥ ¥ (AT+CIPMUX=0) :
AT+CIPTCPOPT=[<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]

// % # ¥ (AT+CIPMUX=1) :
AT+CIPTCPOPT=<1link ID>, [<so_linger>], [<tcp_nodelay>], [<so_sndtimeo>] [, <keep_alive>]
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<link_id>: M%$#4% ID (0 ~ max), fEZHEEMEOT, HSBERN max, WFRFrAEE; &

ELICNINIEVSIRE
<so_linger>: [l¥ £ 7 HY SO_LINGER BT (&% : SO_LINGER 7141), Hfi: £, BRAMH: -
- =-1: XM

- =0: JF/3, linger time = 0;
- >0: JFJ3, linger time = <so_linger>;
<tep_nodelay>: Jii &£ ) TCP_NODELAY 1 (£%: TCP_NODELAY 71%2), ZRiAE: 0.
- 0: 22/ TCP_NODELAY
- 1: &/l TCP_NODELAY
<so_sndtimeo>: [l HERFH SO_SNDTIMEO &Il (Z#: SO_SNDTIMEO /+43), Hfi: ZFb,
ZRIME: 0.
<keep_alive>: FlEHEREFN) SO_KEEPALIVE &I (&% : SO_KEEPALIVE \'4H), BAfi: #b.

JER: [0,7200].
— 0: 2% keep-alive ZHRE; (BRIA)
— 1~7200: FFJ keep-alive HjfE. TCP_KEEPIDLE {4 <keep_alive>, TCP_KEEPINTVL {{}
1, TCP_KEEPCNT {H -} 3.
Ky <keep_alive> B S AT+CIPSTART 5 W) <keep_alive> ZEFE, HZMHMH
JEBEE M YIE . WHRIBIT ARG N E <keep_alive> 24, NIBAM A LR ECE MIE.

L]
o TERCEERTIRIAT, Wi 1% kmiahie, ULk icE vl e .
* SO_LINGER 5 A @ i it B4 K AE . Bl a0 & SO_LINGER {H % 60, WIAT+CIPCLOSE iy FEUX
AE X TCP FIN ALY, 280 AT FHIE 60 £, MmiJCikm i HEf4 . Fit, SO_LINGER
e S NN IERS
» TCP_NODELAY &3d H] T it &/ MEXT LR BOR m i 5. FFRJG, LwlP 2 TCP 1)k
%, (HAURMERIMER S, Sl T EE N SR AL, B, TCP_NODELAY i fREFIRIALE.
* SO_SNDTIMEO &3 i H FAT+CIPSTART fiy 4 A Wit & keepalive S8 W 35 5. Bl B AET G,
AT+CIPSEND, AT+CIPSENDL, AT+CIPSENDEX w2 ¥-&AEi% BN NEH, LIEER KL, X
K, SO_SNDTIMEO #X &N 5~ 10 .
* SO_KEEPALIVE J&30E T 8l e WA E B e W TR 37557, 85 AT /£ TCP iR 55 i)
N BT, i E AT, Ai*bu%ﬁ%ﬂﬁﬂé%ﬂmu SO_KEEPALIVE # ¥ fit EHA/NT 60
e
3.4 Bluetooth® Low Energy AT @y 242
N4
e AT+BLEINIT: Bluetooth LE #J#54k
o AT+BLEADDR: % Bluetooth LE 5 #5 ik
o AT+BLENAME: #xif)/i% & Bluetooth LE X454 R
o AT+BLESCANPARAM : %5if)/#%E Bluetooth LE i 5%k
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* AT+BLESCAN: {fifig Bluetooth LE 4

o AT+BLESCANRSPDATA: ¥ Bluetooth LE 41 5/

o AT+BLEADVPARAM : #xiA)/i% & Bluetooth LE | #%Z5:4{

o AT+BLEADVDATA: %% Bluetooth LE | &%

o AT+BLEADVDATAEX: H#I¥%'% Bluetooth LE | 3E4IE

o AT+BLEADVSTART: FF14 Bluetooth LE | #%

o AT+BLEADVSTOP: 11| Bluetooth LE %

e AT+BLECONN: 737 Bluetooth LE %%

o AT+BLECONNPARAM : #5if)/% i Bluetooth LE &R 5%
o AT+BLEDISCONN : WiFF Bluetooth LE %4

o AT+BLEDATALEN: % Bluetooth LE ¥{#& i K i

o AT+BLECFGMTU: %% Bluetooth LE MTU - J&

o AT+BLEGATTSSRVCRE: GATTS A1t} 4%

o AT+BLEGATTSSRVSTART : GATTS JJ )= R 4%

o AT+BLEGATTSSRVSTOP: GATTS 12 iR %

o AT+BLEGATTSSRV: GATTS kIR %

o AT+BLEGATTSCHAR: GATTS % IR 4 4-1F

o AT+BLEGATTSNTFY: J[R%5% notify I} & EHE(148 % P
o AT+BLEGATTSIND: J}.% 3% indicate IR 45 HE (.28 % oot
o AT+BLEGATTSSETATTR: GATTS % & I & 48 AF (1

o AT+BLEGATTCPRIMSRV : GATTC %k M EA RS

o AT+BLEGATTCINCLSRV: GATTC % P45 1R 4

o AT+BLEGATTCCHAR: GATTC % PLIR & S+

o AT+BLEGATTCRD: GATTC HUIR 55

o AT+BLEGATTCWR: GATTC B iR &4EE

o AT+BLESPPCFG: #%if)/i% & Bluetooth LE SPP &%

o AT+BLESPP: A Bluetooth LE SPP izt

o AT+SAVETRANSLINK : £ Bluetooth LE FF#Li% 12 4 X, {5 B,
o AT+BLESECPARAM : #%if]/i% & Bluetooth LE 1% 5%k

o AT+BLEENC: %t Bluetooth LE Jjj%5i% K

o AT+BLEENCRSP: |15 % Ui 15 £ & e i i Xof 37 >R

o AT+BLEKEYREPLY : 5%} )7 15 4% 6] & %34

* AT+BLECONFREPLY : #5517 ¥4 I N GE 0 (1SR L)
o AT+BLEENCDEV : #5145 52 1) Bluetooth LE 8544571 3
o AT+BLEENCCLEAR: 3[4 Bluetooth LE %5k £ 51| 3%

o AT+BLESETKEY : #%& Bluetooth LE #2350 Xt 254H

o AT+BLEHIDINIT : Bluetooth LE HID ¥ #] &1k

o AT+BLEHIDKB: %1% Bluetooth LE HID ##%{5 K,

o AT+BLEHIDMUS: %:3% Bluetooth LE HID FlA7R{Z 5.

o AT+BLEHIDCONSUMER: ‘3% Bluetooth LE HID consumer {& &
o AT+BLUFI: F}J= 5k 5414 BluFi

o AT+BLUFINAME: 25if)/1% & BluFi %% 4 Ff

o AT+BLUFISEND: % 3% BluFi fil F' B & SUEUE

o AT+BLEPERIODICDATA: %% Bluetooth LE J& A PE) &K e
o AT+BLEPERIODICSTART : F} )& Bluetooth LE J& 314 4%

o AT+BLEPERIODICSTOP: {2 |- Bluetooth LE &34 %

o AT+BLESYNCSTART: FFj2 a5 R 2

o AT+BLESYNCSTOP: {21} JE3AYE) % R 4

o AT+BLEREADPHY : #if) 24 uii% 308 iy PHY

o AT+BLESETPHY: V%% 4piiEs:(fi Ak PHY

341 4

2H, ESP32-C3 AT [ S0HF B A0 HNE 5.0 il

W BRI AT BRI OO R AT iy ARG BEE ESP32-C3 BUAF 4, W H
Fremi¥ ESP-AT 142, {ESFTAPTCE TR (NSRRI ER T 2EHE) -
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o 2 BluFi fy%: Component config->AT->AT blufi command support
o 2511 Bluetooth LE fjy%~: Component config->AT->AT ble command support
o 2514 Bluetooth LE HID 54~ : Component config->AT ->AT ble hid command support

3.4.2 AT+BLEINIT: Bluetooth LE #Ji&1t
A if i 4

hiig:
£¥if] Bluetooth LE 2541 i fk

“D4>

AT+BLEINIT?

] oz <
AR, AT R[A:

+BLEINIT:<role>
OK

FiARPIRAL, AT &[0

+BLEINIT: 0

Dyie:
% B Bluetooth LE #J &4k /A {7
mA:

’AT+BLEINIT=<init>

W

’OK

¢ <init>:

e 0: Y144 Bluetooth LE
 1: client fg {5,

e 2: server fi{h,

Bl

o fifi ij Bluetooth LE BhfERT, WA IA2 ] SoftAP X, )7l 0] DL 1F AT+ CWMODE 58
Wi-Fi #2324 Null 5§ Station $i3;

* i & Bluetooth LE fg %2 1, 5 CHH A2, PILf1k Bluetooth LE ff .

* Bluetooth LE i ¥ ifib )5, NREE V. WFvIf @, FFELRHAT+RST A EB RS, F
B i51k Bluetooth LE £,

o AR Bluetooth LE 2 Hi, (1R IEAESATH 376, HEIFW A %R .
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* {0 Bluetooth LE E 4G4k, WIAT+CIPMODE FoykE R 1,

il

AT+BLEINIT=1

3.4.3 AT+BLEADDR: ¥ Bluetooth LE % £5Huhl
Ay

Lyt :

’%}i’aj Bluetooth LE & & By /A 3t H#b 4

A

’AT+BLEADDR?

Wi % ¢

+BLEADDR: <BLE_public_addr>
OK

)E’J

CEL A

Jitig:
1% B Bluetooth LE 5% 45 1 Hi il 2570

’AT+BLEADDR:<addI_type>[,<random_addr>}

W i ¢

[ox

BH

e <addr_type>:
o 0: N FEHihl (Public Address)
o 1: fEHLHAE (Random Address)

B

o S HuAE (Static Address) [ 2 DA 454
o HihbEE ALY R 1

o FEHLHBHETR A 20 17k 05

o FEMLHLHERR A 20 1k 1.

o WENESHIASWRLFAE NVS X,
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il

AT+BLEADDR=1, "£8:7£:24:87:1c:7b" /) BB A A
AT+BLEADDR=1 /) & E ML A H 8 FA A Mt
AT+BLEADDR=0 /) BN

3.44 AT+BLENAME: #%ily/i i Bluetooth LE %55 #4155
Ay

#51fi] Bluetooth LE %4544 Ff

Py -
iy

AT+BLENAME?

Wi i :

+BLENAME : <device_name>

o <device_name>: Bluetooth LE 45K, wAKE: 32, BHALFRN “ESP-AT”,

st

P:AT+SYSSTORE=1, T B MCHRIEAE NVS X,
o WM WBERSAWIE, BUWEIITAT+BLEADVDATA iy S5 A PRG35 24 .

il

AT+BLENAME="esp_demo"

Espressif Systems 107 Release v2.3.0.0-esp32c3-791-gbe3325688a
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 3. AT Ay d4E

3.4.5 AT+BLESCANPARAM: #tily)/ix ¥ Bluetooth LE f1#i %%
Ao A

ke
%t Bluetooth LE #9325

s

AT+BLESCANPARAM?

W

+BLESCANPARAM: <scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>
OK

BeE WA

tig:
% B Bluetooth LE HH# &%k

AT+BLESCANPARAM=<scan_type>, <own_addr_type>,<filter_policy>,<scan_interval>, <scan_
—window>

Wi i ¢

OK

» <scan_type>: {I{fiZA

o 0: Wigh 4

o 1o FBEHE

o <own_addr_type>: 2%

o 0: AJLHbhE

o 1: FfiALhE

o 2: RPA A dtHihl

* 3: RPA [fitLhl:

o <filter_policy>: ity =\

e 0: BLE_SCAN_FILTER_ALLOW_ALL

e 1: BLE_SCAN_FILTER_ALLOW_ONLY_WLST

e 2: BLE_SCAN_FILTER_ALLOW_UND_RPA_DIR

e 3: BLE_SCAN_FILTER_ALLOW_WLIST_PRA_DIR

o <scan_interval>: I HF. A AN K T4 T <scan_window> Z ¥ {H. & 336 H:
[0x0004,0x4000]. 14 [H] FE /2 % S 3k DA 0. 625 /b, JT RASE Fr i 454 1) [ ¥ B [2.5,10240]
SR

o <scan_window>: G 0. XN /NF & F <scan_interval> ¥ {H. SEIEHE:
[0x0004,0x4000]. 4t N 2% SR DA 0. 625 ZF, FrRASLPR % 1 Y8 A [2.5,10240]
=R,
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il

AT+BLEINIT=1 // f & : & P 3%
AT+BLESCANPARAM=0, 0, 0, 100, 50

3.4.6 AT+BLESCAN: f{lifig Bluetooth LE i

FF#4/4% 11 Bluetooth LE 94

A\ .
"ﬂ4>‘

AT+BLESCAN=<enable> [, <duration>][,<filter_type>,<filter_param>]

W

+BLESCAN: <addr>, <rssi>, <adv_data>, <scan_rsp_data>, <addr_type>
OK
+BLESCANDONE

¢ <enable>:
ESIY GER TS € Rk ]
o O {55 IR P
o [<duration>]: A EREEfE], AL Fb,
o FIREATIEEH, THRRERSHG
o FIREITHRER, FREARSHC:
- ARBREH 0 B, MIFRRHF ARSI
— ARSI O (HIE, Bt AT+BLESCAN=1, 3, WFREH 3 B5 Ag kA1, RI5RME

ERE AT
o [<filter_type>]: &L
e 1: “MAC”
e 2: “NAME”

o <filter_param>: SJES5, FRXTHEE MAC Hihk sk 4 R
e <addr>: Bluetooth LE #ilik

o <rssi>: F5 IR

o <adv_data>: | 3ELE

o <scan_rsp_data>: I N A

o <addr_type>: J &AL A

e My N H B OK Hl +BLESCAN:<addr>,<rssi>,<adv_data>,<scan_rsp_data>,
<addr_type> FE i i 7 A R R X B e R . OK A BEFE +BLESCAN:<addr>,
<rssi>, <adv_data>,<scan_rsp_data>, <addr_type> 2 H # H, W FH W B &
+BLESCAN:<addr>, <rssi>, <adv_data>, <scan_rsp_data>,<addr_type> 2 J5 Hi
e

o QAR GEAR SRS N il , 75 S ] AT+BLESCANPARAM 48 ¥ B A /A active scan
(AT+BLESCANPARAM=1,0,0,100,50), H HXImiX &R EiX & scan rsp data, A BEPISH

SLEIVACT
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il

AT+BLEINIT=1 VA
AT+BLESCAN=1 // T
AT+BLESCAN=0 // &k H

AT+BLESCAN=1,3,1,"24:0A:C4:96:E6:88" // F# 3, L@ £ A 4 MAC H it
AT+BLESCAN=1, 3,2, "ESP-AT" // F iAW, H R ER A& & LK

3.4.7 AT+BLESCANRSPDATA: i Bluetooth LE FHim )

%% Bluetooth LE 413/

A\ .
"Il/?\‘

’AT+BLESCANRSPDATA:<scan_rsp_data>

Wi

’OK

S

o <scan_rsp_data>: FIH N AR, S HEX 45408, N, AR B =40 B 508 “0x11 0x22
0x33 0x44 0x55”, Ny~ AT+BLESCANRSPDATA="1122334455",

2N

AT+BLEINIT=2 // fat: R% B
AT+BLESCANRSPDATA="1122334455"

3.4.8 AT+BLEADVPARAM: #%if)/i% ¥ Bluetooth LE ) &5 %k
a4

i
EERZIIIE T2

AT+BLEADVPARAM?

Wi i ¢

+BLEADVPARAM: <adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>,
—<adv_£filter_policy>, <peer_addr_type>, <peer_addr>, <primary_PHY>, <secondary_PHY>
OK
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B

&F

i

P
A

BE S

O e
iy

AT+BLEADVPARAM=<adv_int_min>, <adv_int_max>, <adv_type>, <own_addr_type>, <channel_map>
—[,<adv_filter_policy>] [, <peer_addr_type>, <peer_addr>] [, <primary_PHY>, <secondary_
—PHY>]

W i <

OK

<adv_int_min>: §/ ARG . SEGERE: [0x0020,0x4000], KA G T2 5509k 0L 0. 625 2
Fb, BT ASERR s/ N #E ) B A R [20,10240] 2270 . ARSEEN /N T % T <adv_int_max> &
fE.

<adv_int_max>: K IR . S50 [0x0020,0x4000]. ) 3&E G S T% 5509k DL 0. 625 &
%{,ﬁﬁ?w&”%ﬂ@ﬁ%jﬁf“%l‘ﬂﬁ%?ﬁ@ﬂﬂ [20,10240] Z /. RSN KT T <adv_int_min> &

<adv_type>:

0: ADV_TYPE_IND

: ADV_TYPE_DIRECT_IND_HIGH

: ADV_TYPE_SCAN_IND

: ADV_TYPE_NONCONN_IND

: ADV_TYPE_DIRECT_IND_LOW

: ADV_TYPE_EXT_NOSCANNABLE_IND

: ADV_TYPE_EXT_CONNECTABLE_IND

: ADV_TYPE_EXT_SCANNABLE_IND
- YIRS ACN 0-4, W AT+BLEADVDATA fin 2 B8] # S8R 2 HERE 31 &

T, WEARTREREERKN) S5, R HAT+BLESCANRSPDATA $§4 K% H
- YIREHERAC, 5-7, W HAT+BLEADVDATA fin %W BT #2482 H A E 119 F
7o

<own_addr_type>: Bluetooth LE Hiihi- 257

0: BLE_ADDR_TYPE_PUBLIC

1: BLE_ADDR_TYPE_RANDOM

<channel_map>: [ &5

1: ADV_CHNL_37

2: ADV_CHNL_38

4: ADV_CHNL_39

7: ADV_CHNL_ALL

[<adv_filter_policy>]: ) it 45 L0

0: ADV_FILTER_ALLOW_SCAN_ANY_CON_ANY

1: ADV_FILTER_ALLOW_SCAN_WLST_CON_ANY

2: ADV_FILTER_ALLOW_SCAN_ANY_CON_WLST

3: ADV_FILTER_ALLOW_SCAN_WLST _CON_WLST

[<peer_addr_type>]: X} Bluetooth LE Hiihil- 357

0: PUBLIC

1: RANDOM

[<peer_addr>]: %}J5 Bluetooth LE #hilil:

[<primary_phy>]: | & primary PHY . ZLA{E: IMPHY,
- 1: IMPHY
— 3: Coded PHY

NN RN
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* [<secondary_phy>]: | % secondary PHY., BLiAf{EH: IMPHY.
- 1: IMPHY
- 2: 2M PHY
— 3: Coded PHY

Bl
o WRMABE T peer_addr, AT KGR EREE,

* primary_phy fll secondary_phy FR 58— E, WHRABE, AR ENSES M HRIA
IM PHY,

Bl

AT+BLEINIT=2 // faft: R4 B
AT+BLEADVPARAM=50,50,0,0,4,0,1,"12:34:45:78:66:88"
AT+BLEADVPARAM=32,32,6,0,7,0,0,"62:34:45:78:66:88",1, 3

il 2

AT+BLEINIT=2 // fat: R4 B

AT+BLEADDR=1,"c2:34:45:78:66:89"
AT+BLEADVPARAM=50,50,0,1,4,0,1,"12:34:45:78:66:88"

// M B Bluetooth LE Z F# I # 2| ESP ¥ & ¥ MAC H i # "c2:34:45:78:66:89"

349 AT+BLEADVDATA: i Bluetooth LE ) ff 8
B

itk
W) R

fir 4

’ AT+BLEADVDATA=<adv_data> ‘

W i <

[ox |

S

o <adv_data>: J7IEREE, S HEX EAFR . G, A REE ) #8dEh “0x11 0x22 0x33 0x44 0557,
N4> AT+BLEADVDATA="1122334455", fHKKJF: 119 Fi7,

Bl

o W2 HIE. & ¥ H fiy S AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power>
W T A0, Wi B 5 S .

o MR A G B RS 2 R, WENAERITE 1% a2 2 JG A TAT+BLENAME iy 415545 44
FRICE N [FIFRER 24 F5

o TE{§i fJAT+BLEADVDATA 542 1, W/li4ci@it AT+BLEADVPARAM A% B &S5,
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o 49 AT+BLEADVPARAM iy 58 #5270k 0-4, I fiJ AT+BLEADVDATA iy AV 8 #E 50
2 HABIRCE 31 77, PR EBRE KA 3%, 1518 1 AT+ BLESCANRSPDATA 155 K BLE.

o 49 I AT+BLEADVPARAM fiy V8T 7% 2k 5-7, W AT+BLEADVDATA fiy AV 8T 7 $i:
2 HEERE 119 77,

il

AT+BLEINIT=2 // A f: B4 &
AT+BLEADVDATA="1122334455"

3.4.10 AT+BLEADVDATAEX: H3zliX ¥ Bluetooth LE ) 8%
Ay

Uyiie:
SRS E N 2

A e
“ﬂ4>'

AT+BLEADVDATAEX?

W i ¢

+BLEADVDATAEX: <dev_name>, <uuid>, <manufacturer_data>, <include_power>

AW iE G EEa A VI

Pla sy
A

’AT+BLEADVDATAEX:<dev_name>,<uuid>,<manufacturer_data>,<include_power>

W o 3

* <dev_name>: F ff i 8, IR W H LW B, FHEEE RS LKA ust
test” ., D4y 4 N AT+BLEADVSTARTEX="Jjust-test", <uuid>, <manufacturer_data>,
<include_power>,

o <umid>: FAF B S . W, #F Mk E UUID 4 “0xA002” U .|
AT+BLEADVSTARTEX=<dev_name>, "A002", <manufacturer_data>,<include_power>,

* <manufacturer_data>: il & F e, S HEX FAF . Bl qn, 58858 6k i 20 “ox11
0x22 0x33 0x44 0x55”, Nfy4 N AT+BLEADVSTARTEX=<dev_name>, <uuid>, "1122334455",
<include_power>,

* <include_power>: ¥/ REHET G TX PR, RSN 1; B, 0.
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e
 WRZ I A iy & AT+BLEADVDATA=<adv_data> BH. T ) SR8, W S wiAar B a8 ik

o Befiv 2 R Z Wi ] AT+ BLEADVPARAM iy BB R BRI BUEH BN 0.

il

AT+BLEINIT=2 // ft: R4 58
AT+BLEADVDATAEX="ESP-AT", "A002", "0102030405", 1

3.4.11 AT+BLEADVSTART: JI44 Bluetooth LE )" 8§
Wiidn s

D
THIET 1

ke

’ AT+BLEADVSTART

W i <

o FERANH v S AT+ BLEADVPARAM=<adv_parameter> ¥ 8 #5550, NS HEGAT S50

o PRAd iy S AT+BLEADVDATA=<adv_data> $£ 5 ) 4858, & 3%64 0 $dhif .

e Z Wl B & ff M fiy SAT+BLEADVDATA=<adv_data> % & & | # % 4, W &
## AT+ BLEADVDATA EX=<dev_name>,<uuid>,<manufacturer_data>,<include_power> % B #J | #§ 3
Ped T, Mk, WARJEE ] AT+BLEADVDATAEX, 2% AT+BLEADVDATA ¥ & 1)) #& 5
Bk

 JFf Bluetooth LE [ 4% )5, 15745 7857 Bluetooth LE ¥4, AP HARE T #%; WREr T
B, W HBEHR) 1.

il

AT+BLEINIT=2 // ff: R4 58
AT+BLEADVSTART

3.4.12 AT+BLEADVSTOP: £} Bluetooth LE ) §§
PATa A

i
FEILT 4R

ke
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’AT+BLEADVSTOP

W

[ox

Bl

o EHIFIRTHRS, NS Bluetooth LE #4345, £ 5 453K Bluetooth LE J™ 4, Jofz M A4

il

AT+BLEINIT=2 // fat: R4 %
AT+BLEADVSTART
AT+BLEADVSTOP

3.4.13 AT+BLECONN: &3y Bluetooth LE 4%
Ay

Tytie:
#71fi) Bluetooth LE %3%
e

AT+BLECONN?

Wi

+BLECONN: <conn_index>, <remote_address>
OK

RS IR, W YA B~ <conn_index> £l <remote_address> S .

-
i
=
7

fresin]
oF

Bluetooth LE %3

2 ®E

A
fiy 4 :

AT+BLECONN=<conn_index>, <remote_address>[, <addr_type>, <timeout>]

W )7 *
EENT RN, MR

+BLECONN: <conn_index>, <remote_address>

OK

FESLIEER M, R

+BLECONN: <conn_index>, -1

ERROR

Espressif Systems 115 Release v2.3.0.0-esp32c3-791-gbe3325688a
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 3. AT Ay d4E

i A SR RS B i — 285 R EOE R R, R -

ERROR

B

e <conn_index>: Bluetooth LE i£#:5-, Ll : [0,2].

+ <remote_address>: X7 Jj Bluetooth LE #&#5Hiutik .
* [<addr_type>]: | HFixArHidih A :
— 0: A dLHhht (Public Address)
- 1: fEALHAE (Random Address)
s [<timeout>]: FEHGEMIIE, A . JWH: [3,30].

o BAEBNOHITEREZ ], JeiBfTAT+BLESCAN 643k &, R B s b T #iREs.

o I KIERE A 30 Fb.,

o {II4R Bluetooth LE server E 4 IAL HIEH E IS, WIn] DAGEH tE Ay S FEXT 415 48 (GATTC) 1k
IIRSs. B AT PAME A PATT GATTC fig4-:

o AT+BLEGATTCPRIMSRV

o AT+BLEGATTCINCLSRV

o AT+BLEGATTCCHAR

o AT+BLEGATTCRD

o AT+BLEGATTCWR

o AT+BLEGATTSIND

o U AT+BLECONN? £ Bluetooth LE 4] 44 19 1 00 ' $W 4T (AT+BLEINIT=0), W &% 1~ & H
+BLECONN: <conn_index>, <remote_address> ,

il

AT+BLEINIT=1 // ff: & P 3%
AT+BLECONN=0,"24:0a:c4:09:34:23",0,10

3.4.14 AT+BLECONNPARAM: #%ify/yi:# Bluetooth LE 4:$: 5%
I

i
2¥if] Bluetooth LE 14324,

A\ .
"Il/?\‘

AT+BLECONNPARAM?

Wi i <

+BLECONNPARAM: <conn_index>, <min_interval>, <max_interval>, <cur_interval>, <latency>,
—<timeout>
OK
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EmA

&F

Uik
T 37 Bluetooth LE #3255k

O e
iy

’AT+BLECONNPARAM:<conn_index>,<min_interval>,<max_interval>,<latency>,<timeout>

Wi i :

[ox

VBRI, MFERPATF R :

+BLECONNPARAM: <conn_index>, -1

BH

e <conn_index>: Bluetooth LE i£#:5-, LR : [0,2].

o <min_interval>: F/NEREEI. KSEEN /DT T <max_interval> ZH({H. S0 H:
[0x0006,0x0C80]. 4z (R fA 55 T %S EILA 1. 25 28>, P LASERR A fie/ N2 0] B Rl >y [7.5,4000]
R,

* <max_interval>: f KB, ASHENY KT HT <min_interval> Z¥{H. SHGEH:
[0x0006,0x0C80] . H##z[H] [ 5E TZSER LA 1. 25 ZFP, BT ASE bRt fie K 42 R B v Bl A [7.5,4000]
=5,

o <cur_interval>: 24H[iEZEENG.

o <latency>: JEIR. ZEERE : [0x0000,0x01F3],

o <timeout>: M. SHGFEH: [0x000A,0x0C80], HERETZSEIRDA 10 ZF>, FrASE v R
YA [100,32000] Z 75,

v
o AR ASERICENER, client Bk server fi (UHR SR HTIEES AL

il

AT+BLEINIT=1 VAR - RN
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECONNPARAM=0,12, 14,1, 500

3.4.15 AT+BLEDISCONN: [KiJf Bluetooth LE 3§
P4

Jig:
¥7JT Bluetooth LE 443

A\ .
"Il/?\‘

AT+BLEDISCONN=<conn_index>

W i <
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OK // Y % AT+BLEDISCONN #& 4
+BLEDISCONN: <conn_index>, <remote_address> // & AT &4 &K T

S

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
» <remote_address>: XfJ5 Bluetooth LE £l .

il

AT+BLEINIT=1 // # & : K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDTSCONN=0

3.4.16 AT+BLEDATALEN: ¢} Bluetooth LE %#i#fu K )%

)E’J

CE

e
1% & Bluetooth LE $(#E K &

Py -
iy A

’AT+BLEDATALEN:<conn_index>,<pkt_data_len>

W i <

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].
» <pkt_data_len>: Z(#gm K, JEE: [0x001B,0x00FB],

e

o FETESEHENT Bluetooth LE 758, A REXBEHINEKE.

Bl

AT+BLEINIT=1 // # & : % p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEDATALEN=0, 30

3.4.17 AT+BLECFGMTU: ¥} Bluetooth LE MTU )i
Ay

Tytig:
Z5i) MTU (maximum transmission unit, fx KfZHiBATE) K
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[

AT+BLECFGMTU?

Wi 3% ¢

+BLECFGMTU: <conn_index>, <mtu_size>
OK

Iitig
P MTU 1K

fir 4

’AT+BLECFGMTU:<conn_index>,<mtu_size>

W i <

’OK AR &

S

- **<conn_index>**: Bluetooth LE # 5, W EH: [0,2].
- *4<mtu_size>**: MTU K FE, B fw: %, H: [23,517],

- NXFEFPHREAARSEE MIU B K E.

VERKEFEWRH, WA 0K REFEZHEWE MIU-
Kk E, AR REKELA— 4%, ZWHA :ref: AT+BLECFGMTU? <cmd-BMTU>' i # L Ffo
“MTU K E .

il

AT+BLEINIT=1 // fat: & P ¥
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLECFGMTU=0, 300

3.4.18 AT+BLEGATTSSRVCRE: GATTS GI&IR 5%
AT A

tig:
GATTS (Generic Attributes Server) £l| 7 Bluetooth LE Jiz 4%

A

AT+BLEGATTSSRVCRE

] oz <
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OK

|

* fifi [l ESP32-C3 1} Bluetooth LE server 8|8k 5%, FTheskiA GATTS Ft B A mfg_nvs.bin 343
flash A7,

* Bluetooth LE server ¥4k )5, 1 M EHE A ar 018 kS5 SR ScE ST Bluetooth LE 1482, W Tk
BIENRSS

* W2 Bluetooth LE client CLJ 440 Ky, W DAGE HI I A 2 B S5 5 o] DA A At — SEAH B 1)
GATTS 1%, BlanEsh ARGy . 3B R4S FFAE{E AT notification/indication , HA& 41T :

— AT+BLEGATTSSRVCRE (3134F Bluetooth LE #3277 2 Hifdi )

AT+BLEGATTSSRVSTART (721 4E Bluetooth LE %422~ 2 mifdi )

AT+BLEGATTSSRV

AT+BLEGATTSCHAR

AT+BLEGATTSNTFY

AT+BLEGATTSIND

AT+BLEGATTSSETATTR

hil

AT+BLEINIT=2 // fat: R4 %
AT+BLEGATTSSRVCRE

3.4.19 AT+BLEGATTSSRVSTART: GATTS JI 3R 55
P4

yiig:
GATTS JF a4k 55

s

AT+BLEGATTSSRVSTART

GATTS JF a2t E a5

’AT+BLEGATTSSRVSTART:<Srv_index>

Wi i ¢

o <srv_index>: [R5FE, M 1 FFUGisE,
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il

AT+BLEINIT=2 /] e R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

3.4.20 AT+BLEGATTSSRVSTOP:

Wit %

i
GATTS {5 114k 55

O e
iy

GATTS {11l 55

AT+BLEGATTSSRVSTOP

GATTS {5 1R 55

ke

’ AT+BLEGATTSSRVSTOP=<srv_index>

] oz <

o <srv_index>: R&FE, M 1 FFiGihd,

il

AT+BLEINIT=2 // A €&: R4 &
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSSRVSTOP

3.4.21 AT+BLEGATTSSRV: GATTS %KINR S5

iy s

Dytig:
GATTS KRS

e

AT+BLEGATTSSRV?

W
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+BLEGATTSSRV:<srv_index>, <start>, <srv_uuid>, <srv_type>
OK

S

o <srv_index>: R FE, M 1 FHEE,
e <start>:

o 0: lRFATTIES

o 1 IR 2R

o <srv_uuid>: fk51 UUID,

o <srv_type>: fRR45HRAL:

o 0: RS

I HERSS .

il

AT+BLEINIT=2 // A ft: B% &
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRV?

3.4.22 AT+BLEGATTSCHAR: GATTS %8R 55 FhiE
by A

i
GATTS % HIR 55 4FAIE

Py -
iy

’AT+BLEGATTSCHAR?

Wi 7 <
XTI AFEAR R, WA

’+BLEGATTSCHAR:"char“,<srv_index>,<char_index>,<char_uuid>,<char_prop>

T RAFHE R, MM AT

+BLEGATTSCHAR: "desc", <srv_index>, <char_index>, <desc_index>
OK

o <srv_index>: REGFE, M 1 FH4E,

* <char_index>: [RFFHFHERITS, M 1EIRIEN.
o <char_uuid>: JR$4FAER) UUID,

¢ <char_prop>: fR5FFHEREM:.

o <desc_index>: FHERIAGTES .

o <desc_uuid>: JHEHIALL UUID,
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il

AT+BLEINIT=2 // fat: R4%& %
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART
AT+BLEGATTSCHAR?

3.4.23 AT+BLEGATTSNTFY: #4548 notify JI} 45 ¥Rk (Fi 20 5 o
BE WA

452 notify fI% 45 FHAE (247 i

[

’ AT+BLEGATTSNTFY=<conn_index>, <srv_index>, <char_index>, <length> ‘

W] i :

55 > Fon AT WER TR R D 8ds,  BUREm] DU A K, 48de K iR 3 240 <length> {ERT,
AT notify /.

R LR AT, WHER:

OK
ZH

» <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].

o <srv_index>: R4 75, A[iafTAT+BLEGATTSCHAR? %51y,

o <char_index>: ARSEFEN TS, R84 TAT+BLEGATTSCHAR? 25if] .

o <length>: HRKEF, HAKKE: (:ref: MIU <cmd-BMTU> - 3),
il
AT+BLEINIT=2 /I AE R B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /] TR, Y client HHE, S EE K notify
AT+BLEGATTSCHAR? // # # £ % notify & F i & 1E

/) Bldm, R 3 B ESH 6 BAEAE notify K EH 4 FEYWEKE, FALT &4
AT+BLEGATTSNTFY=0, 3, 6, 4

J)OET TS BEE, BN 4 THHKE, W "1234", RERE Y B EH

34.24 AT+BLEGATTSIND: [} %2 indicate JJ} 455160 %y

Bae

&E

Jrfie:
JI7 4542 indicate I} 4555 F(H 287 P ik

Py -
iy A
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’AT+BLEGATTSIND:<conn_index>,<srv_index>,<char_index>,<length> ‘

W] 3 :

FES > 7 AT MR IFBECER B, BN T IR AR, S50 K FEISBI B <1engtn> MOEN,
AT indicate #EAE .,

B RS, R

OK

e <conn_index>: Bluetooth LE &35, LRl [0,2].

o <srv_index>: [R5 75, W iafTAT+BLEGATTSCHAR? 5],

o <char_index>: JR4HEHENTS, Tli54TAT+BLEGATTSCHAR? 25if) .,
o <length>: Rk, KR (MIU-3).

hil

AT+BLEINIT=2 /] R & B
AT+BLEGATTSSRVCRE
AT+BLEGATTSSRVSTART

AT+BLEADVSTART /) FWT ¥, Y% client HHEF, LM E WK indication
AT+BLEGATTSCHAR? // & # & F 3% 7 W # ¥ indication # 4 4E

/) Bldm, ER O3 EMRAEHE 7 THRAL indicate KE A 4 FHEHHKE, 44w T
AT+BLEGATTSIND=0, 3,7, 4

/RT T OREE, WA 4 FEWRE, & "3, REREE YRR

3.4.25 AT+BLEGATTSSETATTR: GATTS % &R 55 F5AEA
UM

ik
GATTS B¢ MRk 55 FRAE (L B A HE

zs

’AT+BLEGATTSSETATTR:<er_index>,<char_index>,[<desc_index>],<length> ‘

] o =

9 > FR AT HER IR 8, RET 0T DU A, 2450 K B2 A B 280 <length> HI(ERT,
PATIRE BB

LR R, W

OK
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BH

o <srv_index>: k%575, WiafTAT+BLEGATTSCHAR? Z5if.
o <char_index>: REEEN TS, R84 TAT+BLEGATTSCHAR? 25if] .

o HHE, W E AR E
o HAREE, WK ERHEE.
» <length>: %K JE,

L]

o W <length> BEEKT LMK KE, MKESRIK. FT service table, 1 Il gatts_data.csv

2N

AT+BLEINIT=2 /] A R A B

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEGATTSCHAR?

/B, Bl BREE L EHEMAEEAKEAN L FTHHKE, a5 wT
AT+BLEGATTSSETATTR=1,1,,1

/RE ST BFERE, BN L FEHNEERT, Blw s, REXREFH

3.4.26 AT+BLEGATTCPRIMSRYV: GATTC %BIEANN 55
A%

Yitig:
GATTC (Generic Attributes Client) % PR EEA IR 55

P
iy

AT+BLEGATTCPRIMSRV=<conn_index>

Wi i *

+BLEGATTCPRIMSRV:<conn_index>, <srv_index>, <srv_uuid>, <srv_type>
OK

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <srv_index>: R%5F5, M 15,

e <srv_uuid>: f[k%n UUID,

o <srv_type>: JR45HAHL:

o 00 RERSS

o L EHERS

o [ERHAMSA, FFEeET Bluetooth LE #E % ,
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il

AT+BLEINIT=1 // f & : & P 3%
AT+BLECONN=0,"24:12:5f£:9d:91:98"
AT+BLEGATTCPRIMSRV=0

3.4.27 AT+BLEGATTCINCLSRV: GATTC %M AL &R 55

Bae

&E

i
GATTC K& R 55

O e
iy

AT+BLEGATTCINCLSRV=<conn_index>, <srv_index>

W

+BLEGATTCINCLSRV:<conn_index>, <srv_index>,<srv_uuid>, <srv_type>, <included_srv_uuid>
—,<included_srv_type>
OK

e <conn_index>: Bluetooth LE i£3:5-, JEH: [0,2].

o <srv_index>: R5575, R]iafTAT+BLEGATTCPRIMSRYV =<conn_index> #rif].
o <srv_uuid>: f[k51¥ UUID,

* <srv_type>: [R5 HAHY:

o 0: WEMRSS

o 1 HERS

o <included_srv_uuid>: 1J5 k4511 UUID,

 <included_srv_type>: RS IZEHL:

o 00 RERSS

I RS .

el
o [EAMA, FFEEET Bluetooth LE E

il

AT+BLEINIT=1 // fa & : & P 3%

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCINCLSRV=0,1 // REH -4 AW EHLEE, T index &£ if

3.4.28 AT+BLEGATTCCHAR: GATTC % Bl 55 F5 4

Espressif Systems 126 Release v2.3.0.0-esp32¢3-791-gbe3325688a
Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 3. AT Ay d4E

GATTC A B 55 FF 1k

A .
"ﬂ/?\‘

’AT+BLEGATTCCHAR:<conn_index>,<srv_index>

W
XIS FAE AR R, MR AR :

’+BLEGATTCCHAR:"char",<conn_index>,<srv_index>,<char_index>,<char_uuid>,<char_prop>

XA R, MR :

OK

+BLEGATTCCHAR: "desc", <conn_index>, <srv_index>, <char_index>, <desc_index>, <desc_uuid>

» <conn_index>: Bluetooth LE i£#:%5-, LR : [0,2].
o <srv_index>: fR%F5, WinfTAT+BLEGATTCPRIMSRV=<conn_index> £ if].
* <char_index>: [RFEFHEMRFS, M 1 FFIRIEHY,
e <char_uuid>: AR%4HER UUID,

* <char_prop>: JRE5HFHIENJEME.

o <desc_index>: FHFHIAGTEE .

o <desc_uuid>: JHERH AL UUID,

o [ERHAMS, FFESeET Bluetooth LE jE

il

AT+BLEINIT=1 // fAf: % P 3%

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,1 // ME W — 4 4 AW EHLEE, T index £

3429 AT+BLEGATTCRD: GATTC il 55 FeAit i

GATTC U 55 R B A

e

AT+BLEGATTCRD=<conn_index>, <srv_index>, <char_index>[, <desc_index>]

W

+BLEGATTCRD: <conn_index>, <len>, <value>
OK

Espressif Systems 127 Release v2.3.0.0-esp32c3-791-gbe3325688a

Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 3. AT Ay d4E

» <conn_index>: Bluetooth LE i##:5-, JEH: [0,2].

o <srv_index>: [R5 /75, Wia{TAT+BLEGATTCPRIMSRV=<conn_index> #rif],

o <char_index>: HRSHEHEFS, Win{TAT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif].

* [<desc_index>]: FHEHEIATFF 5 :

o FIE, HH IR

o BANWE, BEHHARFHERIE .

o <len>: HHEKJE.

o <value>: <char_value> {3 <desc_value>,

o <char_value> : [RSEHE(E , FRF A&, 181 TFAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>
B, BIAN, & MRYA +BLEGATTCRD: 0, 1, 0, ml%ﬁéﬁzﬂ%‘kf ML, AN 407,

* <desc_value>:  Jlx % 4§ fE A i?E oMol F oM B o K, B
#TAT+BLEGATTCRD=<conn_index>,<srv_index>,<char_index>,<desc_index> i BY. 7 4n, ¥ W v
"N +BLEGATTCRD: 0, 4, 0123, NIZREFCE 4, NEN “01237,

]
o ffHAMmA, FEIHET Bluetooth LE EH; .
o # BARIRSS AR SCRFEERAE, Wk “ERROR”.

il

AT+BLEINIT=1 // fAf: % P 3%

AT+BLECONN=0,"24:12:5f£:9d:91:98"

AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // REW — 4 @AW LWL R, % index £
/) B, BEBE 3 EMFNE 2 TRENE 1 BHARXER, 4w T:

AT+BLEGATTCRD=0, 3,2, 1

3.430 AT+BLEGATTCWR: GATTC GR 55 FFhFAi

LA

P

Dyt
GATTC 5 iR 55 R s A AT (E

A

’AT+BLEGATTCWR:<conn_index>,<srv_index>,<char_index>[,<desc_index>],<length> ‘

Response:

: |

TP > R AT MERF s DB, SO ETT DU A KR, 28 K kB B8 <Length> HfERT,
TS AR

AR R, R

OK

ZH

e <conn_index>: Bluetooth LE i&3:5-, JER: [0,2].
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o <srv_index>: [[R%/F5, ® _J;L://ﬁ‘AT+BLEGATTCPRIMSRV—<COHH index> B ifi

o <char_index>: E&%tﬁ@{}?y, A] 1547 AT+BLEGATTCCHAR=<conn_index>,<srv_index> Zrif] ,
o [<desc_index>]: FFAEHIASF TS

o HIE, WS HRRRFE

o HARWE, WS HRRHERE.

o <length>: FHEKJE. ZSEAIBYETEE 57 gatts_data.csv H val_max_len SEGENN.

]
o EHAMA, FFE5E T Bluetooth LE # 4§,
o T HPRIRSFHEAR LR S, MR “ERROR”,

il

AT+BLEINIT=1 // fat: & p 3%

AT+BLECONN=0, "24:12:5f:9d:91:98"
AT+BLEGATTCPRIMSRV=0

AT+BLEGATTCCHAR=0,3 // REW — £ @4 W £ WL R, % index £
/Bl B 3 %ER%‘E’J% 4 ERME, EANKEN 6 FHYHEHE, 40T
AT+BLEGATTCWR=0, 3, 4, ,

J) BT Tsn B ERE gﬁﬁ)\ 6 FHHKEH T, w0 "123456", REFH B A

3.4.31 AT+BLESPPCFG: 4ily/i ¥ Bluetooth LE SPP 5%
Ay

yite
251f] Bluetooth LE SPP (Serial Port Profile) 4§

[

AT+BLESPPCFEG?

W i ¢

+BLESPPCFG:<tx_service_index>, <tx_char_index>,<rx_service_index>, <rx_char_index>,
—<auto_conn>
OK

P B o ¥ Bluetooth LE SPP £k

"ﬂ4>

AT+BLESPPCFG=<cfg_enable>[,<tx_service_index>, <tx_char_index>, <rx_service_index>,
—<rx_char_index>] [, <auto_conn>]

W :

OK
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¢ <cfg_enable>:

« 0: HEITA SPP 241, FHSHALHFES;

s IS HHEERS.

o <tx_service_index>: tx fk 4 /¥ B, W iz fFAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? 251 .

o <tx_char_index>: tx flg % 45 1F /¥ 5, W] i f7AT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 751,

o <rx_service_index>: rx fkx % ¥ 5, W 5 {TAT+BLEGATTCPRIMSRV=<conn_index>
FIAT+BLEGATTSSRV? #51).

o <rx_char_index>: rx IR % ¥ {F )¥ 5, W 18 fFAT+BLEGATTCCHAR=<conn_index>,<srv_index>
FIAT+BLEGATTSCHAR? 751,

* <auto_conn>: FEIEAREN, BINFEOLT, BIEEDRR6E.

* 0: 45| Bluetooth LE %% H I EIE LI fE .

* 1: {#ifE Bluetooth LE %1% H #h E=iET 6B .

o X} Bluetooth LE %% i, tx ARSSEFAE BN write with response B{ write without
response, X REFEEHELAE indicate B notify,

* XT Bluetooth LE il 55#%, tx R SSFHEEELAE indicate B notify, rx [RSFHEBEELAZ
write with response 5{ write without response,

s BT HINEEYR)G, WRERN, SIRAWFERE RN (KT AT+SYSMSG), &
BT RIRIERE A S (EREMIIEOL Y, HEWITE, 2 HESIEE, MCU IR B BB Wi,
QAR I MAC KA T oA, WITeik SR M) .

il

AT+BLESPPCFG=0 // # ¥ Bluetooth LE SPP % %
AT+BLESPPCFG=1,3,5,3,7 // % & Bluetooth LE SPP % %
AT+BLESPPCFG? // # i Bluetooth LE SPP % ¥

3.4.32 AT+BLESPP: it A Bluetooth LE SPP i
P4

Yitig:
13 A Bluetooth LE SPP #i5{;

A

AT+BLESPP

Wi i ¢

OK

>

bakm g R AT B4 A Bluetooth LE SPP A5, ] PASEA T4 1) A iR IR -
77 Bluetooth LE SPP JRZS48 % ( X} i64E Bluetooth LE #3327 37 5 K {#TfE Notifications ), NIJ3% [A] :

ERROR
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e

* 1E SPP L, FHRIEAT+SYSMSG Bit0 2y 1, W AT A AR ATR H SPP i B fF 5 .
* £ SPP &, A ARBEAT+SYSMSG Bit2 Jy 1, W AT A LA AT BRES A 5 R
* URGWEIREH +++ U, kbl 2R ay >, i 2% 5B H R4 AT @

4.

il

AT+BLESPP // # N Bluetooth LE SPP # =

3.4.33 AT+BLESECPARAM: #%ify/i% ¥ Bluetooth LE s 5%k
A4

e
7%1fi] Bluetooth LE SMP Jli%5 2%k

.
"Il/?\‘

AT+BLESECPARAM?

W i <

+BLESECPARAM: <auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>, <auth_option>
OK

BEmA

hiig:

% & Bluetooth LE SMP I &% &4}
%

AT+BLESECPARAM=<auth_reqg>, <iocap>, <enc_key_size>,<init_key>, <rsp_key>[, <auth_
—option>]

W

OK

» <auth_req>: AEiEK.
¢ 0: NO_BOND

e 1: BOND

e 4: MITM

* 8: SC_ONLY

* 9: SC_BOND

e 12: SC_MITM

e 13: SC_MITM_BOND

* <iocap>: Hy AHiiHHE ],
* 0: DisplayOnly

 1: DisplayYesNo
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2: KeyboardOnly

3: NolnputNoOutput

* 4: Keyboard display

* <enc_key_size>: MUK E . SEGEH: [7,16]. Bl F7,
<init_key>: > HRH AR AR -

<rsp_key>: Z/> LR ZH B R B 254

<auth_option>: 24\ JE1ET :

0: B3l Z a5

o L QPR TCVAG 2 BIBOE 22550, WaWiTT s,

e

e <init_key> fil <rsp_key> S8 LA A0 :

o Bit0: [T Rt B s EF A [ 5 () i 4 S 4 5

o Bitl: T A2 w b PR 25 410 IRK 254 ;

o Bit2: TR S IR Y 41 CSRK %4 ;

* Bit3: JIF3c 4 i 2 A N %4011 link %545 ({1 F Bluetooth LE F1 BR/EDR JEA7A5 ) .

il

AT+BLESECPARAM=1,4,16,3,3,0 ‘

3.4.34 AT+BLEENC: % jd Bluetooth LE Jjis iR

)E’J

CEL A

i
S WOREEN

O e
iy

’AT+BLEENC:<conn_index>, <sec_act> ‘

Wi i <

[ox |

BH

» <conn_index>: Bluetooth LE #4225, JEH: [0,2].
e <sec_act>:

0: SEC_NONE;

1: SEC_ENCRYPT;

2: SEC_ENCRYPT_NO_MITM;

3: SEC_ENCRYPT_MITM.

Bl

o fENAGOHT, WCRELESH. B SRR,
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il

AT+RESTORE
AT+BLEINIT=2

AT+BLEGATTSSRVCRE

AT+BLEGATTSSRVSTART

AT+BLEADDR?

AT+BLESECPARAM=1,0,16, 3,3

AT+BLESETKEY=123456

AT+BLEADVSTART

// £ Bluetooth LE & app % # client B ESP32-C3 & % # 7 Bluetooth LE # ¥
AT+BLEENC=0, 3

3.4.35 AT+BLEENCRSP: [n]53 %33k 4% 5 e i fic o i 2R
YA

Jyiig:
I 52250 S 1 6 A AL AT RO i 2K

e

’AT+BLEENCRSP=<conn_index>,<accept>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
* <accept>:

o 0: JE4;

o 1z,

Bl

o BRAG AT, AT ATERUAFIER MRS RS

+BLEAUTHCMPL: <conn_index>, <enc_result>

» <conn_index>: Bluetooth LE i£#:5-, JEHl: [0,2].
¢ <enc_result>:

0: I fe Xt ) ;

L: T e 2R

il

AT+BLEENCRSP=0, 1
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3.4.36 AT+BLEKEYREPLY: #5%} 75 45 M5 %%
BE A

Jyiig:
] 52 B} 4

s

’AT+BLEKEYREPLY=<conn_index>,<key>

» <conn_index>: Bluetooth LE i£#:%5-, Ll : [0,2].
o <key>: FLXTEH.

il

AT+BLEKEYREPLY=0, 649784

3.4.37 AT+BLECONFREPLY: #3%}J5 Seac IS fiNas i (fhge B e )

LA

-t

itk
[1] 4 it o) 3% S

s

’AT+BLECONFREPLY:<conn_index>,<confirm>

W i :

» <conn_index>: Bluetooth LE i£#:5-, JEH: [0,2].
¢ <confirm>:
e 0: 1%

e 11 B

il

AT+BLECONFREPLY=0, 1
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3.4.38 AT+BLEENCDEV: #rifyZ€h% Bluetooth LE %8 Be 45 414
Ao A

Yyiig:
A48 E 1 Bluetooth LE N5 #5413

s

AT+BLEENCDEV?

W

+BLEENCDEV:<enc_dev_index>, <mac_address>
OK

B8
 <enc_dev_index>: TP RAMIERES . MSHA—EE T S AT+BLECONN 25 1) Bluetooth

LE 325 F P conn_index %, Jul#l: [0,14].
* <mac_address>: MAC #ihil.

BE]
* ESP-AT iZ AWSIE 15 k. WRIEMBIHEIT 154, IR ER & E SRk

REMF M 0 | 14 SRR E 162 BT (E .

il

AT+BLEENCDEV?

3.4.39 AT+BLEENCCLEAR: {5k Bluetooth LE Jji% 3 #5514

wia s
i
T BRI M B R
s

’ AT+BLEENCCLEAR=<enc_dev_index>

W

’OK

AT 4

i
T B3 2 4 i P i A 5

e
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’AT+BLEENCCLEAR

W

’OK

« <enc_dev_index>: B4} EXSMIERES .

il

AT+BLEENCCLEAR

3.440 AT+BLESETKEY: %% Bluetooth LE &52AsHCkf %540

A a4

itk

’_%_‘i’@ Bluetooth LE ¥ A BN B4, £X%&E, N AT KE -1

LT

’AT+BLESETKEY?

Wi i ¢

+BLESETKEY:<static_key>
OK

[Fautigy

Yriig:
i Bluetooth LE 4% 1% #—4> Bluetooth LE #7525

’AT+BLESETKEY:<static_key>

W i <

|ox

S

* <static_key>: Bluetooth LE FfZSHD X454

2N

AT+BLESETKEY=123456
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3.441 AT+BLEHIDINIT: Bluetooth LE HID Bl #)isit

iy

e
i) Bluetooth LE HID Hsl 1A L1

s

AT+BLEHIDINIT?

L)V
HARYIRE, W AT & A :

+BLEHIDINIT:0
OK

HOAAIE, W AT &

+BLEHIDINIT:1

#1144k, Bluetooth LE HID 13X

A\ .
"ﬂ/?\'

’AT+BLEHIDINIT:<init>

Wi i ¢

’OK

e <init>:

o 0: HUJlY Bluetooth LE HID sl (#T444k ;
« 1: #1144k Bluetooth LE HID #jill .

Bl

« Bluetooth LE HID J&:%: 5 il GATT/GAP iy 4 [a] i i .

il

AT+BLEHIDINIT=1
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3.442 AT+BLEHIDKB: % 3% Bluetooth LE HID &1 5.
wE WA

i
8S SR Y,

s

’AT+BLEHIDKB=<Modifier_keys>,<key_1>,<key_2>,<key_3>,<key_4>,<key_5>,<key_6>

W

’OK

o <Modifier_keys>: Z1 {4,
o <key_1>: HEfLHS 1,
o <key_2>: RS 2,
o <key_3>: HE{UAY 3.
o <key_4>: HLHD 4,
o <key_5>: ffLHS S,
o <key_6>: UG 6,

s
o FLHILH{E B, 2% Universal Serial Bus HID Usage Tables /) Keyboard/Keypad Page 77 .

B ATS-1S 10S UM AE,, BB TR R el MFLAGLE.

il

AT+BLEHIDKB=0,4,0,0,0,0,0 // My NF & & "a"

3443 AT+BLEHIDMUS: %% Bluetooth LE HID [lkif3
B

itk
Kk b E

A\ .
"Il/?\‘

’AT+BLEHIDMUS:<buttons>,<X_displacement>,<Y_displacement>,<wheel>

Wi i :

[ox
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BH

 <buttons>: FbrFici.

+ <X_displacement>: X {i/#%.
» <Y_displacement>: Y %,
o <wheel>: HE#.

s
« L HID [ArE B , i 57% Universal Serial Bus HID Usage Tables [/ Generic Desktop Page {1 Application

Usages &7,
o B4 108 PR H., IR TR B e MFLIAGIE.

il

AT+BLEHIDMUS=0,10,10,0

3.4.44 AT+BLEHIDCONSUMER: % 1% Bluetooth LE HID consumer {5 5\

)E’J

CEL A

Tytig:
%1% consumer 15 &,

Py -
“ﬂ4>‘

’AT+BLEHIDCONSUMER:<consumer_usage_id>

W i <

[ox

BH

» <consumer_usage_id>: consumer ID, [l power. reset. help. volume %, /71 2% HID Usage Tables
for Universal Serial Bus (USB) Hf#) Consumer Page (0x0C) Y.

Bl
o BAEIArST 108 UM ACH., IR T E e i MFLIAGIE.

il

AT+BLEHIDCONSUMER=233 /) BB EE
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3.4.45 AT+BLUFI: Jf)53ok A BluFi
iy

i
i) BluFi ARZS

s

AT+BLUFI?

L)V
7 BluFi RIT/H, Mk [H:

+BLUFI:0

OK

# BIUFi CIFR, WGEM:

+BLUFI:1

T ECK ] BluFi

’ AT+BLUFI=<option>[,<auth floor>]

] oz <

[ox

BH

e <option>:
— 0: X[1] BluFi;
— 1: )3 BluFi,
* <auth floor>: Wi-Fi J\IFA I, ESP-AT N2 42 BB AL T S {E ) AP:
— 0: OPEN (2kiL);
WEP;
: WPA_PSK;
: WPA2_PSK;
: WPA_WPA2_PSK;
: WPA2_ENTERPRISE;
: WPA3_PSK;
: WPA2_WPA3_PSK.,

|
NN kR W =

il
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AT+BLUFI=1

3.4.46 AT+BLUFINAME: #if)/i% BluFi %485 %/
R

hfik:
rif] BluFi 44 K

Py
A

AT+BLUFINAME?

Wi 3% ¢

+BLUFINAME: <device_name>
OK

By

N

R

&

i
UCE BluFi #4544 5

’AT+BLUFINAME:<device_name>

W i :

[ox

BH

o <device_name>: BluFi %454 F5.

e

* N B E BWFL B4 4 K, 3 EaB AT AT+BLUFI=1 fiy 4 B BB, 75 UK 6 1 BRA 24 R
BLUFI_DEVICE,

* BluFi S A AR KK EZ N 26 75,

* Blufi APP ] DATER I RTRE R 2K

il

AT+BLUFINAME="BLUFI_DEV"
AT+BLUFINAME?
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3.447 AT+BLUFISEND: % 3% BluFi ]y (@ SCEcis
BeE WA

i

Hci% BluFi ] 77 H & B4 F Wl

iy

’AT+BLUFISEND:<length> ‘

Response:

: |

Fig > FOR AT RPN 8, BEIPET DS AR, 2 8i KA EI 240 <length> [H{ERT,
IR ElEs TEICIR

BRI, R -

OK

o2
o <length>: HdEKE, Bl FA5.
B
o HE CBIRK AR RER T 600 7T,
o W ESP YL B FHLA KM P A E X8, IBA2PA +BLUFIDATA: <len>, <data> #%zFT Hl,

il

AT+BLUFISEND=4
/)FT S RERE, RN 4 FEHBERT, 1234, RERFELMEFTRESL FAN

3.448 AT+BLEPERIODICDATA: i Bluetooth LE 5011k ) ¥ &

BH

* <periodic_data>: VL) #R 0, S 16 BEHIFRE . G0, A REECE AR “Ox11 0x22 0x33
0x44 0x55”, Nfy4A AT+BLEPERIODICDATA="1122334455",
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il

AT+BLEINIT=2
AT+BLEPERIODICDATA="1122334455"

3.449 AT+BLEPERIODICSTART: JI )3 )5 01k &
PaT@ A

yie:
FEIE R 5

D e
"ﬂ4>-

’AT+BLEPERIODICSTART

W] 2

’OK

Bl

CAE JF MR M W M )T W 2 R, R OE Sk IF R ¥R T,

ADV_TYPE_EXT _NOSCANNABLE_IND,

il

PR )T i KM

AT+BLEINIT=2

AT+BLEPERIODICDATA="1122334455" // ¥ B A # M & %k &
AT+BLEADVPARAM=32,32,5,0,7,0 // B E§ B 45 %
AT+BLEADVSTART // F BV B #

AT+BLEPERIODICSTART // F B A iM% S #

3.4.50 AT+BLEPERIODICSTOP: 2 |- i) % ) 25
PArin A

itig:
15 E AR 4k

fir 4

’AT+BLEPERIODICSTOP

] 7 2

’OK

il

’ATJrBLEPERIODICSTOP // fE ok BB
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3.4.51 AT+BLESYNCSTART: J 3125 50k ) 4%
wE WA

Yitig:
SIELEAAT R B R & R

xS

AT+BLESYNCSTART=<target_address>

] 7 2

+BLESYNC: <addr>, <rssi>, <periodic_adv_data>
OK

B
o <addr>: ek

o <rssi>: [EEIRE

+ <periodic_adv_data>: J&I1:) 154

Bl
o AETTIREIINES $E 2 2 00, F5 2R FF Bluetooth LE il ShBEFFEEEAT -

il

AT+BLEINIT=1
AT+BLESCAN=1 // FF 4 H
AT+BLESYNCSTART="24:0a:c4:09:34:23" // FH AW & HF

3.4.52 AT+BLESYNCSTOP: {5 |- 5101k ) #& k) 2B
AT %

yiig:
5 1 B R R A T RE

D e
A

’AT+BLESYNCSTOP

Ty b7 <

[ox

B
o QERZEFF BLE S IRE M, AR A AL #E ) P S e th i B s ok .
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il

AT+BLEINIT=1

AT+BLESCAN=1
AT+BLESYNCSTART="24:0a:c4:09:34:23"
AT+BLESYNCSTOP

3.4.53 AT+BLEREADPHY: % if) % i 43 Al ity PHY

BeE WA

Yitig:
PR iR A ) PHY .

A

AT+BLEREADPHY=<conn_index>

] o7 2
QR ), R

+BLEREADPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERARNG, R[]

+BLEREADPHY : -1
OK

o <device_addr>: ¥ it a5t
e <tx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

e <rx_phy>:

e 1: IMPHY.

e 2: 2M PHY.

¢ 3: Coded PHY.

il

AT+BLEINIT=1
AT+BLECONN=0, "24:0a:c4:09:34:23"
AT+BLEREADPHY=0 // % # % ® % # # PHY

3.4.54 AT+BLESETPHY: & M iidEE:n PHY
YA

yiig:
BEE M HI AR PHY .

Espressif Systems 145

Release v2.3.0.0-esp32¢3-791-gbe3325688a

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 3. AT Ay d4E

A

AT+BLESETPHY=<conn_index>, <tx_rx_phy>

] o7 2
QR ), R W

+BLESETPHY : <device_addr>, <tx_phy>, <rx_phy>
OK

WERA RN, R[]

+BLESETPHY: -1
OK

o <device_addr>: Xiuisss il
e <tx_rx_phy>:

1: IMPHY

2: 2M PHY

¢ 3: Coded PHY

2y

AT+BLEINIT=1 // # f: K p %
AT+BLECONN=0,"24:0a:c4:09:34:23"
AT+BLEREADPHY=0

3.5 MOQTT AT &4k

N

o AT+MQTTUSERCFG: %' MQTT H FE

o AT+MQTTLONGCLIENTID: %'& MQTT & Fif ID

o AT+MQTTLONGUSERNAME: & MQTT &t ] F7 44
o AT+MQTTLONGPASSWORD: & MQTT %[ %

o AT+MQTTCONNCFG: ¥ MQTT #4328 14

o AT+MQTTALPN: % E MQTT N 27 (ALPN)
o AT+MOQTTSNI: %8 MQTT I} 5#e44 5457~k (SNI)

o AT+MQTTCONN: %E4% MQTT Broker

* AT+MQTTPUB: J)1i MQTT j{ & (FFFH)

o AT+MQTTPUBRAW : %7 MQTT ji4 &,

o AT+MQTTSUB: 1] % MQTT Topic

o AT+MQTTUNSUB: E¥437 5% MQTT Topic

o AT+MOQOTTCLEAN: WiFf MQTT %4

o MOQTT AT %%i%

o MOQTT AT i%,8H
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351 e

WY BOAR AT &SRR 00 NI AT frd. WAREORTE 2 ESP32-C3 324 MQTT A4, 1 H
1747 ESP-AT 142, (e TP TE TAR RS

e 28] Component config->AT ->AT MQTT command support

3.52 AT+MQTTUSERCFG: ¥ MQTT Hl y)gmtk

LB AL A
WA

Dy
BB MQTT J @tk

A\ .
“Il/?\‘

AT+MQTTUSERCFG=<LinkID>, <scheme>, <"client_id">,<"username">, <"password">, <cert_key_
—ID>,<CA_ID>,<"path">

W

OK

o <LinkID>: 477 % #% link ID 0,
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS (AKEEIETS) 5
: MQTT over TLS (#:56; server IE5) ;
: MQTT over TLS ($#24iE client §IE 45 ) ;
: MQTT over TLS (#:54: server 3IF 7 HA2AE client IE5) ;
: MQTT over WebSocket (3T TCP);
: MQTT over WebSocket Secure (3T TLS, AKIIETS);
: MQTT over WebSocket Secure (T TLS, ®:I server IE));
— 9: MQTT over WebSocket Secure (ET TLS, #ik client IE45);
— 10: MQTT over WebSocket Secure (ET TLS, ®5& server IF-7f HE2E client JEf).
o <client_id>: MQTT % /i ID, F K E: 256 %75,
o <username>: JJF'4, JIT %l MQTT broker, KK : 64 %7,
o <password>: 1, T MQTT broker, fHAKE: 64 %7,
o <cert_key_ID>: {35 ID, HpujESP-AT {3 #—%& cert ik, S%0H 0.
« <CA_ID>: CAID, HHul ESP-AT {{i5—%& CAF, &%0Hh 0.
o <path>: FEJEPKAS, HRKAE: 32 F7.

I
0O L AW

B

o B AT a0 K BN REE T 256 75,

o QIR <scheme> itE N 3. 5. 8. 10, B TKIRARSARIUEBA R, 57EKEAT+MQOTTCONN fiy
A HIff R ESP32-C3 CAREUE Y FiS ] (AT PAKIRAT+CIPSNTPCFG fin % R Bl SNTP, FKHY
BT, %3EAT+CIPSNTPTIME? £y 22514 24 i AHE] . )
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3.5.3 AT+MQTTLONGCLIENTID: %% MQTT % )13 ID
wE WA

i
E MQTT % )i ID

s

AT+MQTTLONGCLIENTID=<LinkID>, <length>

L)V

OK

>

iRm R RN AT SR I H2I MQTT % i ID, BB 50T AR AR P 1D, 24 AT 20503 1% 7 i
ID KJFiAH| <length> J5, &H:

OK

B

e <LinkID>: 4§i{{ % $¥# link ID 0,
« <length>: MQTT % /i ID K. JE[E: [1,1024].

(|
* AT+MQTTUSERCFG fiy -t n] DA MQTT %73 1D, — 35 2 [ 2 51 44 -
— AT+MQTTLONGCLIENTID 4 7] DA 5K ¥ B A A K 9% P ID, RS AT+MQTTUSERCFG

AR Z IR
— AE B AT+MQTTUSERCFG J& Fififi il AT+ MOTTLONGCLIENTID.,

3.54 AT+MQTTLONGUSERNAME: ¥ MQTT %k 1 #4
BEEm A

itk
B MQTT 44

AT+MQTTLONGUSERNAME=<LinkID>, <length>

W i <

OK

>

FaRma FoR AT EHERAFHIC MQTT 4, BUI T A A MQTT I J'44, 24 AT #2429 MQTT
M PZRKERS| <length> J5, &[Hl:

OK
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BH

o <LinkID>: 437/ 3% link ID 0,
» <length>: MQTT H "4 KE., JLHE: [1,1024].

B

* AT+MQTTUSERCFG fiy WAl ABCE MQTT 4%, —FHZ AR 225 65 :
— AT+MQTTLONGUSERNAME iy 4 7] DA SR BB I K 1 P44, R AT+MQTTUSERCFG fiy
CHIREZIR.
— WAESCEAT+MQOTTUSERCFG J5 i il AT+ MQTTLONGUSERNAME

3.5.5 AT+MQTTLONGPASSWORD: ¥ MQTT %kl #h%

WHE MQTT %75

AT+MQTTLONGPASSWORD=<LinkID>, <length>

W

OK

>

R AT DB MQTT %75, MEHTSTT DA A MQTT 8673, 24 AT SIS MQTT %7
KHEAE] <length> Jg, &I

OK

o <LinkID>: 47i{¢ 3} link ID 0,
« <length>: MQTT %R K.Ji, J5fE: [1,1024],

st

* AT+MQTTUSERCFG fin %] DA E MQTT %51, 35 2 [Al 0 25 40 4 :
— AT+MQTTLONGPASSWORD W] DA F R BAHRT R K %S, R AT+MQTTUSERCFG fin W
JEZRR
- ET{&LEAT+MQTTUSERCFG J& P F§ AT+ MQTTLONGPASSWORD

3.5.6 AT+MQTTCONNCFG: ¥ MQTT Z4%)m 1k

%!“D &3

L MQTT Jeb it

[
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AT+MQTTCONNCFG=<LinkID>, <keepalive>, <disable_clean_session>,<"lwt_topic">,<"lwt_msg
">, <lwt_gos>, <lwt_retain>

W i <

OK

e <LinkID>: 43i{7 %45 link ID 0,
« <keepalive>: MQTT ping #BIFHFE], B #b. JER: [0,7200]. BRIA(E: O, %}ﬁ'ﬁ?‘ﬁjﬂ(j@ 120 Fb,
« <disable_clean_session>: 14 & MQTT }EH & iEFRE, ﬁﬁéﬁ%éﬁwﬁizh BiE 5% MQTT 3.1.1
MY Y Clean Session 2577 o
- O0: ffifRiE B 15
- 1 B E
o <Iwt_topic>: j5ilE topic, FAKJE: 128 37
o <Iwt_msg>: %8 message, HAKJE: 128 F35.
o <Iwt_qos>: i#illE QoS, ZH(m[i% 0. 1. 2, BRiME: 0.
o <Iwt_retain>: i5Ug retain, ZEn[E 08 1, BHAME: 0.

3.5.7 AT+MQTTALPN: &% MQTT A2 (ALPN)

<LinkID>: 4§i{¢ 374 link ID O,
* <alpn_counts>: <” alpn” > S0 M. JiEl: [0,5].
~ 0: ¥4 MQTT ALPN it %
— [1,5]: %% MQTT ALPN [il &
o <”alpn” >: FLFERESH, FIR ClientHello H1[¥) ALPN, HI Rl PAKIAZ A~ ALPN BB RS 45

e

o B AT a2 K EERN/INT 256 “FAT
o HAG7E MQTT £F TLS 5§ WSS B}, MQTT ALPN Bt A4 2440,
F_\ZT{?&EAT+MQTTUSERCFG J& 4 | AT+ MQOTTALPN ,

il
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AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8, "ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTALPN=0, 2, "mgtt-ca.cn", "mgtt-ca.us"
AT+MQTTCONN=0,"192.168.200.2",8883,1

3.5.8 AT+MQTTSNI: % MQTT R4 2 #4Fd5m: (SNI)

IR
e
B MQTT s 244 Fctir: (SNI)
s

AT+MQTTSNI=<LinkID>, <"sni'">

Wi % ¢

OK

S

e <LinkID>: 4Hi{{ % $¥F link ID 0,
o <” sni” >: MQTT fR5528 2 FREnm . FE0T PATE ClientHello HRFH & 2% I iR 5545 -

Bl

o BIR AT iy S KRR/ 256 75
« JUA7E MQTT B4F TLS 5 WSS i}, MQTT SNI 7 BeA 4%
o AEBREAT+MQOTTUSERCFG J5 54 )| AT+MQTTSNI ,

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"

AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com", "ntp2.aliyun.com"
AT+MQTTUSERCFG=0,5, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTSNI=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com"
AT+MQTTCONN=0, "my_specific_prefix.iot.my_aws_region.amazonaws.com",8883,1

3.59 AT+MQTTCONN: #%4$: MQTT Broker
A ity 4

itk
Zrif] ESP32-C3 1% 45 E.i%: 4% 1% MQTT broker

A .
"ﬂ/?\'

AT+MQTTCONN?
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Wi 3% ¢

+MQTTCONN:<LinkID>, <state>, <scheme><"host">, <port>, <"path">, <reconnect>
OK

SLEEL A A
BEmA

Dyiie:
i#42 MQTT Broker

"Il/?\°

’ AT+MQTTCONN=<LinkID>, <"host">, <port>, <reconnect>

Wi i <

[ox

o <LinkID>: 47i{{ 3 #F link ID 0.
e <host>: MQTT broker 1844, KK E: 128 F37,
o <port>: MQTT broker 551, A : 65535,
 <path>: BEJptAT, mORKEE: 32 5475,
e <reconnect>:
- 0: MQTT A HZhE . W MQTT @7 4% fi K, W JG A FR-UA FH AS i B S 7422
BHRBIKIEAT+MOTTCLEAN=0 finE G E, HEHRCESE, HEL g,
- 1: MQTT HBEIE, XHFERZHNARE.
o <state>: MQTTJRZES:
- 0: MQTT RHJhafL
- 1: B BEAT+MQTTUSERCFG;
: BB AT+ MQTTCONNCFG;
D IERC W
D DR
c B, HARITH topic;
- 6: CER:, C©ATPH topic.
¢ <scheme>:
— 1: MQTT over TCP;
: MQTT over TLS

I
B W N

2 (RHHIE ) 5
3: MQTT over TLS (#¢5; server IET5) ;
4: MQTT over TLS (#4it client jiF) ;
5: MQTT over TLS (#:5; server iIE 5 HiRAE client iET ) ;
— 6: MQTT over WebSocket (3T TCP);
7: MQTT over WebSocket Secure (J:T TLS, AKIEHET);
8: MQTT over WebSocket Secure (3T TLS, L server yET5);
9: MQTT over WebSocket Secure (3T TLS, 3¢t client JEF3);
10: MQTT over WebSocket Secure (H:T TLS, 5 server §iE F57 HAZE client IE45) .

3510 AT+MQTTPUB: %fi MQTT {55 (4FH)

>

H

N

R

&

i

i topic &1 MQTT PR i E. . QR EAMmH BN EIE B L , CE&BL T HEA AT FESMKE
B{E 256 F37, AT+ MQTTPUBRAW 54,
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[

’AT+MQTTPUB:<LinkID>,<"topic">,<“data">,<qos>,<retain>

Wi 3% ¢

[ox

e <LinkID>: 4Hi{{ % $¥F link ID 0,

» <topic>: MQTT topic, fFxRKE: 128 Fi7.

o <data>: MQTT FZ&FHEHE.

* <qos>: KTHIHEM QoS, ZHF# 0. 1. 52, ERIAH: 0.

e <retain>: &1 retain,

o B AT ap SRR AR 256 717,
o A ANREAIERE \0, FiThEARIREE, W AT+ MOTTPUBRAW fir %

il

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+MQTTUSERCFG=0,1, "ESP32-C3", "espressif","1234567890",0,0,""
AT+MQTTCONN=0,"192.168.10.234",1883,0

AT+MQTTPUB=0, "topic", "\"{\"tlmestamp\":\"20201121085253\"}\"",0,0 //

SRBRHOE, FERHATFRESFER X,

3.511 AT+MQTTPUBRAW: KAl MQTT i,

YL
23

Eﬁ
5

f topic AT K MQTT Ji Bl WRGEAA N BB EANE D, ART A AT 1501 KIE
, WATPAGE HJAT+MOQTTPUB 5%

==
0 HE R

BIfH 256

AT+MQTTPUBRAW=<LinkID>, <"topic">,<length>, <qos>, <retain>

] oz <

OK
>

P > Fn AT HERRFECR D8, SO 0T DA AR, 4 8s KA 280 <length> MYEIT,

Bt
At sy, W AT iR :

+MQTTPUB : OK

AR, W AT 3R [H] -
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+MQTTPUB:FAIL

e <LinkID>: 4Hi{{ % $¥F link ID 0,

e <topic>: MQTT topic, FxRKKE: 128 Fi7.

* <length>: MQTT J§ K, N[ ESP32-C3 4511 e KK B2 A2 2w I H PAERIBR ] .
* <qos>: RIHEN QoS, Sk 0. 1. 52, BAAH: 0.

e <retain>: J7f retain,

3.5.12 AT+MQTTSUB: iJ[g MQTT Topic
iy

i
i E 1T FAY topic

AT+MQTTSUB?

W )i *

+MQTTSUB:<LinkID>, <state>, <"topicl">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic2">, <gos>
+MQTTSUB:<LinkID>, <state>, <"topic3">, <qos>

OK

T4 E MQTT topic IF5E QoS, SIHFITFJZ 1 topic

A\ .
"Il/?\‘

’ AT+MQTTSUB=<LinkID>,<"topic">, <gos>

Wi i :

’OK

2 AT 2 2T Y topic 1) MQTT R, & [u]:

’+MQTTSUBRECV:<LinkID>,<"topic">,<data_length>,data

A BT % topic, N [A]:

’ALREADY SUBSCRIBE

S

e <LinkID>: 472 3745 link ID 0,
o <state>: MQTT JR7ES:
- 0: MQTT KWI4H1k;

Espressif Systems 154 Release v2.3.0.0-esp32c3-791-gbe3325688a
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 3. AT Ay d4E

1: BB AT+ MQOTTUSERCFG;
2: BB AT+MQOTTCONNCFG;
30 R C W
4: BRI
5 CifERE, {HAKIITH topic;
- 6: iR, TiTH MQTT topic.
* <topic>: V][ topic.
e <qos>: ][ QoS.

3.513 AT+MQTTUNSUB: il MQTT Topic

)E’J

CEL A

Lyt :

F P U 1T B topic, AT U MIAR A4S, PABGH T AN H] Y topic,

’AT+MQTTUNSUB:<LinkID>,<"topic">

W i ¢

[ox

ARV g% topic, Mk [E] -

NO UNSUBSCRIBE

OK

S

e <LinkID>: 4Hi{Y % $F link ID 0,

o <topic>: MQTT topic, F KK : 128 Fi7.
3.5.14 AT+MQTTCLEAN: WiJF MQTT %42
wEmA

itk
Wi MQTT #:4%, BRI .

’AT+MQTTCLEAN:<LinkID>

W i <

[ox

S

e <LinkID>: 47i{¢ 3745 link ID 0.
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3.515 MOQTT AT &%y

MQTT 424 L ERR CODE: 0x<%08x> JELF] HI.

SEIRER $EIRAD
AT_MQTT_NO_CONFIGURED 0x6001
AT_MQTT_NOT_IN_CONFIGURED_STATE 0x6002
AT_MQTT_UNINITIATED_OR_ALREADY_CLEAN 0x6003
AT_MQTT_ALREADY_CONNECTED 0x6004
AT_MQTT_MALLOC_FAILED 0x6005
AT_MQTT_NULL_LINK 0x6006
AT_MQTT_NULL_PARAMTER 0x6007
AT_MQTT_PARAMETER_COUNTS_IS_WRONG 0x6008
AT_MQTT_TLS_CONFIG_ERROR 0x6009
AT_MQTT_PARAM_PREPARE_ERROR 0x600A
AT_MQTT_CLIENT_START_FAILED 0x600B
AT_MQTT_CLIENT_PUBLISH_FAILED 0x600C
AT_MQTT_CLIENT_SUBSCRIBE_FAILED 0x600D
AT_MQTT_CLIENT_UNSUBSCRIBE_FAILED 0x600E
AT_MQTT_CLIENT_DISCONNECT_FAILED 0x600F
AT_MQTT_LINK_ID_READ_FAILED 0x6010
AT_MQTT_LINK_ID_VALUE_IS_WRONG 0x6011
AT_MQTT_SCHEME_READ_FAILED 0x6012
AT_MQTT_SCHEME_VALUE_IS_WRONG 0x6013
AT_MQTT_CLIENT_ID_READ_FAILED 0x6014
AT_MQTT_CLIENT_ID_IS_NULL 0x6015
AT_MQTT_CLIENT_ID_IS_OVERLENGTH 0x6016
AT_MQTT_USERNAME_READ_FAILED 0x6017
AT_MQTT_USERNAME_IS_NULL 0x6018
AT_MQTT_USERNAME_IS_OVERLENGTH 0x6019
AT_MQTT_PASSWORD_READ_FAILED 0x601A
AT_MQTT_PASSWORD_IS_NULL 0x601B
AT_MQTT_PASSWORD_IS_OVERLENGTH 0x601C
AT_MQTT_CERT_KEY_ID_READ_FAILED 0x601D
AT_MQTT_CERT _KEY_ID_VALUE_IS_WRONG 0x601E
AT_MQTT_CA_ID_READ_FAILED 0x601F
AT_MQTT_CA_ID_VALUE_IS_WRONG 0x6020
AT_MQTT_CA_LENGTH_ERROR 0x6021
AT_MQTT_CA_READ_FAILED 0x6022
AT_MQTT_CERT_LENGTH_ERROR 0x6023
AT_MQTT_CERT_READ_FAILED 0x6024
AT_MQTT_KEY_LENGTH_ERROR 0x6025
AT_MQTT_KEY_READ_FAILED 0x6026
AT_MQTT_PATH_READ_FAILED 0x6027
AT_MQTT_PATH_IS_NULL 0x6028
AT_MQTT_PATH_IS_OVERLENGTH 0x6029
AT_MQTT_VERSION_READ_FAILED 0x602A
AT_MQTT_KEEPALIVE_READ_FAILED 0x602B
AT_MQTT_KEEPALIVE_IS_NULL 0x602C
AT_MQTT_KEEPALIVE_VALUE_IS_WRONG 0x602D
AT_MQTT_DISABLE_CLEAN_SESSION_READ_FAILED 0x602E
AT_MQTT_DISABLE_CLEAN_SESSION_VALUE_IS_WRONG 0x602F
AT_MQTT_LWT_TOPIC_READ_FAILED 0x6030
AT_MQTT_LWT_TOPIC_IS_NULL 0x6031
AT_MQTT_LWT_TOPIC_IS_OVERLENGTH 0x6032
Todkst
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x2-4tm
EIRER $EIRAD
AT_MQTT_LWT_MSG_READ_FAILED 0x6033
AT_MQTT_LWT_MSG_IS_NULL 0x6034
AT_MQTT_LWT_MSG_IS_OVERLENGTH 0x6035
AT_MQTT_LWT_QOS_READ_FAILED 0x6036
AT_MQTT_LWT_QOS_VALUE_IS_WRONG 0x6037
AT_MQTT_LWT_RETAIN_READ_FAILED 0x6038
AT_MQTT_LWT_RETAIN_VALUE_IS_WRONG 0x6039
AT_MQTT_HOST_READ_FAILED 0x603A
AT_MQTT_HOST_IS_NULL 0x603B
AT_MQTT_HOST_IS_OVERLENGTH 0x603C
AT_MQTT_PORT_READ_FAILED 0x603D
AT_MQTT_PORT_VALUE_IS_WRONG 0x603E
AT_MQTT_RECONNECT_READ_FAILED 0x603F
AT_MQTT_RECONNECT_VALUE_IS_WRONG 0x6040
AT_MQTT_TOPIC_READ_FAILED 0x6041
AT_MQTT_TOPIC_IS_NULL 0x6042
AT_MQTT_TOPIC_IS_OVERLENGTH 0x6043
AT_MQTT_DATA_READ_FAILED 0x6044
AT_MQTT_DATA_IS_NULL 0x6045
AT_MQTT_DATA_IS_OVERLENGTH 0x6046
AT_MQTT_QOS_READ_FAILED 0x6047
AT_MQTT_QOS_VALUE_IS_WRONG 0x6048
AT_MQTT_RETAIN_READ_FAILED 0x6049
AT_MQTT_RETAIN_VALUE_IS_WRONG 0x604A
AT_MQTT_PUBLISH_LENGTH_READ_FAILED 0x604B
AT_MQTT_PUBLISH_LENGTH_VALUE_IS_WRONG 0x604C
AT_MQTT_RECV_LENGTH_IS_WRONG 0x604D
AT_MQTT_CREATE_SEMA_FAILED 0x604E
AT_MQTT_CREATE_EVENT_GROUP_FAILED 0x604F
AT_MQTT_URI_PARSE_FAILED 0x6050
AT_MQTT_IN_DISCONNECTED_STATE 0x6051
AT_MQTT_HOSTNAME_VERIFY_FAILED 0x6052

3.516 MQTT AT 5]

3.6

— KL, AT MQTT @iy #R27E 10 #R NI LY, {HAT+MQTTCONN 4 Fob. Flan, anfihasAa
e, fy&AT+MQOTTPUB 445 10 BRI L., {HAT+MQTTCONN fis A5 M B AR BL R
Tl e TR 2L 2 I ] R EAA 5.

QIIRAT+MQOTTCONN 25T TLS ¥4z, A4 AL ny i i E] A 10 #0, D) g o s el i) 2 A g T
B LR AR K.

2 MQTT #HZW R, 2428/R +MQTTDISCONNECTED : <LinkID> J§ &, .

4 MQTT E#:# B, &3 /8 +MOQTTCONNECTED : <LinkID>, <scheme>, <"host">, port,
<"path">,<reconnect> JHE .

HTTP AT 44k

A

AT+HTTPCLIENT : % 3% HTTP % i sk
AT+HTTPGETSIZE : #H{ HTTP % iE K /N
AT+HTTPCGET : #:H{ HTTP %5
AT+HTTPCPOST : Post 452 K FEly HTTP ¥k
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3.6.1

AT+HTTPCPUT: Put $%5€ K ) HTTP ¥
AT+HTTPURLCFG: % /4K ¥y HTTP URL
AT+HTTPCHEAD: ¥%'E/45iH) HTTP %3k 3k
HTTP AT #4i% 74

T4

ﬁé’ﬁn

: BN AT B SRR R AT i, IR AR 32 ESP32-C3 ¢ #F HTTP W4, i H
ESP-AT T 42, {E55 TP E T A Bk Pk

2% Component config->AT->AT http command support

3.6.2 AT+HTTPCLIENT: %1% HTTP % yaisidR

Pi

B
&

=’>

Né?

AT+HTTPCLIENT=<opt>, <content-type>, <"url">, [<"host">], [<"path">], <transport_type>[,
—<"data">][,<"http_reg header">][,<"http_reqg_header">][...]

W
+HTTPCLIENT:<size>, <data>
OK
ZH
o <opt>: HTTP & imifRhvE:
- 1: HEAD
- 2: GET
- 3: POST
- 4: PUT
- 5: DELETE
* <content-type>: & FUiiiiE sk A Al :
- 0: application/x-www—form-urlencoded
— 1: application/json
- 2: multipart/form-data
- 3: text/xml
* <” url” >: HTTP URL, YHJ5Hi[) <host> I <path> ZECHZH), RS HANBHEXW NS
.
e <” host” >: I8 IP Hidik.
e <” path” >: HTTP {4z,
* <transport_type>: HTTP & FumfG 2L, ERIMER 1:
— 1: HTTP_TRANSPORT_OVER_TCP
— 2. HTTP_TRANSPORT_OVER_SSL
* <” data” >: ¥ <opt> @ POST i K}, ASHC N KiEL HTTP R 55450 8HE. 4 <opt> A2
POST i3k i, XPMSHAFE (Wite, AHREMmAESKREREXNSEH) .
e < http_req_header” >: 1] % i%kZ MG RLAIRE LS.
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e

o WARALE URL A8 i S KBS T 256 277, 15 e FHAT+HTTPURLCFG fip % Fillic & URL,
RGN <"url"> ZHFERER "".

o W url ZHCRRES, HTTP K © 20 host S50 path S8 WA url S504
WS EAFER S, HTTP & i host SR path Z%4.

o BEEETU A B I BRAAR SR HTTP % Frimdin 4 (FERE 1 WWESP-AT B+ 2 5%) , (@l 5d i DA
THAMFHE T FiZmS: . /build.py menuconfig > Component config > AT > AT http
command support, RFHIFIH (FEFIE WA mIF ESP-AT T42).,

o ZIGSASCRE URL FEE ], TEIRBUEI R 55 4R [l (AR A5 301 GRAEE @ 1)) 80 302 (e
HEN) A2 BRI URL Motk SnT DA A 528 T BLRICE 7 M) i S5 B URL, SR )58
%AV E .

o WAL <"data"> SHIWEE KK T 256 T, W AT+HTTPCPOST A4«

o TREE L HTTP 53Rk, 5 [JAT+HTTPCHEAD 5% .

il

// HEAD # 3k
AT+HTTPCLIENT=1,0, "http://httpbin.org/get", "httpbin.org", "/get", 1

// GET ¥ k
AT+HTTPCLIENT=2,0, "http://httpbin.org/get", "httpbin.org", "/get", 1

// POST & k
AT+HTTPCLIENT=3,0, "http://httpbin.org/post", "httpbin.org", "/post", 1, "fieldl=valuelé&
—field2=value2"

3.6.3 AT+HTTPGETSIZE: 3 HTTP $EJ5 K/

)E’J

CHL A

A

AT+HTTPGETSIZE=<"url">[,<tx size>][,<rx size>][,<timeout>]

Wi 3% ¢

+HTTPGETSIZE:<size>

OK

e <” url” >: HTTP URL,

o <txsize>: HTTP KEZEAE /N BN 5. BRIAE: 2048, FiFl: [0,10240],
o <rxsize>: HTTP UL ZEAF /N, A 0. BRIAE: 2048, JEFE: [0,10240],
o <timeout>: RJZEHEM. BAf7: ZFP. BRIAE: 5000, JEFE: [0,180000].

o <size>: HTTP &FE /N,

Bl

* WRAE URL (RS ar S I K L T 256 547, 355G MIAT+HTTPURLCFG fis - Hilid & URL,
RIGAAT I <"url"> ZHHLBER "
o AREAEECE HTTP 3Kk, AT+ HTTPCHEAD iy &V & .
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il

AT+HTTPGETSIZE="http://www.baidu.com/img/bdlogo.gif"

3.64 AT+HTTPCGET: 3Kl HTTP ¥iji

v

H

N

R

¥

A

=

AT+HTTPCGET=<"url">[,<tx size>][,<rx size>][,<timeout>]

W i <

+HTTPCGET:<size>, <data>
OK

S
e <” url” >: HTTP URL.
o <txsize>: HTTP KiEE(EH/N. Bl 9. BRMA: 2048, JEE: [0,10240],

o <rxsize>: HTTP A7 h/N. BT F2345. BRIAME: 2048, 5 : [0,10240].
o <timeout>: [W#5HEIF. i 2Fb, BRIME: 5000, FEHE: [0,180000].

|
 WRAE URL (R SR ar S I K L T 256 547, I 5EMAT+HTTPURLCFG fis % Hilid & URL,

SRIEA A S ) <"url"> SR TEHEN .
WG HTTP iRk, AT+ HTTPCHEAD iy 4.

3.6.5 AT+HTTPCPOST: Post {55 K5 HTTP %

B WA

[

AT+HTTPCPOST=<"url">,<length>[,<http_reqg header_cnt>][,<http_req_header>..<http_
—reqg_header>]

Wi i ¢

OK

>

Fi5 > Fn AT HERSFHCR 8, U T DA AR, 488 KA FI S8 <length> Y(ET,
fefITaR .

Ay, MR :

’SEND OK

A AR, MR ] :

’SEND FAIL
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BH

e <” url” >: HTTP URL.,

* <length>: 7§ POST 1) HTTP (¥ . fe KK ESET R G0 40 Be A e 25 0] /.
» <http_req_header_cnt>: <http_req_header> ZEHIE = .

s [<http_req_header>]: HTTP iRk, W] KikEZAERLAIR S5
Lz
o G E URL RSk an S K BERE IS T 256 777, i 56 AT+ HTTPURLCFG A4 Tl it # URL,

9)(}:Z'KDD/7\EB/] <"url"> ;’%ﬁ %uﬁjj nn
o ZMA ) content-type BRAZETLY appllcation/x o formour lencoded.

o RGBT HTTP 5Kk, AT+ HTTPCHEAD iy 538 .

3.6.6 AT+HTTPCPUT: Put 53 K HTTP B

WA

RF

A

AT+HTTPCPUT=<"url">,<length>[,<http_req header_cnt>] [, <http_reqg _header>..<http_req_
—header>]

W

OK

>

T > F5 AT HER B DR, AT DU A, 480 K R8I B4 <Length> MR,
1%%]%111:0

AL, R

’ SEND OK

At AR, R[]

’ SEND FAIL

e <” url” >: HTTP URL,

¢ <length>: 75 Put () HTTP F . S KK ST RG] A B HEZS (B /.
» <http_req_header_cnt>: <http_req header> ZE%E .

* [<http_req_header>]: HTTP i#i>k3k. W[ kKEZ M RLGIRS 4.

o WAL URL &m0 KBS T 256 217, e AT+ HTTPURLCFG iy 4 Filfit & URL,
RIGAMABA <"url"> SEFERE R ",
o R AARE HTTP 53Kk, 18 ﬁﬂ%AT*rHTTPCHEAD I E .
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3.6.7 AT+HTTPURLCFG: ¥ /MK HTTP URL

AT+HTTPURLCFEG?

W i <

[+HTTPURLCFG:<url length>,<data>]

FE > FUR AT WA SFHCH TR, JORHETTAR A URL, S8 K IEAFIBH <url length> f)
fiii, FGugl

SET OK

ZH

+ <urllength>: HTTP URL KJiF., FAfi: 7.
~ 0: j HTTP URL Jii& .
~ [8,8192]: % HTTP URL Jii’& .

o <data>: HTTP URL %i#z,

3.68 AT+HTTPCHEAD: ¥t%¥/4%if) HTTP iRk J

AT+HTTPCHEAD?

W 7

+HTTPCHEAD: <index>, <"req_header">

OK

Ny
A

&

B
A

e
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AT+HTTPCHEAD=<req_header_len>

Wi % ¢

OK

>

5 > 2 AT HERFSFEIC AT iy DB, USRI DA A HTTP 355Kk (3R 620 key: value JE
X)), BEIERIELFSH <req_header_len> WYfEHR, AT R :

’OK

+ <index>: HTTP 3Rk 1&5|{H.

+ <” req_header” >: HTTP i3k,

« <req_header_len>: HTTP ifsR3LKF, Bfi: 595,
- 0: JERITH CIRER HTTP 3Kk,
- HABME: BE—ASHH HTTP 35Kk,

B

o RS —RK HAERE N HTTP ik Sk, HRIDAZKIEE, LHEZAREK HTTP ik k.

o Ay AHLE R HTTP 3Rk mtkny, —Hi%E, B HTTP [)ay SERS ikt ok 2k

o AR ECE R HTTP iR ki key QIR FIHE HTTP ARk i key #HE], TS 4
ErA R E ) HTTP 55k 3k,

il

/] % E#F kK
AT+HTTPCHEAD=18

/1 EWE S FEE, MAMTH Range Wk k, THRFEMH 256 MFF.
Range: bytes=0-255

// T # HTTP ¥ &
AT+HTTPCGET="https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

3.69 HTTP AT #ieg

« HTTP % ik
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HTTP & PintEixe | kA
0x7000 AL TER RN
0x7190 Bad Request
0x7191 Unauthorized
0x7192 Payment Required
0x7193 Forbidden
0x7194 Not Found
0x7195 Method Not Allowed
0x7196 Not Acceptable
0x7197 Proxy Authentication Required
0x7198 Request Timeout
0x7199 Conflict
0x719a Gone
0x719b Length Required
0x719c Precondition Failed
0x719d Request Entity Too Large
0x719e Request-URI Too Long
0x719f Unsupported Media Type
0x71a0 Requested Range Not Satisfiable
0x71al Expectation Failed
« HTTP 4545
HTTP fRaafaiRg | ithA
0x71f4 Internal Server Error
0x71f5 Not Implemented
0x71f6 Bad Gateway
0x71f7 Service Unavailable
0x71f8 Gateway Timeout
0x71f9 HTTP Version Not Supported
« HTTP AT:

— AT+HTTPCLIENT iy & W45 1R8N 0x7000+Standard HTTP Error Code (HZEZH *#
Standard HTTP/1.1 Error Code )1 5., %% RFC 2616).

— N, # AT {FJE ] AT+HTTPCLIENT fiy 20t %] HTTP error 404, <R[ 0x7194 45 iR15
(hex (0x70004+404)=0x7194),

3.7 SCfF&SE AT a4k

. {l\gg

o AT+FS: IR GHAF
o AT+FSMOUNT: 3/ #0125

371 v &

Fogtis BRI AT SR SR T R Y AT 4. MRS BSP32-C3 L ClE RS M, i 7%
i ESP-AT 142, {ESHARUH TR R

e J3M Component config->AT->AT FS command support
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3.7.2 AT+FS: SCIEZRGM%:

BEmA

N

v

A

=

’AT+FS:<type>,<operation>,<filename>,<offset>,<length>

M) i :
[ox
S8
o <type>: HHI{YZ# FATFS
— 0: FATFES
¢ <operation>:
- 0: MERSCiE
-1 53t
- 20

= 3 FHISCARN

— 4 FRFKAR TSN, HAEMUCCRR E SR
o <offset>: ffthihl, (EXTEEEERIERE
o <length>: K&, (U AHEZEHAERE

(]

o KA HIEESUERS . AT+FS U RGHAEE UG, AW AT+ FSMOUNT=0 fiy 4
O RS, SRR E RAM %3],

o [ A 45 bEsk at_customize.bin, H4(F H 7S ESP-IDF 43X 3% fildefT f 2 L4 X .

o FERUBEIA R R T S FR SO RN, AR 0] 32 K B B o

* ¥4 <operator> Hwrite B}, RGULEIH AL IEIEMITRE >, R DUSAZSWEdE, £
PR N 5 <length> —F(,

ZN |

/) B A X

AT+FS=0,0,"filename"

/) EEANAXERB A 100 XEN 10 FF
AT+FS=0,1,"filename", 100,10

/)N EAX R 0 L EB 100 FA
AT+FS=0,2, "filename", 0,100

/) B AR E KT B X B
AT+FS=0,4,"."

3.7.3 AT+FSMOUNT: :#/81% FS &5
AR S

[
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’ AT+FSMOUNT=<mount > ‘

W] 7
= |
e <mount>:
- 0: H1#L FS LIRS
- 1: H#FS RS
B

o AT+FS U RGERESE UG, BV A Gy & AT+ FSMOUNT=0 fir - HIE U RS, RBEHOR
H# RAM %],

il

/) FHEAEXM AR

AT+FSMOUNT=0

/) FHERXMHR L

AT+FSMOUNT=1

3.8 WebSocket AT i A4

43

AT+WSCFG: [it & WebSocket Z%{
AT+WSHEAD: % /751 WebSocket i# 3K 3k
AT+WSOPEN : Zxif)/¥]FF WebSocket 443
AT+WSSEND: [ii] WebSocket 132 k& 1% 5w
AT+ WSCLOSE: %[ WebSocket %1%

381 #ir4

Togh: BRI AT [ PR R TUR R 1Y AT A4 WISRATR % ESP32-C3 YHF WebSocket i 4>, i
fi4hit ESPAT 142, (e85 0 IUE TR L :

* J2Hf] Component config->AT->AT WebSocket command support

3.8.2 AT+WSCFG: [it¥i WebSocket %}

v

7

N

e

¥

H
A

e
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’AT+WSCFG:<link_id>,<ping_intv_sec>,<ping_timeout_sec>[,<buffer_size>]

o <link_id>: WebSocket #1% ID, il : [0,2], Bifgcszd =14 WebSocket j#12 .

» <ping_intv_sec>: %% WebSocket Ping [8]F§. EA{7: b, JOE: [1,7200]. BRiA{E: 10, BP: &fE
10 Fb A& % —1k WebSocket Ping 4.

» <ping_timeout_sec>: WebSocket Ping 8. {7 : #b. JLHE: [1,7200]. BRIA(E: 120, HI: 120 #»
KI5 WebSocket Pong 1, T % 41148 .

» <buffer_size>: WebSocket ZEri X /N, BAG: 7. JElE: [1,8192]. BRIA(E: 1024,

Bl

o MWATA W AEAT+ WSOPEN 2 Hilid &, HMALSHR,

il

// B E link_id 4 0 # WebSocket # # W Ping A X A 30 #, #H 60 #, ZWwRK_
4096 FF
AT+WSCFG=0, 30, 60,4096

3.8.3 AT+WSHEAD: ¥:¥/#rif) WebSocket i 2K 3k

AT+WSHEAD?

Wi 3% ¢

+WSHEAD : <index>, <"req_header">

OK

)y

15

N

R

X

=

AT+WSHEAD=<reqg_header_len>

W 7

OK

>
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5 > FOR AT HERIFEICAT iy MR, USR] DA% A WebSocket 73K 3k (35K k0 key: value
), AEERIEBFIZH <req_header_len> [YfHRS, AT iR

’OK

o <index>: WebSocket 3K HZ& T |{H.

* <” req_header” >: WebSocket 3Kk,

» <req_header_len>: WebSocket if3K3L K&, B Fi7.
- 0: VBRI B E R WebSocket 153K 3k o
— HABAE: BE S WebSocket 3K 3k .

B

o RS —I HAEBEE —1 WebSocket K3k, HA DAL KK E, SZHFLZMAE R WebSocket 15K 3k .
o ARANA T E 1) WebSocket 53R kB4 /R, —HIE, TH WebSocket )iy SH 4 Hr ik 2a i 5k

N
~
o

il

/] HE#F Kk
AT+WSHEAD=49

// 4T F — /> WebSocket % &
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7Xhi1JJUDvR1elD3eiVjgZ9VRiaV&notify_self"

/1 EWKE "> FEE, WA T# authorization i K %
AUTHORIZATION: Basic QTIzMzIyMDE5OTk6MTIzNDU2Nzg=

3.8.4 AT+WSOPEN: #rif)/¥IJF—4~ WebSocket ¥:42;

AT+WSOPEN?

W i :

AR, AT R[]

OK

+WSOPEN:<link_id>, <state>, <"uri">

LA BRI, AT 1R [0

OK

Re
o
=N
“7

b
%
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AT+WSOPEN=<link_id>,<"uri">[, <"subprotocol">][,<timeout_ms>][,<"auth">]

Wi % ¢

+WS_CONNECTED:<link_id>

OK

o

ERROR

* <link_id>: WebSocket %4 ID. i : [0,2], Bl K HF=1> WebSocket jE$%.
» <state>: WebSocket IR TS .

— 0: WebSocket i K] .

— 1: WebSocket i#4% IFAE H %

— 2: 75T WebSocket i#4% ,

- 3: $2Yi WebSocket Pong i i 8¢ B2 UE R 1%, IETESRFEIE.

- 4: CUREIMRS5 i WebSocket SEPHMT, 1ETE A3k PRI IR 5545 -
o <” uri” >: WebSocket IR 4525155 — ﬁ{}?ﬁlﬁ%ﬁo
« < subprotocol” >: WebSocket 71/ (Z:% RFC6455 1.9 &),
o <timeout_ms>: 37 WebSocket HHE I IR . B0 : ZFP. JEFI: [0,180000]. ERIAE: 15000,
e <” auth” >: WebSocket 254Y (&% RFC6455 4.1.12 &45).,

il

// uri B #H E BH T https://www.piesocket.com/websocket-tester
AT+WSOPEN=0, "wss://demo.piesocket.com/v3/channel_123?api_
—key=VCXCEuvhGcBDP7XhiJJUDvVR1elD3eiVjgZ9VRiaV&notify_self"

3.8.5 AT+WSSEND: [n] WebSocket ¥4 % 258 Pa
RE A

I\ .
&g

=
k=t

AT+WSSEND=<1link_id>, <length>[, <opcode>] [, <timeout_ms>]

Wi i ¢

OK

>

aRm YRR AT CER UM AT port 208 R, LB RT DA A KL, 24 AT 32008 B0 K BE IR 2|
<length> 5, HdELHtin.

USRS 3 O A i EE T, R[] -

ERROR

PUBIS 56/ 1) v I AL
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SEND OK

o <link_id>: WebSocket i£3Z ID, JulF: [0,2].
o <length>: RiIEMIBHRKRE. A 5. AT RIERTERKEREHAT+WSCFG W) <buffer_size>
EIZ: 10 RG] A Fer s [ KON R deE (B AT i /IME ) -
» <opcode>: % %) WebSocket i 1) opcode . L : [0,0xF]. ERIAME: 1, B text i, 3% 2% RFC6455
5.2 5T THEE Z 1Y opcode
— 0x0: continuation My
Ox1: text My
0x2: binary i
0x3 - Ox7: Ry H-e dEg il it B
Ox8: 4% 5 PA i
0x9: ping iy
OxA: pong i
— OxB - OxF: Sy H e HlWif
o <timeout_ms>: KiXEIITE . Ffi: ZF. JuH: [0,60000]. BRIAE: 10000.

3.8.6 AT+WSCLOSE: X:[i] WebSocket ¥
BE A

A

’AT+WSCLOSE=<link_id>

* <link_id>: WebSocket #£#; ID, juHl: [0,2].

il

// %P ID % 0 B WebSocket # #
AT+WSCLOSE=0

3.9 f54MK AT ar %

43
o AT+FACTPLCP: k) i%¥ PLCP u{%5 PLCP
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391 ¥

W BRAAM AT BRI E R A AT @4, WA E ESP32-C3 L FHEAMim4, HH
174 ESP-AT 142, (e TP TE TAR HLERE

e 28] Component config->AT ->AT signaling test command support

3.9.2 AT+FACTPLCP: %% PLCP gfiji PLCP

)E’J

CEA

[

’ AT+FACTPLCP=<enable>, <tx_with_long>

W i <

’OK

S

o <enable>: j5H/Z M TFoiiE:

- 0: TS, P <tx_with_long> ZEAYEIAME:;

- 1: BT E, AT k&K PLCP 2RI T <tx_with_long> Z4{.
» <tx_with_long>: %% PLCP ui44 PLCP:

- 0: Zi%%H PLCP (BRIA):

- 1: &% ¥ PLCP,

3.10 gl AT 4

o N5

o AT+DRVADC: El ADC i#E1H

o AT+DRVPWMINIT: ¥4k PWM K58
o AT+DRVPWMDUTY : #'& PWM 57251
o AT+DRVPWMFADE: %'& PWM 75

o AT+DRVI2CINIT : #}4a4k 12C THLEKEN
o AT+DRVI2CRD: 5 12C $i#8

o AT+DRVI2CWRDATA: B A 12C ¥

o AT+DRVI2CWRBYTES: B ARt 4 F51 12C Hik
o AT+DRVSPICONFGPIO: T8 SPI GPIO
o AT+DRVSPIINIT: #1154k SPI T HLEK5h

o AT+DRVSPIRD: i SPI %3

o AT+DRVSPIWR: E A SPI ¥

3.10.1 Ar#y

W BRIARY AT B R T R A AT 54, Q1SR E3F5 2 ESP32-C3 L IRsm 4, W HAT% %
ESP-AT T42, FE%8 AP B TR vk

* J3H Component config->AT ->AT driver command support
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3.10.2 AT+DRVADC: il ADC i

v

H

N

B

¥

v

A

=

AT+DRVADC=<channel>, <atten>

W i <

+DRVADC:<raw data>

OK

e <channel>: ADCI HiH.
* ESP32-C3 &£ R HUETE A [0.4],

BiE | B

0 GPIOO
1 GPIO1
2 GPIO2
3 GPIO3
4 GPIO4

o <atten>: FJH{H.

* 0: 0dB g, ARMETERY [0, 7501 mV,

e 1:2.5dB ki, ARMETEE M [0, 1050] mV,
* 2: 6.dB R, AR EIEREY [0, 1300 mV.

* 3: 11.dB 3, ARIETER > [0,2500] mV.

o <raw data>: ADC i@ A,

L]
» ESP-AT H ¥ #§ ADCI1,

* ESP32-C3 4% 12 fU 58 .
o XHF AR EE EAHON R, TAS % ADC fik.

il

// ESP32-C3 ® &% EH 0dB X W, AHMEFLE AN [0, 750] mv
// B JE 4 2048 / 4095 * 750 = 375.09 mV

AT+DRVADC=0, 0

+DRVADC:2048

OK

3.10.3 AT+DRVPWMINIT: #Ji&ik PWM Sz 35S

v

¥

L

)4\-

Wi
A

Ele
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’ AT+DRVPWMINIT=<freqg>, <duty_res>, <chO_gpio>[, ..., <ch3_gpio>] ‘

Wi % ¢

[ox |

o <freq>: LEDC SERt2afisR, BA{i: Hz, Jiffl: 1 Hz~8 MHz,

e <duty_res>: LEDC i_iﬁﬂj SHAM R, JEE: 0~20 fi,

» <chx_gpio>:LEDC jHiH x f¥% i GPIO. il 4n , 4n S & A5 ¥ GPIO16 /- AiliE 0, 5% B <chO_gpio>
4 16,

* ESP-AT f £ fE % H5 4 M.

A WHE Y EEREEE R E T HE PWM & 4 (WAT+DRVPWMDUTY
FAT+DRVPWMFADE ) BEf% 1% & (1) 8 . TﬁJﬁu WRGE WG4 TP #IE , B4 AT+DRVPWMDUTY
fir 4 FURE R S MOX @ 1 ) PWM 525

o BEA 75 LA e LR Ezfnmﬁju %ﬁz%ui.%?tbéa\%%s’z%@i&;ﬁﬂo

hil

AT+DRVPWMINIT=5000,13,17,16,18,19 // % & 4 AN# ¥, M FEH 5 kHz, HF X o E H_
13 fL

AT+DRVPWMINIT=10000, 10,17 /) Rt E 0, MEH 10o

~kHz, HEZboHFEH 10 £, H¥ PuM HX A4S RHBERE—NEHE

3.10.4 AT+DRVPWMDUTY: k¥ PWM L%l
BE A

e

’AT+DRVPWMDUTY:<chO_duty> [,...,<ch3_duty>] ‘

o <duty>: LEDC ififi 5251, Jifl: [0,2 mo=Hamse

B

* ESP-AT {2 HE (4 4 NliE .
s AR MMEEICHRE S, HIRE%S
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il

AT+DRVPWMDUTY=255, 512 /) % EE M
#

55, W EEHE 1 8 &R A 512
AT+DRVPWMDUTY=, , 0 /) R E 0

0
B2 MR

3.10.5 AT+DRVPWMFADE: ¥ PWM i

IJXLEA g /\>
A

AT+DRVPWMFADE=<chO_target_duty>, <ch0O_fade_time>[, ..., <ch3_target_duty>,<ch3_fade_
%time>]

W

OK

o <target_duty>: HFp#iAs 525tt, JEMl: [0,2 duty-resolution 17,
o <fade_time>: WA KIfA], AL ZFD.

]

* ESP-AT & fig 5 4 M iliA
o FHANEHIELEINE <target_duty> fll <fade_time>, HIEHMKEIHA],

hil
AT+DRVPWMFADE=, , 0, 1000 /R HEEREE 1 AR ES O
AT+DRVPWMFADE=1024,1000,0,2000, // fEf — @ EEHEE 0 B & & E Ao

~1024, WA R EKEE 1 HFHEA O

3.10.6 AT+DRVI2CINIT: #jhgfk 12C F-PLER )

%

Pi-

ALk
At

EP

’ AT+DRVIZ2CINIT=<num>,<scl_io>, <sda_io>,<clock>

W

[ox

S

o <num>: 12C g%, JEHE: 0~ 1. QUERKREEEHEHISE, AT KAWHLZ 12C i .
e <scl_io>: I2C SCL {5511 GPIO &,

« <sda_io>: 12C SDA {52 GPIO &,

o <cock>: FAHUELTHY 12C BppgA, Hfi: Hz, f{KfH: 1 MHz,
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e

o AFEAS HITFF12C FHL.

Bl

AT+DRVI2CINIT=0,25,26,1000 // # ¥ 4 I2C0, SCL: GPIO25, SDA: GPIO26, I2C.
B4R 1 kHz
AT+DRVI2CINIT=0 // B I2C0 AL

3.10.7 AT+DRVI2CRD: %t 12C %t

)E’J

CEL A

s

AT+DRVI2CRD=<num>, <address>, <length>

Wi % ¢

+DRVI2CRD:<read data>
OK

o <num>: 2C imH5, JEfH: 0~1,
o <address>: 12C M5 &kl :
- 7 {iHuhk: 0~ Ox7F;
— 10 fthdik : 55— HET-EANE 1111 0XX, P 5 M 67 XX 2 10 {57 Hbdik i 5 i 437 o )
101, G 10 Sk Ox2FF (b” 1011111111), FB2 85 A WAk Ox7AFF (b’ 111101011111111).,
o <length>: 12C HHREKE, JuR: 1~2048,
« <read data>: I2C ${E.

Bl

o 12C kg it i [a) R — A

il

AT+DRVI2CRD=0, 0x34, 1 // I2CO0 MM i 0x34 A EEH 1 F¥WHEE
AT+DRVI2CRD=0, 0x7AFF, 1 // I2C0 M 10 AL M ik O0x2FF 4 i Bl Z3H W K E

// I2C0 M ik 0x34, FHF E MU 0x27, L 2 FH
AT+DRVI2CWRBYTES=0, 0x34, 1, 0x27 // I2C0 4B & &M 0x34. FHF EH A 0x27
AT+DRVI2CRD=0, 0x34,2 // I2C0 EHH 2 F¥

3.10.8 AT+DRVI2CWRDATA: G A 12C %8s

v

7

K

Wrs
4

Ele
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AT+DRVI2CWRDATA=<num>, <address>, <length>

Wi % ¢

OK
>

W) RN, WA ARGECR, SRR SRR E I SRR TR
LALLM

[ox

AR R R, R [a]

’ ERROR

o <num>: 12C 115, JER: 0~ 1.
o <address>: 12C ML #Huhl
— 7 fi#bdik: 0 ~ OX7F;
— 10 izl 55— AFATRHET-LAALE 1111 0XX, H i 5 A7 XX 2 10 A7k i 5 i w6 7« B
an, i 10 f2hE >4 0x2FF (b7 1011111111), HR 2 4 A Bkl A 0X7AFF (b’ 111101011111111),
o <length>: 12C HPEKE, JoR: 1~2048,

B
o 12C kg S )y —Fb.

il

AT+DRVI2CWRDATA=0, 0x34, 10 // I2C0 BN 10 F ¥ KIEE H H 0x34

3.10.9 AT+DRVI2CWRBYTES: ‘G AR 4 =151 12C £

N

e

)

=

A

’ AT+DRVI2CWRBYTES=<num>, <address>, <length>, <data>

o <num>: 12C i 5, JulE: 0~1,
o <address>: 12C MHLIE#HIHE .
— 7 {iHuhE: 0~ OXx7F,
— 10 fizldk - 55— AT LA 1111 0XX, H i 5 AL XX 10 Ak i 5 P 7« Bl
i, iR 10 fi7 R A Ox2FF (b’ 1011111111), B2 i A tihk >4 0x7AFF (b’ 111101011111111),
¢ <length>: fF5 AN 2C Fl< s, JulE: 1~4 577
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o <data>: B[ <length> {EKEFWEIE, JEMH: 0~ 0xFFFFFFFF,

]

o 12C kg i ) —#b

il

AT+DRVI2CWRBYTES=0, 0x34,2,0x1234 // I2C0 BN 2 FHHIE 0x1234 F H ik 0x34
AT+DRVI2CWRBYTES=0, 0x7AFF, 2, 0x1234 // I2C0 BN 2 F¥H HIE 0x1234 F 10 fL 4k
—0x2FF

// I2CO0 B it 0x34., FHF HH i 0x27, K H cOxFF
AT+DRVI2CWRBYTES=0, 0x34, 2, 0x27FF

3.10.10 AT+DRVSPICONFGPIO: [it¥i SPI GPIO

v

7

=

E A

¥

L2218

e

’AT+DRVSPICONFGPIO:<mosi>,<miso>,<sclk>,<cs>

W i <

o <mosi>: FHMALFSXT P GPIO 45

o <miso>: FAMHFESNIN GPIO B, # A, B -1.
<sclk>: SPI B4l {E 5% 1 ) GPIO 251 .

<es>: EEEMALES XN GPIO ], #AEH, B -1.

3.10.11 AT+DRVSPIINIT: g)i5;4k SPI 3:HL3Kk5)

v

7

N

EanA

¥

=4

A

’AT+DRVSPIINIT:<clock>,<mode>,<cmd_bit>,<addr_bit>,<dma_chan>[,bits_msb]

o <clock>: HI&mEEE, 49550k 80 MHz, B{v: Hz, fHAf{E: 40 MHz.
e <mode>: SPIix;, Jull: 0~3.

o <cmd_bit>: @iy M B ERIAGIEL, JER: 0~ 16.

o <addr_bit>: HuhERY B ERINGEL, JER: 0~ 64,

o <dma_chan>: j#iH 18( 2, AFZ DMA KRS 0,
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o <bits_msb>: SPI #HEfg = :
— bit0:
« 0: SefEi MSB (2RiA);
« 1: SefE%r LSB,
— bitl:
« 0: Sl MSB (2RiA);
« 1: Sk LSB,

|

* {57E SPI WA L BT & SPI GPIO.,

il

AT+DRVSPIINIT=102400,0,0,0,0,3 // SPI H 4F: 100._

~kHz; R 0 AN Ef AN BERIALEAN 0; F#F DMa; ki fEE ik LS
OK

AT+DRVSPIINIT=0 // #l % SPI K #

OK

3.10.12 AT+DRVSPIRD: %l SPI %

AT+DRVSPIRD=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

W i <

+DRVSPIRD:<read data>
OK

o <data_len>: fFE2HAY SPT A, JUEl: 1 ~4092 4y,
o <emd>: R, BURKERH <cmd_len> SHE .

o <emd_len>: ARAGE TGO, JER: 0~2 575,

o <addr>: fip&Hlihl, HubEK B <addr_len> ZEE.
o <addr_len>: ZARKAEHRHhEKEE, JER: 0~4 FHY.

Bl

* H A DMA, <data_len> ZHEKAESBUE MR AE N 64 F17.

il

AT+DRVSPIRD=2 // ¥ & 2 F % K #E
+DRVI2CREAD: f£ff
OK

AT+DRVSPIRD=2,0x03,1,0x001000,3 // B 2 F ¥ # ¥, <cmd> % 0x03, <cmd_len> # 1.
% ¥, <addr> % 0x1000, <addr_len> 4 3 F ¥

Q)
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(£ L£50)

+DRVI2CREAD: ffff
OK

3.10.13 AT+DRVSPIWR: A SPI %

By

BEE WA

N

=

A

AT+DRVSPIWR=<data_len>[, <cmd>, <cmd_len>] [, <addr>, <addr_len>]

i
Y <data_len> ZEEHNKT 0, AT R[A]:
OK

>

Wl AN S, A GRS ARESE, UEEARIS R E KL, BdRfemITn.
R, AT &[0 :

’OK

M <data_len> ZH(H N O If, LRI AT Rkt A%y SPL &, L AT ik [a]:

o <data_len>: SPIZG#R{CE, JifE: 0~4092,

o <emd>: AP, FHEKE R <omd_len> UL E
o <emd_len>: APRALH TR AKE, JEH: 0~2 577,
o <addr>: fipAHiht, HuhtKEH <addr_len> ZHERE
o <addr_len>: ARRAEH PHbEKEE, JEE: 0~4 75,

B

« #RHf DMA, <data_len> SHCEIK AES A ORI 64 47

il
AT+DRVSPIWR=2 // B N 2 F % ¥
OK
> /] TR EATEE
OK

AT+DRVSPIWR=0, 0x03,1,0x001000,3 // BN 0 F ¥ # £, <cmd> # 0x03, <cmd_len> % 1.
o ¥, <addr> # 0x1000, <addr_len> 4 3 F ¥
OK
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3.11 Web #5525 AT Wi %

43

e AT+ WEBSERVER: JZ f{/25 Hi# 1 Web A 55 a3 Bl & Wi-Fi %4

3111 #r &

2 BRI AT [P SCRR I DU N 1Y AT iy WA ERTR % ESP32-C3 SCHF Web [l 55 £ i 4
fr#mi¥ ESP-AT TAZ, TE56 TP B TR k4

e 2/ Component config->AT->AT Web Server command support

, WH

3.11.2 AT+WEBSERVER: i Hl/%E ik Web IR 55 23l ¥ Wi-Fi &4

’ AT+WEBSERVER=<enable>, <server_port>, <connection_timeout>

* <enable>: J5 /25 ] Web iz 5525 .

- 0: 25 1] Web 458 H RO W55

- 1: J5H Web 4545, 0T DA G 35 508 ) Va4 i & Wi-Fi 1B S
 <server_port>: Web I} 55 ¢4 115,
* <connection_timeout>: i} ERZHER IR . B FP. Y [21,60].

B

. ﬁﬂﬁ?‘l‘*ﬁﬁTU\ﬁf Web filt 55 4 5 1) HIML 3C{F. —Ffo2 il FAT SCPERSE, SO & 20

ATFS fiy%o 75— R SR A SO R A7 HTML S (BRIABCED)

* BRIARY HTML SO indexhtml o SR H E L HTML SCPFR SRR A% U 2R 307, A B2
EUORSCPFRIA]; AIRTEE A E X HTML SCEFR R E N (B m— 7B, R 20 B

&M YRRD S48 at_web_server_cmd.c

o ORI Y socket Y B KELH AN BE/NT 12, AT PAYE menuconfig H1 5 E M . /build.py

menuconfig > Component config>LWIP >Max number of open sockets, R)GE I

HIARR (%0 A% iF ESP-AT 1.42).

o AT [EIFBRIAA SCRE Web IR 5545 AT v (2% S0 see ESP-AT EJ#F % 5) , {HAA] PAYE menuconfig
i B 4 Web IR45#% AT /7% . /build.py menuconfig > Component config > AT > AT

WEB Server command support, RIFEHIF LR (S R K piF ESP-AT 1.42),

ESP-AT 7£ ESP32-C3 Z%1i% £ S H55m ][] 1 (captive portal), T &%,
W % 55 i) 225 SCRY Web Server AT 7= 15) o

Zam AR SEITITE, S5 5% at/src/at_web_server_cmd.c.

S 4ol 2, OTA S+ 48 FREUE £ OTA .
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il

// B web &, o 80, HAEHEHMEEFE 50 B
AT+WEBSERVER=1, 80, 50

// R web MR & #
AT+WEBSERVER=0

312 P AT w2

A28

AT+USERRAM : #:/EH P23 RAM
AT+USEROTA: 3124852 URL F+-2% [&{2F
AT+USERWKMCUCFG: $£'8 AT Majii MCU [t &
AT+USERMCUSLEEP: MCU %57 H CHEIRR S
AT+USERDOCS : i [5B[4 F 3 SCRY ek

3.12.1 #vr&

WY ZRIAM AT B S FORTA AT 4. AR GORTESE ESP32-C3 2 M s, i HAT%
¥ ESP-AT T2, e85 Tl E T AR Bk s

* #Jf] Component config->AT->AT user command support

3.12.2 AT+USERRAM: ¥4 H w23 RAM
i A

riig:
A 2 EA] R 2SR RAM R/

Py
A

AT+USERRAM?

W

+USERRAM: <size>

L. B 5. R, BEEUH P RAM %5[H]

[k

AT+USERRAM=<operation>, <size>[,<offset>]

W
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+USERRAM: <length>, <data> /I RAE

OK

ERREHR, oA HE

¢ <operation>:
- 0: B - RAM 73]
- 1 ZBCH - RAM %5[H]
- 2: [ f] F RAM G4k
- 3: WHF RAM 45k
- 4: RN RAM ERy%dsE
o <size>: /MEL/EL/ B H T RAM K/
o <offset>: 32/5 RAM i &. Bil: 0

Bl
o WFEPATATAT AR A2 i BE ] 7 RAM Z5[]

* ¥ <operator>fwrite W, REWFNMATSEILHATRI >, MR A AL GHIRAE, £

P EN 5 <length> —3(,

* ¥ <operator>Jj read I HK AT 1024, ESP-AT LPARKEARAZ R IIE, HRINE RS

P 1024 FH58E, AL \r\nOK\r\n £55 .,

il

// A B 1 KB F F RAM % |
AT+USERRAM=1, 1024

// 1 RAM R EFHMEEE N 500 FHF K
AT+USERRAM=2, 500

// M RAM Z [a & #& 100 (L B LB 64 F ¥
AT+USERRAM=3, 64,100

/) BHA P RAM F JE
AT+USERRAM=0

3.12.3 AT+USEROTA: fifif5a URL T}l

ESP-AT Y5z AT}, T EI$5E URL ERHIE

Dy
T+ 3] URL Hi5 5 AR [

[

AT+USEROTA=<url len>

Wi i ¢
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OK

>

iR FoR AT EER4FHC URL, USR] PA%I A URL, 24 AT Hli(8I) URL K A% <url len>
Jei, R[]

’Recv <url len> bytes

AT it EIMERZ G, THGd I Ih . WRTI R, &[]

’OK

RS DR TR, R )

’ERROR

o <urllen>: URL K&, ffoffi: 8192

|

o T PAM GitHub Actions 2. 2 FTEET) OTA 44, 0] DA [ F5%%F ESP-AT 142 H i r 8 sy
OTA [H{4.

e OTA [Ef4/ build/esp-at.bin.

o THPGHEBE T M 25 AR DL o

o QERM G ZAAMESFBOTH R, AT $5i& 9] ERROR, 555 F— B[] FH .

o NEWARBERA . BFEEIHRAAATE—EARAEMERE, E2T0dalT, MR ERRZEAHH
IHRRCAS, AR YR B O™ i B Tk D Ge .

o BWIHR AT {5, AR AT+RESTORE W8 W) 15

e AT+USEROTA X HTTP fll HTTPS,

o AT il > 4515, Bl P IRER EAFANTR 2 U AR T 3L, ARTR AR 745 (CR-LF).

* 24 URL 3 HTTPS W}, AW SSLIANIE. AR ZIK SSLINE, Bt H 174 B PKI UK G 1/ EAT
TEEIR ) XA, ZJEHE AT+USEROTA Ay ) SE BACKS Hm k45 . % T PKI U3 575 4o
T 8 %0 PKI e % . T AT+USEROTA fiy4~, 5% ESP-AT TR {7 USEROTA.

o B F b T LI OTA 5+ FREUEZL OTA s,

il

AT+USEROTA=36

OK

>
Recv 36 bytes

OK

3.124 AT+USERWKMCUCFG: ¥ AT Wifii MCU (¥ /d &
BE A

W] i

e
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Chapter 3. AT Ay d4E

Bear S BLE AT A MCU fBEERIRES, PAK AT Qufaiefig MCU.

* 24 MCU ZEERMIPRTS, AT 5 H#E M MCU Kk, Ao RIEMEES .
o 4 MCU ZIEIRIPIRES, AT #Efg ) MCU 8l Ak Bidimt (30 Ak BRI ESP-AT i# 4k
SESCHIMAI] ), AT SAEARM RSP AR it . MCU el A I 5 I BRI 5 5

AT+USERWKMCUCFG=<enable>, <wake mode>, <wake number>, <wake signal>, <delay time>[,
—<check mcu awake method>]

Wi % ¢

OK

* <enable>: & B 4% MR R L
- 0: AR I MCU Jic ¥
- 1: ffifEmefiE MCU il &
o <wake mode>: Mz,
— 1: GPIO Mifig
— 2: UART Mifig
o <wake number>: ZSHHE LB T <wake mode> fI{H.
— IR <wake mode> & 1, <wake number> ftZEMER4S I GPIO 5. F PaE BRIE L & 1
WA AT AR R, TR P e A AL B
— MR <wake mode> &2 2, <wake number> fUFEMilE UART 45 . 4ui 245 1, HId:
UART1 Mifig MCU,
« <wake signal>: ZSHIE X BT <wake mode> fH{H.
— R <wake mode> 2 1, <wake signal> fUFEMEEHF,
« 0 I
+ 11 mHE
— % <wake mode> &2, <wake signal> fQFEMEEFTT. JEHE: [0,255].
o <delay time>: f K& RNE]. B2 ZR. JEH: [0,60000]. %S5 E XEHT <wake mode>
.-
— R <wake mode> 2 1, NI¥E <delay time> MBI, BH—H %I <wake signal> Hi,
<delay time> #|J5, W% <wake signal> HiY,
- W3R <wake mode> J2 2, MISZHIL%E <wake signal> 77, #EASFFE BN
e <check mcu awake method>: AT 58 MCU 2154 T EE R PR A
- Bit0: @5 JF 5 5 AT+ USERMCUSLEEP iy 41 51k . BRIATF 5 - B : Y 1] AT+USERMCUSLEEP=0
@l 5 MCU Ji3€; 3] AT+USERMCUSLEEP=1 %14, f§75x MCU HEfR .,
— Bit 1: @G HFE SAT+SLEEP=0/172/3 %) KBk . BRINEEH . Bl Ui®] AT+SLEEP=0 iy %, 4§
5% MCU 3% i®] AT+SLEEP=1/2/3 x4, 471 MCU HEIR.
- Bit2: @EGIF)E <delay time> #HEHE/R MCU BRIIGE. BRUIAZSH. BP: 2T, delay
time Ji5, f§78 MCU HEHR; RERT, delay time )5, $§7~8 MCU %K.
- Bit3 (BARLM): 2EIFH GPIO F5/m MCU BEEIIRE. BRIAANSCHF.

Bl

o M HFRERE K.

o BRR AT [n] MCU E8l AR BHRHT, 2/ KM BG5S i ASRE, <delay time> BB T2 )5
HELEEYE. B IEIGS MCU [RIf SRR .

o INHRAE <delay time> ZFP2ZHi, AT I{F] <check mcu awake method> H T =ML EF (-,
DSBS BRMeBRIRES s B 55F <delay time> MG, 2 HINHRMERE.
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il

// RSB MCU BE ., % AT i MCU X#HEW, 2% F A wi-Fi B R H cpIOls.
SR, W FERE MU, REHEHFZEF 10 #.
AT+USERWKMCUCFG=1,1,18,1,10000, 3

// % McU FE
AT+USERWKMCUCFG=0

3.12.5 AT+USERMCUSLEEP: MCU #5755 H CHEHRIR &

Bas

&E

Dyie:
FEAT+USERWKMCUCFG fiv4[) <check mcu awake method> BitO Bl &R T, i A4k, H
THH AT 2475 MCU W RERRCIRAS .

s

’AT+USERMCUSLEEP:<State> ‘

Wi i3 ¢
[ox |
* <state>:
- 0: #5785 MCU [k,
- 1t $§/5 MCU HEAR -
il

// MCU % 4 AT ¥ #] MCU @ ¥
AT+USERMCUSLEEP=0

3.12.6 AT+USERDOCS: 75 ify[s 450k iy Seppif
AR A

ik

B2 B AT e R 4 R S i P SRS e

s

AT+USERDOCS?

W ) :

+USERDOCS:<"en url">
+USERDOCS:<"cn url">

OK
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BH

o <” enurl” >: HECCRYEERE
o <" enurl” >: RS EES

Bl

AT+USERDOCS?
+USERDOCS:"https://docs.espressif.com/projects/esp-at/en/latest/esp32c3/index.html"
+USERDOCS: "https://docs.espressif.com/projects/esp-at/zh_CN/latest/esp32c3/index.
—html"

OK

S ZNBUAE T > Z I JE P A TN, TR AT fiy o i — S lARfF L.

313 AT @il

W AT fip A7 U Rp2E 2

el A B WiAA

Mislan 2 AT+< fig 945 >=? PRI E A 1 N S B L UETE
b a2 AT+< AT P8 >? AEERTE 2T

WE AL ATH+< AT PR >=<---> BEN T AEXSEIE, Hhsfrad
ACRR e AT+< i 24475 > s IO HE X SR

© NRRA AT a8 AR AR Ay &

o W RMASL, HE SRR S BRI S

o RFEG <> WIS LA .

o TS 11 WIS EOTUAE N, ARSI EEATEGAE. B, i2fTAT+CWIAP fir &I i AL 24

AT+CWJAP="ssid", "password"
AT+CWJAP="ssid", "password","11:22:33:44:55:66"

o YR SEURVH SBEGN, DA, , DossrkE,

’AT+CWJAP:"ssid", "password",, 1 ‘
s ERXGE I SFR TS,

’AT+CWSAP:"ESP756290","21030826",1,4 ‘

o BETRFAFEAER OB, n, . "\ &,
-\ BRI,
-\, ¥GES, SRESEE S o L.
- \": BSOWES, FRFARSENEG S IR THEE L.
- \<any>: # ¥ <any> F4F, BPREA <any> F4F, A REHT.
. ﬁATm?*m%%?ﬁ%g%X7ﬂ B TR . BN, AT a4 DFTE > SRk A SR
, REIEANTE R L,

AT+CWJAP="comma\,backslash\\ssid","1234567890"
AT+MQTTPUB=0, "topic", "\"{\"sensor\":012}\"", 1,0
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AT ﬁé‘ﬂ@%ﬁ%ﬁ##%ﬂﬂ 115200,
4 AT i 1K EEAR W 256
upvu%‘}?ﬁ (CR-LF) 453§, FJ?M% EII LW IRCEN BT,
AT AT 2B ARG 1) & L3 WLAT API Reference:
— esp_at_error_code
— esp_at_para_parse_result_type
- esp_at_result_code_string index

3.14 A5 BIRAFAE flash vy AT oy

PATF AT Grd S 50E SO I 2R AETE flash (1 NVS i, B ERE, SEEGH.

* AT+UART_DEF: AT+UART_DEF=115200,8,1,0,3
e AT+SAVETRANSLINK: AT+SAVETRANSLINK=1,"192.168.6.10",1001
* AT+CWAUTOCONN: AT+CWAUTOCONN=1

HE L S S BCE R IRA7E] flash W VAESAT+SYSSTORE fir 4K BCHE, R ARSIy & 14
e

AT 4 B SERATE, R0k NVS EsLPig. Wik, nfaAaEM NS5, WA
ﬂash ﬁﬂ%ﬁ\AEEEKIEIE’J’%ﬁ{E ﬂash WAL IR EIE .

315 AT %5

M ESP-AT iy 4 F 1% [1lf) ESP-AT Ji 2 A PIRIRAL . ESP-AT Why. (#2)) #1 ESP-AT JH 24t (£3h).

 ESP-AT Wy (#2h)
BEHI A ESP-AT @y #R SR IR R, #59f &% & ESP-AT iy &M T45 R . W A5 — 4578
BRI OK 5 ERROR.,

2 3: ESP-AT W%/

AT M vz 5 AR

OK AT /E/\KLEﬁjnﬂé &[5 OK

ERROR T i 5 R s A T A T R A R

SEND OK éﬁl o B &k % 2 M Wk (41 X FAT+CIPSEND
MAT+CIPSENDEX fx %) , H AR FEHIEC & K3
X ity

SEND FAIL ] B WA K 3 B i kA R (8T X FAT+CIPSEND
FNAT+CIPSENDEX fix4)

SET OK URL C & Ihix's (5% TAT+HTTPURLCFG f54%)

+<Command Name>:. . . TEFIR AT Ay AbFHZE 3

* ESP-AT R4 (F:3h)
ESP-AT 2t 5 R 48 P H SRS B B -

% 4: ESP-AT 4 HLR 45

ESPAT BERE 1 H
ready ESP-AT [l {2 fE £ sl 4
busy p--- ?\/L% I, IEAEALHR E—2%anS, ToikAb B HT
1) i 2

ERR CODE:<0x%08x> S [ i 2 A B R AU
Will force to restart!!! NAENE RS
smartconfig type:<xxx> Smartconfig 271
Smart get wifi info Smartconfig £\ #HX SSID #1 PASSWORD

TTkE:
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xK4-4tm
ESP-AT iHEHR & 1t B
+SCRD:<1ength>,“<reserved data>“ ESP-Touch v2 £ 3k B H & X EE

smartconfig connected wifi

Smartconfig 52 i, ESP-AT £33 Wi-Fi

WIFI CONNECTED Wi-Fi station % [1 & %12 5] AP

WIFI GOT IP Wi-Fi station 22 1 £ $ L [Pv4 Hiidik

WIFI GOT IPv6 LL Wi-Fi station 32 [T £ AR B IPv6 £ i A< Hiu ik
WIFI GOT IPv6 GL Wi-Fi station £ 1 ELH IPv6 4= myHiihl
WIFI DISCONNECT Wi-Fi station % 1. 5 AP WrT&#:
+ETH_CONNECTED DA 422 11 B 1 2

+ETH_GOT_IP DA 422 11 EL AR E TPv4 Hithl
+ETH_DISCONNECTED DA 22 11 E BT

[<conn_id>,]CONNECT

ID 3y <conn_id> M HERC Y (ERIA
ST, ID40)

[<conn_id>,]CLOSED

ID }y <conn_id> WM ZERECWIIT (BRIAK
LK, IDH0)

+LINK_CONN

TCP/UDP/SSL JEHEE4015 5.

+STA_CONNECTED: <sta_mac>

station 14522 ESP-AT 1) Wi-Fi softAP 2 [

+DIST_STA_IP: <sta_mac>,<sta_ip>

ESP-AT [ Wi-Fi softAP 2% [ %5 station 43 i IP
Hidik

+STA_DISCONNECTED: <sta_mac>

station 55 ESP-AT [} Wi-Fi softAP 3% [1 ) i% 3%
W

>

ESP-AT 1E1E4 f¢ 1 i AR

Recv <xxx> bytes

ESP-AT M iy %3 I E R <xxx> G597

T o4ksE
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R4-Z2IW

ESP-AT HEHE iHA
+IPD ESP-AT fEFZ& LA, EUCEIR A M2
g A AN B
-t R AT+CIPMUX=0,
AT+CIPRECVTYPE=1, #] Hl: +IPD,
<length>
-1 H AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,1, I
Fl: +IPD,<link_id>, <length>
- 5 AT+CIPMUX=0,

AT+CIPRECVTYPE=0,
AT+CIPDINFO=0, il Fi: +1IPD,
<length>:<data>

- ) AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=0, ¥ Hl: +1PD,
<link_id>, <length>:<data>

-t H AT+CIPMUX=0,
AT+CIPRECVTYPE=0,
AT+CIPDINFO=1, T Hl: +1PD,

<length>, <"remote_ip">,
<remote_port>:<data>

- R’ AT+CIPMUX=1,
AT+CIPRECVTYPE=<link_id>,0,
AT+CIPDINFO=1, 1

Hl: +IPD,<link_id>,

<length>, <"remote_ip">,

<remote_port>:<data>
H J B link_id N i# #: ID, length N
f K JE, remote_ip bk i IP b ik,
remote_port NtHME 15, data NEIE.
R i@ SSLER, TEpshia i
N (AT+CIPRECVTYPE=1), AT iy4 11 [0 & 1)
length AJREFNSEER AT 320 SSL A< A —
. 4 AT 25k il SSL 2 nl S ry £
FZ, AR SSL AT SRR 0, AT 23R
Bl E TR B

FERX FEGE I;FS;)%TT TEEEREUT, SUEk A W%
keI

SEND Canceled BUHAE Wi-Fi i 2442 X, R AR5

Have <xxx> Connections ELIA R AR 55w ) e R 324K

+QUITT ESP-AT iR} Wi-Fi iZ f£42 X,

NO CERT FOUND TE B E X5 KA R A 0 Ak 15

NO PRVT_KEY FOUND TE H 28 o s #3818 50 #LH

NO CA FOUND 1E B o KA R B A R0 CA RS

+TIME_UPDATED R IRIC W HAE & 2£AT+CIPSNTPCFG fiy

LI BE R RS, RGN SNTP i3 43k
WEPHRYIIR, A SFTEMIEE

+MQTTCONNECTED MQTT t %% %] broker

+MQTTDISCONNECTED MQTT 5 broker Wi FF 1%

+MQTTSUBRECV MQTT £ M broker I E %R

+MQTTPUB:FAIL MQTT %1 £ 2 i

+MQTTPUB:OK MQTT %A %8s 5¢ i

+BLECONN Bluetooth LE &2 5 57.

+BLEDISCONN Bluetooth LE #%:#: . Wi T

+READ i1t Bluetooth LE MEFZ A T RE UERAE

TTU4REE
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FK4-8FW
ESP-AT iHEHR & 1fe
+WRITE i#1 Bluetooth LE #4755 A$:1E
+NOTIFY >k B Bluetooth LE #3221 notification
+INDICATE >k H Bluetooth LE #4219 indication
+BLESECNTFYKEY Bluetooth LE SMP %£%H

+BLESECREQ:<conn_index>

Wil H Bluetooth LE JEH ) Al LN 752K

+BLEAUTHCMPL:<conn_index>,<enc_result>

Bluetooth LE SMP Jit X} 52 A%,

+BLUFIDATA :<len>,<data>

ESP 45 i 21 I F-Hliin A6 1Y BluFi 7 H %

+WS_DISCONNECTED:<link_id>

%32 ID A <link_id> [1) WebSocket %3 £ Wr -

+WS_CONNECTED:<link_id>

EF: ID °h <link_id> 1 WebSocket 3 2. 7 37

+WS_DATA <link_id>,<data_len>,<data>

%3 ID A <link_id> [1¥) WebSocket %21k 21 %%
P

+WS_CLOSED:<link_id>

4% ID 2y <link_id> [ WebSocket 2% 5 [

+BLESCANDONE

ERE [ o]

+BLESECKEYREQ:<conn_index>

X i C 28 B BEXT oK, ESP i ul AR A
T

WERE S =J7 4, ESP-AT AL RGEH iE = HER SR E -
% 5 ESP-AT 5 =7 =il B4Ry

ESP-AT BB &

A

RainMaker AT V8 &L

1% 5 % ESP-AT RainMaker 7% 832 (£7))
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Chapter 4

AT iy % 7l

4.1 AT Wi 3 SR S bas il il

s BRRAARGIHE ik, I HTTP £ TR

4.1.1 FHRSENEIE, S8 HTTP &% T &t
AFIPAR B — PNG & B R Scdh 6, B 4592 4 hitps://www.espressif.com/sites/default/files/home/

hardware.png.

L WRE W BE.

’AT+RESTORE

Wi K -

[ox |

2. EE Wi-Fi £ A station,

’AT+CWMODE:1

M .

[ox |

3. e A

’AT+CWJAP="espressif","1234567890" ‘
M K -

WIFI CONNECTED
WIFI GOT IP

OK

191


https://www.espressif.com/sites/default/files/home/hardware.png
https://www.espressif.com/sites/default/files/home/hardware.png

Chapter 4. AT #y2 R

LK
o fka AT SSID HIRD ] REER_Eidaiv & H A IR] o i B8 T SR B e 459 SSID A%ERD
4. WEARGIHENES— dIBEEAE HTTP 4 S imE i

ik

AT+SYSMSGFILTERCFG=1,18, 3

i .«

OK

>

M1 A ~+HTTRCGET: [0-91%, (JE18545) Fl\r\ns (33545, Jirh \r\n RfEL ASCII 7
AT AIE 4, Bi: OD OA). Wik :

OK

AR
e “+HTTPCGET: [0-9]*, ASLFPIENFRIAK, FI/RVLELPA +HTTPCGET : JF3k, BIRHE —HEL
T, WE NS T
* \r\ns FREFIENFREL, FIRILEA \r\n Z5REIFAFE .
5. WERGHEIES SRR A N ESE R OK REEHE .

o

AT+SYSMSGFILTERCFG=1,0, 7

i B«

OK

>

HEHE A \r\nOK\r\ns$ (3£ 7 575, Hr \r\n X} ASCII 5 gt A1 [E 4, B: 0D OA). M
R :

OK

K
* \r\nOK\r\n$ HREHIEMEIAX, FIRILELA \r\nOK\r\n G5ETF4F
6. Jo T R GLIH Eid vk

g

’AT+SYSMSGFILTER=1

i . <

’OK

K
* HRMARGH R, a4 S8
7. KM a]

Py N
e

’ATEO

M B -

’OK

8. TR
TR, AR/ 2048 505, MEGHIRE ) 5000 356 (WERE: IR R dy
S, ALY S BRI ES: S BABUCEIR S IR, WIS, (eR
T AR BGOSR, WAL, LTS
BIHRK)

s
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AT+HTTPCGET="https://www.espressif.com/sites/default/files/home/hardware.png",
-»2048,2048,5000

Wi K7 -

// WA, MCU ¥ & fE K B & D https://www.espressif.com/sites/default/files/
—home/hardware.png B H % & .

VA :
o WMRE R TELM, AT 3984 %% \r\nERROR\r\n (3t 9 F35) RSN E 4 MCU,
9. EE R

ZS

’AT+SYSMSGFILTERCFG:O

Wi K7 -
fox |
10. 2 R GE0H B g
iy

’AT+SYSMSGFILTER=O
Mg 3.«
o |

TR
-

’ATEl ‘
i B«

[ox |

4.2 TCP-IP AT 754

AR BN AHE ESP32-C3 i BiafTTCP/IP AT 4 % fir IR~ Bl -

o ESP32-C3 5 &4 TCP % p 3% 3% 5 #3535

o ESP32-C3 5 &1EAH TCPMR 4Bt %454

o 3% IP ¥ bt Feif 0 B E 449 UDP id 12

o 3% [P ¥k Fesn 0 5T T oy UDP i@ {3

o ESP32-C3 %% 1F#4 SSL & Pt $ikis

o ESP32-C3 5 41E+H SSLIR 5225 %ikd:

o ESP32-C3 1% &1k A SSL % P 3% 3% 5 M6 A GE 2 ik 35

o ESP32-C3 % %1k 4 SSL MR % %3 3% 5 Aoy ihiE % i 45

o ESP32-C3 541k % TCP % p 3%, s %i%3s, 53| UART Wi-Fi 5 1%
o ESP32-C3 1% &1¥ A4 TCP R %%, =3 UART Wi-Fi ik 1%

o ESP32-C3 % &1k # softAP f£. UDP 154y ¥ 523, UART Wi-Fi i% 1%
o ESP32-C3 % & R B IEMAE X T 09 B4 F 49%

4.2.1 ESP32-C3 %4514 TCP % Qi ide v Y

1. %8 Wi-Fi #5} station,
s
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’AT+CWMODE=1
i B«
Lox |

2. BERER| B HA

’AT+CWJAP:"eSpreSSif","1234567890" ‘
M. :

WIFI CONNECTED
WIFI GOT IP

OK

B
« {65 A SSID AT EHE 1 6 &b . R 50 2510 SSID FUETS
3. #if) ESP32-C3 4% IP il

AT+CIPSTA?
Mg B -

+CIPSTA:1p:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

PiHH :
o TRAIZE R AT RE S ik W o AR ] .
4. PC 5 ESP32-C3 & #5442 [ — AN«
TE PC il H 28 P T 5, A4 TCP iR 45#% . 40 TCP AR 554804 IP Huhk>hy 192.168.3.102,
1A 8080,
5. ESP32-C3 X 1E N Fimid L TCP %823 TCP k5545, RS2 IP #uhlkk 192.168.3.102, I

125 8080,

AT+CIPSTART="TCP","192.168.3.102",8080
N . :

CONNECT

OK

6. Ak 4 FATERE.

iy
AT+CIPSEND=4
Mg |3«

OK

>
4R, Bl ARG test, ZJa AT KR PATEE.

Recv 4 bytes

SEND OK
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A
o EEIAMTFHEHMS AT+CIPSEND MARENKE (n), WMAZLLSWE busy p..., A
BB ET 0 NFAT, RESEUEI L. SEND OK.
7. BRI 4 TR
% TCP R 528435 4 FATHEdE (Bdh test), MAGSHER:

+IPD,4:test

4.2.2 ESP32-C3 #5180 TCP IR 55 %5 v 2 i+
24 ESP32-C3 % 451E 2 TCP JIR %5 peit, WAUEITAT+CIPMUX =1 A fiRE £ 42, Kl 684 £ 4 TCP
X e 3| ESP32-C3 %45 .

PATF 2 ESP32-C3 X 45 1F A softAP #t57 TCP iR &#at Bl Uni 2 ESP32-C3 k45 1F A station, B YL %
Pk e Gt IR A R Ik 54
1. &8 Wi-Fi #2354 softAP.
s

’AT+CWMODE=2

i B«

’OK

2. [igEZ L.
N

’AT+CIPMUX=1

i B«

’OK

3. X H softAP,
'

’AT+CWSAP="ESP32_softAP","1234567890",5,3

N . :

’OK

4. F¥if] softAP {5 5.,
A

’AT+CIPAP?

M . <

AT+CIPAP?
+CIPAP:1ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

B
G T 5 _EA R R R
5. B TCP [leg54%, #RIAuG TR 333,
W

AT+CIPSERVER=1

i B <
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6.

7.
8.

10.

OK

PC jER:%)| ESP32-C3 %451 softAP,

Wi-Fi: Looking for Networks...

ASUS_AC1200
ASUS_AC1200_5G

Turn Wi-Fi Off
v ESP32_SOFTAP 8 =
360WiFi-C403 a =
AC750 8 =
aobrmtWGGx 8 =
8 =
a =

£ PC L0l P 2810 T A —A~ TCP % /iy, 3423 ESP32-C3 i ) TCP IR 5545 -
Kk 4 ARG B M 25 1 1Dy 0 B BERE .

AT+CIPSEND=0, 4

Nl B <

OK

>

B4 FARE, Bl AR test, ZJa AT R AT R R

Recv 4 bytes

SEND OK

K
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., A
EEARIOET 0 ANFT, KR SERUEIEY. SEND OK.
M2 %32 1D 4 O (8RS EI 4 758
%k TCP g5 A ik 4 T HEdE (Bdlih test), MARGSHER:

+IPD,0,4:test

K TCP i fe.

AT+CIPCLOSE=0

Nl B -

0, CLOSED

OK
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4.2.3 g TP Mkl A1 0 e ) UDP i

1. 8 Wi-Fi £i34 station.
fird:

’AT+CWMODE=1 ‘

i . <

[ox |

2. FEEFIH b

W

’AT+CWJAP:"espressif","1234567890" ‘

Nl . -

WIFI CONNECTED
WIFI GOT IP

OK

PiHH :
o fi AR SSID F 9 v GEER iRy A R AYARTR] . 1 FH 250 I B 2 Y SSID Fl% g .
3. Frif ESP32-C3 4% IP Mtk
e

AT+CIPSTA?
Mg 3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

iR
N A LU NS NGO NG
4. PC 5 ESP32-C3 %45 15 7] — B HH
16 PC LM T A, 6l UDP {64, §I41 PC ) TP Hbilkly 192.168.3.102, 1
1 8080,
5. Bl L .

i

’AT+CIPMUX=1

i B <

[ox |

6. Q)7 UDP &8, AMECMZ4ER: ID 2 4, A IP Hihkky 192.168.3.102, imufisIh 8080, 4
Mg 1ok 1112, BEECh 0.

H%: AT+CIPSTART fir2HIS % mode YeE T UDP i@ Wty IP skl g @ B . #5545
F 0, WARERG A e W 45842 1D, AR AR {5 1 A Hh g v ) TP b AT AR 2804
Ag HAE BRI O A S e s S0

iRt

AT+CIPSTART=4,"UDP","192.168.3.102",8080,1112,0

Nl . -
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4, CONNECT
OK
Vi :
e "192.168.3.102" 18080 34 UDP {&# i IP Mot Az it st 11, tsh 2 PC 27 1y UDP
fic

o 1112 >}y ESP32-C3 #4511 UDP At [1, #0] JATIRE, WA EE N K FEHLE .
e 0 /5 UDP i IP HuhbAlg 2 B, AREW L. Hindg 7 4h—& PC 4 T UDP i if:
H.7) ESP32-C3 #4835 11 1112 % 2£50E, ESP32-C3 %4118k 2 0k | UDP i 11 1112 (%K
P, GREH AT i34 AT+CIPSEND=4, X, ARAKIEIIE N &K F |54 PC . (H2
EXNBHRBEE N 0, BB SP L EFH PC .
7. Kk T FATEHES M4 ERE ID N 4 (BER L.

AT+CIPSEND=4, 7

i .«

OK

>

BT FARAE, Bl ARG abedefy, ZJ5 AT K&kt AT (E S

Recv 7 bytes

SEND OK

AR
o FHIAMETEHEN AT+CIPSEND M MK (n), MRS busy p..., Hk
ERAEAET 0 N, RIRSEMS LY. SEND OK.
8. ML R ID R 4 (B L3RI 4 758 -
ik PC &% 4 sl (Bdih test), MRGESHER:

’+IPD,4,4:test

9. KMIMZEH ID o 4 ) UDP 4%,

’AT+CIPCLOSE:4

Wi K7 -

4,CLOSED

OK

4.2.4 i 1P Mkl A% 0l -2 UDP i

1. %8 Wi-Fi #55} station,

’AT+CWMODE:1

M .

’OK

2. FEHEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

UK

o 550 K SSID A5G i HEER i ar & HH YA 3950 A0 1% el 4 1 SSID RIS«
#rif) ESP32-C3 #¢45 IP it
e

AT+CIPSTA?

M .

+CIPSTA:ip:

"192.168.3.112"

+CIPSTA:gateway:
+CIPSTA:netmask:

"192.168.3.1"
"255.255.255.0"

OK

LK
o BRERSTR TS LR iR .
4. PC 5 ESP32-C3 S e B[] — N il
TPCJ:@H%I_JQ%TF]&IA, B4~ UDP &4 . 6140 IP #ihik>h 192.168.3.102,
5. (ERESATER: .
iy

W12k 8080,

’AT+CIPMUX=O

W

’OK

|

6. QI UDP f&4i. Wil ok 8080, A 2l 1112, Bl

2,
iy

FEIP HihlH 192.168.3.102,

’AT+CIPSTART="UDP","192.168.3.102",8080,1112,2

N . :

CONNECT

OK

LR
e "192.168.3.102" 1 8080 *}y UDP &4 s IP Mkt Flcis it 11, k2 PC # iy UDP

(L=
e 1112 >k ESP32-C3 #4511 UDP ZAHbin 1, %0 AF7RE, WA BE N HBEYLE.
* 2 FR2Y7] UDP &4 857 J5, UDP %ﬁm@ M\U}ﬁkAEE& UDP %4 i im {7 B2 H 8 8
kR 5 ESP32-C3 445 UDP @ {Z 11 ie 1P Mkl Filss 1.,
7. Kik A FATEE.

e

AT+CIPSEND=4

Mg o«

OK

>
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4 FARE, Bl AR test, 25 AT Rk AT R

Recv 4 bytes

SEND OK
LR
o HHAPFETEH T AT+CIPSEND i BOEMKE (n), MRS busy p..., HAK

EHARAET 0 N7, KESERUSIE. SEND OK,
8. % UDP W45 . UDP i . B4 3% 4 Fgdhs, mum B4 IP Mkl 192.168.3.103, it
B 14 1000,
Fs Bk UDP W2 Hoe UDP ik, HFEFEEX T IP HuhkFim o BT,
s

AT+CIPSEND=4,"192.168.3.103",1000

M .

OK

>

4 FARE, Bl ARG test, ZJa AT &5 AT

Recv 4 bytes

SEND OK

9. 4 AR
feist PC Jik 4 FAHEE (Bdih test), WAZAHRR:

’+IPD,4:test

10. 354 UDP %45,
i

’AT+CIPCLOSE

i B«

CLOSED

OK

4.2.5 ESP32-C3 vesifi v SSL %5 ) il 3 Y 1%

1. &%E Wi-Fi #3} station,

’AT+CWMODE=1

i B«

’OK

2. BERER| A

’AT+CWJAP="espressif","1234567890"

MM B <

WIFI CONNECTED
WIFI GOT IP

(T
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(£ L£50)

OK

LR
o 35 AR SSID FIE RS ml REER iRy & R AOANTR] . 1 FH 50 % h #5 Y SSID Flh5 .
3. Z¥if] ESP32-C3 #5:4% IP Huhl,
A

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

LR
o RYAIMGER RS Lk b AP A A
4. PC 5 ESP32-C3 %4548 [ — ANk il .
5. 7£ PC L ffi[f] OpenSSL A4~ , @l —1> SSL ik 454 - 40 SSL [ 455 TP itk 192.168.3.102,
W2k 8070,
openssl s_server -cert /home/esp-at/components/customized_partitions/raw_data/

—sserver_cert/server_cert.crt -key /home/esp-at/components/customized_
—partitions/raw_data/server_key/server.key -port 8070

N . :
’ACCEPT ‘

6. ESP32-C3 %45 E M & Fiiad i SSL #3323 SSL IR455%, MR4#2 1P Huhilk>ly 192.168.3.102, i
124 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘
N . :

CONNECT

OK

7. Kk 4 AR

AT+CIPSEND=4
Mg 3«

OK

>
A4 AR, Bl ARG test, ZJa AT FFa5H AT R

Recv 4 bytes

SEND OK
A :
o AHIAMFETEHEE AT+CIPSEND My K (n), MARSESMY busy p. .., Kk

EEHRET 0 NFAT, KB5S L. SEND OK.,
8. UL 4 FATE .
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fEcist TCP iR 55 4% Kok 4 Tl (Bl test), WARGKSHR:

+IPD,4:test

4.2.6 ESP32-C3 #5180 SSL k5545 dtvr 2%+
24 ESP32-C3 #4520y SSL RS54y, WATEILAT+CIPMUX=1 - fliREL 4, AT A Z A%
Ui 4% F] ESP32-C3 4

PATR & ESP32-C3 #5124 softAP #57. SSL fig 557 il s 4SR & ESP32-C3 i #74 station, WJ7EMEE
He g S S IAR B P ELIEE SSLRST AR HAH AP IR

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

i B«

’OK

2. (EREZ TR .

’AT+CIPMUX=1

W

’OK

3. Jil# ESP32-C3 softAP,
i

’AT+CWSAP:"ESP32_softAP","1234567890",5,3

i . -

’OK

4. £ softAP {5 H.,
e

’AT+CIPAP?

i B«

AT+CIPAP?
+CIPAP:ip:"192.168.4.1"
+CIPAP:gateway:"192.168.4.1"
+CIPAP:netmask:"255.255.255.0"

OK

PiHH :
o TRAR R HUhE T RE-5 AR b H R AN [
5. 757 SSL k4548, I 8070,

’AT+CIPSERVER=1,8070,"SSL"

M . -

’OK

6. PC %] ESP32-C3 #4511 softAP,
7. £ PC L-fifi/f] OpenSSL #iy4>, 4> SSL % i, #4%%] ESP32-C3 i@ SSL ik 554 -
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10.

Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -host 192.168.4.1 -port 8070

ESP32-C3 %45 IR Y -

CONNECT

Kk 4 ARG B M 245 1 1Dy 0 B R .

e

AT+CIPSEND=0, 4

M Y. :

OK

>

4 FARE, Bl ARG test, 25 AT &bl AT

Recv 4 bytes

SEND OK

ALK
o FHIARFEEH B AT+CIPSEND AR EMKEE (n), MRS busy p. .., HE
REEAR AT 0 AFAT, KB SERUG MM, SEND OK.
MR 26 445 1D 2y 0 A aERE 42k 4 7355 .
fBise SSL R 454 & 3% 4 FATIEME (Bdlh test), MRF SR

+IPD,0,4:test

M) SSL 4% .

AT+CIPCLOSE=0

M .

0, CLOSED

OK
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4.2.7 ESP32-C3 %1k SSL 2 Qv vr BRI\ E YA VB

ARG P IE A 2 ESP-AT HrBRIARIES , ST DA A k15
o TERGH K SSL & FmiEs, T RYE 4T £3 PKI B & SCRYE I BRIAIIES
o BT EE O SSL RS AFIET, 1A H CAIE B T i SSL RS A IE1S .
1. 8 Wi-Fi 884 station.
oy

’AT+CWMODE=1

i B«

[ox

2. EERER| B HA

fir s

’AT+CWJAP="eSpressif","1234567890"

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

K
o {8 AR SSID HIE R AT REFR_Eiday& rP AN o 35 B R0 b 5 SSID A .
3. % & SNTP R55%%

s

’AT+CIPSNTPCFG:1,8,"cn.ntp.org.cn","ntp.sjtu.edu.cn"

i B <

’OK

iR
o T DUARYE B O E Z A X% B SNTP R4S 4%
4. #%if) SNTP B[] .
e

AT+CIPSNTPTIME?

Mg KV -

+CIPSNTPTIME:Mon Oct 18 20:12:27 2021
OK

LR
o fA] DA IR) SNTP s} [] -5 5K B s [B] J& 75 A AR >R FIKT (558 B SNTP HR 55 7 22 5 A3
5. #rif] ESP32-C3 #54% IP Hutl,
i

AT+CIPSTA?

i B«

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

B
o GBI AR LR R
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6. PC 5 ESP32-C3 45 82 [l — &y «

7. #£ PC I fii H| OpenSSL g4, Al —4~ SSL ik 45% - 4N SSL RS54 IP Hihik >k 192.168.3.102,
M I1h 8070,
s

openssl s_server —-CAfile /home/esp-at/components/customized_partitions/raw_
—data/server_ca/server_ca.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/server_cert/server_cert.crt -key /home/esp-at/components/
—scustomized_partitions/raw_data/server_key/server.key —-port 8070 -verify_
—return_error -verify_depth 1 -Verify 1

ESP32-C3 4% I i 1 :
ACCEPT
LR
o 1A W BYIE AR T DRSS VR B IE A B TR
8. ESP32-C3 #4514 B SSL & it A A B &

’AT+CIPSSLCCONF=3, 0,0 ‘

i . <

[ox |

9. ESP32-C3 % 451N % il L SSL iE4%# 3 SSL AR %48, IR&G#: IP Hihik-h 192.168.3.102,
14 8070,

’AT+CIPSTART:"SSL","192.168.3.102",8070 ‘

Wi K7 -

CONNECT

OK

10. K% 4 T8
i

AT+CIPSEND=4

M . <

OK

AR, Bl AR test, ZJF AT fr&mi AR

Recv 4 bytes

SEND OK

AR
o A ABFTECH ML AT+CIPSEND fig i E MK (n), MRS LM busy p..., K
EEARIOET 0 ANFAT, KESERMUEIY. SEND OK.
11, 320 4 E 5k
&% TCP 55 # k% 4 = msdls (Bdlih test), MRS SHER:

+IPD,4:test
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4.2.8 ESP32-C3 % #71i: 4 SSL it 55 %5 e Sy W\ UE 2 XE4%
14 ESP32-C3 KAy SSL Mg 5t A ATEILAT+ CIPMUX=1 (B RE S HEH:, RN TTREA 2% P
R ESP32-C3 4% .

PAR 72 ESP32-C3 #4514 station 737, SSL AR & 25 WA B A& ESP32-C3 %45 1E A softAP, W &%
ESP32-C3 &4 SSL M&BEI L EHRH.
1. 8 Wi-Fi £iX4 station.
s

’AT+CWMODE=1

i B <

’OK

2. BRI HA

iy

’AT+CWJAP:"eSpressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

OK

PR :
o fak AR SSID FI 9 m GEER iRy A R A ARTR] . 15 F G0 % 2 Y SSID Fl% g .
3. Frifi ESP32-C3 4% 1P Mtk
e

AT+CIPSTA?

W i

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

)
- SRR T RE S IR AT
4. (RES LR

e

’AT+CIPMUX:1

M .

’OK

5. 757 SSL k4548, Ik 8070,

oS

’Z—\T+CIPSERVER:1, 8070, "SSL", 1

M .

’OK

6. PC 5 ESP32-C3 B2 A — i o
7. #£ PC I f#iJf] OpenSSL iy 4, A#—4> SSL % P, %35 ESP32-C3 1540721 SSL iR 4545 -

o
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Wi-Fi: Looking for Networks...
Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

PPPDDDD
) ) 9) 4) ) 9)

openssl s_client -CAfile /home/esp-at/components/customized_partitions/raw_
—data/client_ca/client_ca_00.crt -cert /home/esp-at/components/customized_
—partitions/raw_data/client_cert/client_cert_00.crt -key /home/esp-at/
—.components/customized_partitions/raw_data/client_key/client_key_00.key —host.
—192.168.3.112 —-port 8070

ESP32-C3 545 F I -

0, CONNECT

8. ik 4 AR BN H4 TR 1D 4 O H R |
2y

AT+CIPSEND=0, 4

W

OK

>

4R, Bl ARG test, ZJa AT F&AH AT R

Recv 4 bytes

SEND OK

ALK
o FEIAMFENEHEE AT+CIPSEND M@K (n), MARZESMY busy p. .., HK
IREROHT 0 DAY, KGR SEG LY. SEND OK.
9. MIMZEIES: ID Shy O AYSER LRI 4 355 .
% SSL IR 45 4k &%k 4 FATHEE (Bl test), WRGELHFIR:

+IPD,0,4:test

10. 4P SSL 4%,
s

AT+CIPCLOSE=0

W
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0, CLOSED

OK

1. K] SSL 55 b o

iy

’AT+CIPSERVER=O

Mg 3«

[ox

4.2.9 ESP32-C3 4511k TCP %)y, devr s, szl UART Wi-Fi & 14

1. 8 Wi-Fi £i3X4 station.

’AT+CWMODE:1

Nl B«

’OK

2. FEEFIH b

’AT+CWJAP:"espressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

PaHH :
o fk AR SSID F 9 vl GEER iRy A R AYANTR] . 1 FH 50 It 2 Y SSID Fl% g .
3. Frifi ESP32-C3 445 1P Mtk
e

AT+CIPSTA?

Mg J3

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

BLH:
 BEEINEIRATRE S AR P A
4. PC 5 ESP32-C3 {45 V425 [l — A B i .
1t PC B M4 I TR, Bl#—A TCP R4 & Blin IP Huht>y 192.168.3.102, Sk Hy
8080,
5. ESP32-C3 B4 A% Frifiiliad TCP ¥4 5] TCP 4548, FR4-#% IP Hudk>h 192.168.3.102, i
I 8080,
fip

AT+CIPSTART="TCP","192.168.3.102",8080

Nl B <

Espressif Systems 208 Release v2.3.0.0-esp32¢3-791-gbe3325688a
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 4. AT #y2 R

CONNECT

OK

6. #EA UART Wi-Fi i £ 3l A2 X .
iy

’AT+CIPMODE=1

iy R«

[ox

7. HEA UART WicFi i6 6 X 3 SR HCh
o

’AT+CIPSEND

i Y«

OK

>

8. {5 Ik KA
PEBEAL SR i AR rh, R B B — B +++, MRS RIBIIEL Kk . BUE 20251
LR, BET—5 AT fird. iR, WPRERMERITTHEA +++, AT RED N R AN A BERY
PN =A +. BENGESEMGEREERX] +++,

WYL ] +++ B HE X, WERE S IENAEX, N TCP ARG . A DAE
AT+CIPSEND AR H1% .

9. iR UART Wi-Fi i 4048 X,

’AT+CIPMODE:O

M B <

’OK

10. 3[4 TCP %45,

’AT+CIPCLOSE

M B ©

CLOSED

OK

4.2.10 ESP32-C3 %451k TCP k%528, 928 UART Wi-Fi &%

1. %8 Wi-Fi £ 4 station,

’AT+CWMODE:1

i .«

’ox

2. FEHEEIH
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AT+CWJAP="espressif","1234567890"

N . :

WIFI CONNECTED
WIFI GOT IP

OK

PERA:
o &k A SSID MRS i REER_Eadaiv & AR o i B A i e 4519 SSID AI%ERS
3. WEZERE

’AT+CIPMUX:1

M .

’OK

AR
o TCP JR 45 s MAEZ AR T A BT .
4. BEE TCP MR 554t KIEHECH 1.
i

’AT+CIPSERVERMAXCONN=1

i B«

’OK

LK
o BRSO R, G TCP RSG5 25 R IERAU AR 2 1.
5. JFJH TCP fiR55 it -

’AT+CIPSERVER:1,8080

Mg K7 -

’ox

PR :
o %' TCP il 45#sim 114 8080, &t n] DA B H B .
6. Frif] ESP32-C3 #54% IP Huht.,
i

AT+CIPSTA?

i B -

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

OK

i :
o BPIAIER TR S LR i A R A
7. PC jE$%)| ESP32-C3 TCP JIji %548
PC 5 ESP32-C3 #5182 A — N H H
1 PC LA M TR, G —4 TCP % P, %#:%] ESP32-C3 () TCP JigR45#%. Huhl
192.168.3.112, i1k 8080,
AT i :
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0, CONNECT
8. ¥EA UART Wi-Fi i #3500 42 X .

’AT+CIPMODE=1

g B <

’OK

9. #EA UART Wi-Fi i (542X I K5t

’AT+CIPSEND

M B <

OK

>

10. 457 11 AR 4

TEBAL SRR AR A PR R — B +++, RSB IIER L. S 205y
VR, AT AT iy % WEEE, WUREBNEEIT A +++, A 0] R8N KA A fE b
PN = +. BENGESHMGEREERX] +++,

g )+ LR A AR, BRSO, I TCP B R A AL, B mT AR

AT+CIPSEND fiy K E HA% .

11. JBH} UART Wi-Fi i£ £ 32042 X,

’AT+CIPMODE:O

M .

’OK

12. 404 TCP ##2,
i

’AT+CIPCLOSE

M .

CLOSED

OK

42,11 ESP32-C3 %751: 4 softAP 1t UDP {4z UART Wi-Fi i (%

1. %8 Wi-Fi #55% softAP.
fird:

’AT+CWMODE=2

M [,

’OK

2. T'E softAP,
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AT+CWSAP="ESP32_softAP","1234567890",5,3

i B <

OK

3. PC %43 ESP32-C3 {451 softAP,

Turn Wi-Fi Off

v ESP32_SOFTAP
360WIiFi-C403
AC750
aobrmtWGGx
ASUS_AC1200
ASUS_AC1200_5G

Wi-Fi: Looking for Networks...

PPPDDDD
1) ) ) 9) ) )

4. fI|7E#—1~ UDP i 5

1€ PC A MR B) T, @18 —4> UDP &4, {40 PC im IP Hihlky 192.168.4.2, i1k

8080,

5. ESP32-C3 5 PC X 1Y iy 71 757 [86] 5 X g [P ik A1 1 (1) UDP %45 . oA IP Hbhkoky 192.168.4.2,

WLk 2 8080, AHLlg N 2233, AN 0.
2y

AT+CIPSTART="UDP","192.168.4.2",8080,2233,0

i B -

CONNECT

OK

6. ¥E A UART Wi-Fi £ 24200 A2 X,
e

AT+CIPMODE=1

M .

OK

7. JEA UART Wi-Fi i 542 X I Sk il .

AT+CIPSEND

M .

OK

>

8. {5 Ik KA
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TEBAR SRR AR A PR B — B +++, RSB IIER k. Bl 205y
LR, BET—4 AT il iR, WPREERMERITTHEA +++, AT RED IR AN A BERY
PN = +. BENGESHMGE R EERX] +++,

WYL i +++ B HE X, WERE S IEMAR X, I TCP ARG . AT DAfE
AT+CIPSEND AR H1% .

9. B H UART Wi-Fi £ 420 A8 X,
e

’AT+CIPMODE=O

M B -

’OK

10. :M] TCP %45,
s

’AT+CIPCLOSE

Nl . <

CLOSED

OK

4.2.12  ESP32-C3 Bk pk o b s v 8ol

P BE AR B OR B R 4550 H MCU e N RAEFRIS , ATDAZ % %6, S Ssh s felutsiat

1. 8 Wi-Fi £ 4 station,
i

’AT+CWMODE:1

M .

[ox

2. FEHESIH 1.
e

’AT+CWJAP:"eSpressif","1234567890"

i B <

WIFI CONNECTED
WIFI GOT IP

OK

AR
o &I A SSID FIE ] iR iR ar & P RTE . 56 A % fr 45 ) SSID FIfs
3. #rif] ESP32-C3 i% 4% IP ik,
A

AT+CIPSTA?

i B <

+CIPSTA:ip:"192.168.3.112"
+CIPSTA:gateway:"192.168.3.1"
+CIPSTA:netmask:"255.255.255.0"

Q)
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OK

ALK
o P EIE R T RE S iR AR R
4. PC 5 ESP32-C3 ¥4 1EHE [ — M i .
TE PC A 2508 T 5, A @ —> TCP k55 #% - 9140 TCP AR 55417 IP Hihl >k 192.168.3.102,
1A 8080,
5. BSP32-C3 & 451E % Fusidad TCP %425 TCP iR45#%, IRS#s IP #uihikoh 192.168.3.102, i
124 8080,
iy 4

AT+CIPSTART="TCP","192.168.3.102",8080

N . :

CONNECT

OK

6. ESP32-C3 i A R i ON B Bial.

e

’AT+CIPRECVTYPE=1

Wi

’OK

7. TCP R 528 ik 4 FAREdE (KA test).
ViR
s WL & Ml & +1PD, 4, WMRIFEFEKE RS AL, 2K NBE +1PD,, W H
BeAT+CIPRECVTYPE i BHER4) o
8. ESP32-C3 & Arifi g sl i ik X N B R K

AT+CIPRECVLEN?

Wi KV -

+CIPRECVLEN: 4
OK

9. ESP32-C3 A& R sh i ot i g 7 2t

AT+CIPRECVDATA=4

M B -

+CIPRECVDATA: 4, test
OK

4.3 Bluetooth LE AT 74

IO F2 2 A 4 Bluetooth® Low Energy AT 4744 WM 5k, HH4RBHE ESP32-C3 i Linfrix i
iuyEEA NI
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H A

Bluetooth LE & F %135 Mk 44 AE44

Bluetooth LE % 330 %

A~ ESP32-C3 JF A AR Z W) 3 5 SPP %35, vA R & UART-Bluetooth LE i% 1542 X T 15 4 # 38
ESP32-C3 5 543 5 SPP i%3%, VA% f& UART-Bluetooth LE i 1% 48 X F 1% #i 2
ESP32-C3 #oF#LZ 1) % 5 Bluetooth LE % 3% 5 fiexf

L] L] L] L] L] L]

4.3.1 W4

ESP-AT 477/ 37 43 Bluetooth LE 4.2 R iUE, A S04 948 { & F T Bluetooth LE protocol 4.2 {Jp
WG, 5S% 20 42 SRBCE 2 E R

Bluetooth LE Ppil{ 44

Bluetooth LE X3 M T 2 4N LA JEZL: Physical Layer (PHY)., Link Layer (LL). Host
Controller Interface (HCI). Logical Link Control and Adaptation Protocol
Layer (L2CAP). Attribute Protocol (ATT). Security Manager Protocol (SMP) .
Generic Attribute Profile (GATT). Generic Access Profile (GAP).

* PHY: PHY JZ EZATTHEWIEIE _F R EFMBE E L. Bluetooth LE ffiH] 40 MMifEHE. M
Vi 2402 MHz %] 2480 MHz,

o LL: LL 2 FEATTEIE . BolcfreiuZ e (A, WREE, e 2EEgm), kS
WA 2 R Y BREEBEAH I SR BT . BRI 2RV T 4. 8. Bvr/38. AR
#E., LHEBEAMPRESZ —.

* HCI: HCIJZ [ EALAE i #e e it — MR8 0 . %2 T AR AP T SEP el &l A A {442 T
UART, SPI. USB f#Efil.

* L2CAP: L2CAP JZ M TEx FAUA SR 2 [0 32 e B #- A T U e 0 . o BOR S A 4524 o

o ATT: ATT JZSEBL T B VENR S5 A8 A M5 s Z [A) ) Ot il ATT 2 P[] ATT JiiR 55 i A0 1%
A ARFIfIA . ATT 55t ) % i AR MR LY. . AR R .

o SMP: SMP 2l T-2E BN 35 B 40 FN By 8540 . SMP 0455 BRI 25 S5 6 AN B0 B4 420, It
TBER LR R B LI A B RS B

* GATT: GATT ZF/nEMIRSA A ki @R Pim e, ELE SCHE TR ek S 2 il
WIS « AR 2 IR G . ZZ2 R T R0, S B ARk SR EA R 0 .

* GAP: GAP EMCERITAH WA B4 H AT, BIAntE s . BSOS B R T B SOl A i s
MUY . GAP [R5 G L. EERX. 24, Bk, RPEFIIR S KB

Bluetooth LE ffj{t, %15y

1E Bluetooth LE PpisUke AN [H] 2B AR Fa (X 20 o X LA R AN .
o LL: XA R PARIZ K EHLA MAL, MM H&, THLRTAR &R
e GAP: EXNT 4MeEEMG: JHE. WEH. MEEEM PFOEE.
o GATT: WA PA N RE3mMl & F 3.

iR

o AR Bluetooth LE 43 Fl Bluetooth LE % F3##i2 GATT EMAA.

e 457, ESP-AT % Bluetooth LE R4 Ml Bluetooth LE & F 3g[a W A77E .

* ANt ESP-AT #]4f 4k~ Bluetooth LE filk 45 iy ifs /& Bluetooth LE 7 iy, [7] b 7 422 (1) e K A 450
3,

GATT HSE— Rl L L, f B YF T DOA 2 — Rl st i b 12 sl XA @ PR 454 R
W el AN, SRS A FRBE R AL, B FE LR Z BRI TRA .
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GATT R4 3%H1 GATT & F 3miX WiFh i (0 /77T Bluetooth LE M 83 2 J5 . GATT R4 287 1o J&@
PEPMUE R BIREE, H3258 [ GATT & s @t hisEsk . er O A, fims, AtEdmnm—
SARA GATT M43, VMR —BmfRoh GATT E 3.

4.3.2 Bluetooth LE %y B IR 55 FAEA
AR 7~ 3 [l s (5 FH P B ESP32-C3 JF e, Horfr—3eff4 Bluetooth LE i35 (L4 Bluetooth LE iz 5%

s fA ), o3 —3efER Bluetooth LE % Pt (AR Bluetooth LE % P i (4) o 34N JRoR T W Gy fif
JH AT fiy4 757 Bluetooth LE %4, 5 B H 15 .

B FEA AL ESP32-C3 Bluetooth LE A4 313k Ag#A4E X S5 3YF ESP32-C3 Bluetooth LE
R4 eI ATRI AT, DL ESP32-C3 Bluetooth LE & & 3% H-L#H4E H FE3iYE ESP32-C3 Bluetooth LE
% P AT RIA]

1. #1454k Bluetooth LE Tf§E.
ESP32-C3 Bluetooth LE J 453 :

’AT+BLEINIT=2

Mg [«

’OK

ESP32-C3 Bluetooth LE % i :
iy

’AT+BLEINIT=1

Mg |/«

[ox

2. ESP32-C3 Bluetooth LE # 45 i sk EtH: MAC bt

’AT+BLEADDR?

N . :

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

R
SR A% < T E S B 18| T = =R wh s ) VAL 1 2 [ I = T B v N 0P 11| R T S A 2 3 AP S B
1. ESP32-C3 Bluetooth LE iz 4 i AR %
e

’AT+BLEGATTSSRVCRE

M B -

’OK

2. ESP32-C3 Bluetooth LE I} % i1 IR % .
s

’AT+BLEGATTSSRVSTART

i B -

[ox
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1. ESP32-C3 Bluetooth LE Ji} 553t & BAR 5 -1E .

s
AT+BLEGATTSCHAR?

M .

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char",1,6,0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR:"char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char", 1,8, 0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

2. ESP32-C3 Bluetooth LE fIf 45 3 FF 14 #&, 22 J5 ESP32-C3 Bluetooth LE & FU it FF a4 1 9 H %4 3

i

ESP32-C3 Bluetooth LE H 45 i :

’AT+BLEADVSTART

W

’OK

ESP32-C3 Bluetooth LE % F1ji

iy

’AT+BLESCAN=1,3

Mg .«

OK

+BLESCAN:"5b:3b:6c:51:90:49",-87,02011a020a0c0aff4c001005071¢c3024dc,,1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

K

R ALOEREIEAES

A RES_ BRI AN o

. 737 Bluetooth LE ##3%.
ESP32-C3 Bluetooth LE & i :

AT+BLECONN=0, "

24:0a:c4:d6:ed:46"

Mg K7 -

+BLECONN:0, "24

OK

:0a:c4:d6:ed:46"

B -
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o B ARSI, I H 451 ESP32-C3 Bluetooth LE JIR 45 bk
o MR Bluetooth LE #3255, M<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 15 Bluetooth LE #E3: 5, M£x3E R +BLECONN: 0, -1,
4. ESP32-C3 Bluetooth LE % F1it % FiL R 45
A

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

AR
* ESP32-C3 Bluetooth LE % Pl £ if] iR 55 () 45 5%, b ESP32-C3 Bluetooth LE Ak F i 2 1 iz 55 1)
G LA BRINIRS (UUID: 0x1800 1 0x1801) , X 2 IE# IS . FEFEW, YT H—RS%,
ESP32-C3 Bluetooth LE & i 1A 1Y) <srv_index> {H 2T ESP32-C3 Bluetooth LE IR J i 25 i) 1)
<srv_index> {H + 2. Bil40_FiR RGP AR S 0xA002, 4 i#E ESP32-C3 Bluetooth LE % i #x
) F 1Y <srv_index> 24 3, WIHAE ESP32-C3 Bluetooth LE i F' 3438 3 AT+ BLEGATTSSRV? £y 4>
2], N <srv_index> A 1,

5. ESP32-C3 Bluetooth LE % F it % B .
iy 4

AT+BLEGATTCCHAR=0, 3

M B -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

. ESP32-C3 Bluetooth LE & it 5z Bl — M- AE(H

AT+BLEGATTCRD=

0,3,1

i B«

+BLEGATTCRD: 0,

OK

1,0

B :

o THVER HARRFAE LA EA AR -

o N5 ESP32-C3 Bluetooth LE % i i3z BUASAE 5 1, ESP32-C3 Bluetooth LE iz 45 it M| & 42 7
+READ:0,"7c:df:al:b3:8d:de",
7. ESP32-C3 Bluetooth LE % 15— MEAE( .
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fir s

’ AT+BLEGATTCWR=0, 3,3, ,2 ‘

i .«

> |
5 > Fon AT ER IR D8R, BERTEmT DA A B , 48R KR8 S8 <length> [
R, PATEAEAE.
[ox |
BiH -
« 41 3L ESP32-C3 Bluetooth LE %% J i 5 45 fif 1 1 25 i 3, ESP32-C3 Bluetooth LE it % i
N &3t 78 +WRITE: <conn_index>, <srv_index>, <char_index>, [<desc_index>],
<len>, <value>,
8. Indicate —/MFMF{H .
ESP32-C3 Bluetooth LE % i :
’AT+BLEGATTCWR:O, 3,7,1,2 ‘
i B«
> |
15 > F07 AT IE G RFEICR R, BOR T A AR, B0 K IESE) 23 <lengtho
RS, AT AHAE.
AT 20 ESP32-C3 Bluetooth LE [l 453 & 23 K 9858 (833 notify HE# indicate HX),

ESP32-C3 Bluetooth LE % Fiii T SR i 1 IR 45 3 3 M. %FF notify 2, F%E5 AfH 00001,
XTF indicate F=, FHEEA(H 0x0002, FEABFIHE A 00002 EfHiH indicate =K.

ox |
K
o N5 ESP32-C3 Bluetooth LE % F7 i G 4R AE A 49 )8 2, ESP32-C3 Bluetooth LE iR 4% i ) &
PR +WRITE: <conn_index>, <srv_index>, <char_index>, <desc_index>, <len>,
<value>,

ESP32-C3 Bluetooth LE JJ§ 45 i :
iy

’AT+BLEGATTSIND:O,1,7,3 ‘

i B -

: |

5 > Fon AT HER IR D BE, SERTEmT DA A B, 45 KR 3 S8 <length> [
fHISF, 44T indicate 4.
] oK ‘
B
o Y15 ESP32-C3 Bluetooth LE % Fi 422 U 2] indication, N <x#E /K +INDICATE : <conn_index>,
<srv_index>,<char_index>, <len>,<value>,
o X T[A—fRk %%, ESP32-C3 Bluetooth LE & Fiififi) <srv_index> {f 25T ESP32-C3 Bluetooth LE fijt
FUEy <srv_index> (B + 2, X EIEHEIE.
o NPT ARG HARFEIAL R, SEPTS25 SOR 4o fT B s SR HIE T R 5.

4.3.3 Bluetooth LE JII# 55 3% BNk 55 F Al A

PATR 75 ] Bt B Wi i ESP32-C3 FF &t HoH—3efE A Bluetooth LE 2453w ( HLAE A Bluetooth LE 255
U f), 55—HEH Bluetooth LE % i (L AEA Bluetooth LE & Pl ffi 21) o 3X /M T J@7R 1 I Q] g
7. Bluetooth LE 4%, PAK RS b 525 il S5 A AE AN 2 P B, notify Al 45 HRAEAH .
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TP B PL ESP32-C3 Bluetooth LE R4 3% I3k i #a4/E HEE2HE ESP32-C3 Bluetooth LE [k 45
WHATRITE], DA ESP32-C3 Bluetooth LE % 3% FF3k /e R 22 EAE ESP32-C3 Bluetooth LE % /1
AT R AT

1. #¥J54k Bluetooth LE Lk,
ESP32-C3 Bluetooth LE f 45 i :

’AT+BLEINIT=2

i . <

’OK

ESP32-C3 Bluetooth LE £ i :

’AT+BLEINIT:1

Nl <

’OK

1. ESP32-C3 Bluetooth LE fJ# % it 3R % .
e

’AT+BLEGATTSSRVCRE

Wi K7 -

’ox

2. ESP32-C3 Bluetooth LE AR 45 81 AR 45
i

’AT+BLEGATTSSRVSTART

M B -

’OK

1. ESP32-C3 Bluetooth LE I 4 25 H: MAC Hithl:.
s

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

A
o EAEIHUEE T RS Bk m B R R, GRS HE, FTRE IR S A E .
2. ESP32-C3 Bluetooth LE R %5 it 5t B & S50
i

’Z—\T+BLEADVPARZ—\M:50, 50,0,0,7,0,,

Wi K7 -
|ox
3. ESP32-C3 Bluetooth LE i} 45 55 &) # 5 -
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’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

N . :

’OK

4. ESP32-C3 Bluetooth LE R4 5t 15T 45 .

’AT+BLEADVSTART

M. :

’OK

1. ESP32-C3 Bluetooth LE & F i3] 73R 45 .
e

’AT+BLEGATTSSRVCRE

Nl . <

’OK

2. ESP32-C3 Bluetooth LE & P18 AR 45
i

’AT+BLEGATTSSRVSTART

i B«

’OK

1. ESP32-C3 Bluetooth LE % Fim kBt MAC Hihilk,

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:03:a7:4e"
OK

R
o AR HIIE AT RES_EaRn B PRI, SRR hE, RTE RSB 2
2. ESP32-C3 Bluetooth LE & g 444, #5742 3 #b.
i

AT+BLESCAN=1, 3

Nl <

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al",-62,0201060a£f£f4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

i :
o TRIFREEERATRES ik i o AR T .
3. #£37. the Bluetooth LE %35,
ESP32-C3 Bluetooth LE & i :

fir s

AT+BLECONN=0, "24:0a:c4:d6:e4d4:406"

N . :
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+BLECONN:0, "24:0a:c4:d6:ed:406"

OK

Vi :
o B A _FIRETAET, I 451 ESP32-C3 Bluetooth LE I 45 it btk
o MR Bluetooth LE £ i), N<3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 15 Bluetooth LE #E#:2 5, W< R +BLECONN: 0, -1,

ESP32-C3 Bluetooth LE J§ 45 :

Py N
i

AT+BLECONN=0,"24:0a:c4:03:a7:4e"

M i/ :

+BLECONN:0, "24:0a:c4:03:a7:4e"

OK

i :
o A LRy AEF, A 209 ESP32-C3 Bluetooth LE % itk .
o 41 Bluetooth LE % 32 i B, N &4 /8 oK, KN <& # /8 +BLECONN:O,
"24:0a:c4:03:a7:4e,
o UNR Bluetooth LE ZE#24, N£3E/8 ERROR, A<fi/R +BLECONN:0, -1,

1. ESP32-C3 Bluetooth LE % F' it i) A< Hi IR 45

AT+BLEGATTSSRV?

Mg |3«

+BLEGATTSSRV:1, 1, 0xA002, 1
+BLEGATTSSRV:2, 1, 0xA003, 1

OK

2. ESP32-C3 Bluetooth LE % F3i# % Bl AS HudSH1iE o

AT+BLEGATTSCHAR?

iy R«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR:"desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302,0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1, 6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char", 1,7, 0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901

Q)
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(£ L£50)

+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

3. ESP32-C3 Bluetooth LE I} 5 itk % PU S} ik AR 45
s

AT+BLEGATTCPRIMSRV=0

M .

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

i

« ESP32-C3 Bluetooth LE fik 45 3 A i IR 45 i 4528 , b ESP32-C3 Bluetooth LE % '3 25 ) il 45 (1) 4%
WA EIARS (UUID: 0x1800 1 0x1801). 1EFE4ntk, %FF[F—Hk4s, ESP32-C3 Bluetooth
LE R4 uis 21 ) <srv_index> {E 45T ESP32-C3 Bluetooth LE 7% F i 25 1) ¥ <srv_index> {B + 2.
Ban, ERRHIF R IRS 0xA002, 4HiHE ESP32-C3 Bluetooth LE [l 45 i 2r i) 2| ) <srv_index>
>N 3, UNSLAE ESP32-C3 Bluetooth LE JlR 4% 338 13 AT+ BLEGATTSSRV ? fiv 225 1), | <srv_index>
M1,

4. ESP32-C3 Bluetooth LE f? %5 it & PN A E

AT+BLEGATTCCHAR=0, 3

M .

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3,0xC302,0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char", 0,3, 6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR:"char",0,3,7,0xC306,0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char",0,3,8,0xC307,0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

5. ESP32-C3 Bluetooth LE % F i 15 IR 45 - 1 (H

PP SRS BRI FHIE (characteristic) 25U AR FRLE -

iy

’AT+BLEGATTSSETATTR=1,8,,1

i B -

E

=

Lt
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’EA*ﬁ?%‘@“

N . :

’OK

6. ESP32-C3 Bluetooth LE 45 it 152 AR 55 R fiF(H .
i

’AT+BLEGATTCRD:O,3,8,

M B -

+BLEGATTCRD:0,1, 9

OK

7. ESP32-C3 Bluetooth LE fi} 45 i 5 R 45 (A «
PEPE SR G BRI IR 55 R BRI

’AT+BLEGATTCWR=O, 3,6,1,2

N . :

’ox

AR
o N5 Bluetooth LE fk 55 i 5 IR 55 FFAE(E B )5, Bluetooth LE 2 i | x4 /8 +WRITE: 0, 1,
6,1,2,12,
8. ESP32-C3 Bluetooth LE % i notify R 45451 {H
s

’AT+BLEGATTSNTFY:O,1,6,10

i Y <

>

’ 5N 1234567890 104N FH

M .

’OK

AR
» f115 ESP32-C3 Bluetooth LE % i notify AR 5545 AE B 45 AR 55 i i3, Bluetooth LE AR 45 diig ) £
PR +NOTIFY:0,3,6,10,1234567890,

4.3.4 Bluetooth LE YE#:%%

DA 7 G I 6 FT P e ESP32-C3 JF %M, Hhi—Hiff- Bluetooth LE %4 (F1ff:3 Bluetooth LE 45
), J—3AEH Bluetooth LE & P (HAE Bluetooth LE & Pl f4) . XM T J@m 1 /BRI
Bluetooth LE %3,

I8
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o IEPA A BEH LA ESP32-C3 Bluetooth LE M43 ISk AU/ E H 75 %iXE ESP32-C3 Bluetooth LE
M5 ATRIW], PLESP32-C3 Bluetooth LE % 3 FF3Lfr#E H 55 3i4E ESP32-C3 Bluetooth
LE % P AT PR

o A G RPN EIAS . 98 FUR N ) R TE AU T MK IR

» ESP-AT [ L4l E 10 MMk

1. ¥J4A4k Bluetooth LE LfjE.
ESP32-C3 Bluetooth LE H% 45 i :

’AT+BLEINIT=2

i Y«

’OK

ESP32-C3 Bluetooth LE % i :

’AT+BLEINIT:1

i . <

[ox

2. ESP32-C3 Bluetooth LE Ik 453 3B Bluetooth LE #idif:,

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Ui :
o EAEIRHAE T R S _ Bk B R BRI, IO R R, R AR HE .
1. ESP32-C3 Bluetooth LE R %5 st IR %5
s

’AT+BLEGATTSSRVCRE

M .

’OK

2. ESP32-C3 Bluetooth LE 45 35 R 4

’AT+BLEGATTSSRVSTART

Mg |3

’OK

1. ESP32-C3 Bluetooth LE Ji} 45 i % Fi IR 45 45:41F
s

’AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02

Q)
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OK

+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:
+BLEGATTSCHAR:

"desc",1,2,1,0x2901
"char",1,3,0xC302,0x08
"desc",1,3,1,0x2901
"char",1,4,0xC303,0x04
"desc",1,4,1,0x2901
"char",1,5,0xC304,0x08
"char",1,6,0xC305,0x10
"desc",1,6,1,0x2902
"char",1,7,0xC306,0x20
"desc",1,7,1,0x2902
"char",1,8,0xC307,0x02
"desc",1,8,1,0x2901
"char",2,1,0xC400, 0x02
"desc",2,1,1,0x2901
"char",2,2,0xC401,0x02
"desc",2,2,1,0x2901

. ESP32-C3 Bluetooth LE R 45 i1 4R #%, )& ESP32-C3 Bluetooth LE & i T 4R34 HFR4E 3

g,

ESP32-C3 Bluetooth LE 453 :

AN A -
e

’AT+BLEADVSTART

i B -

’OK

ESP32-C3 Bluetooth LE % i ©

’AT+BLESCAN=1,3

M B -

OK

+BLESCAN:"5b:3b:6¢c:51:90:49",-87,02011a020a0c0aff4c001005071¢3024dc, , 1
+BLESCAN:"c4:5b:be:93:ec:66",-84,0201060303111809095647543147572d58020a03,,0
+BLESCAN:"24:0a:c4:d6:e4:46",-29,,,0

B :

A OERETEAE ST =Rl we o ) VAR Rl U E N 8
. 757 Bluetooth LE %35,
ESP32-C3 Bluetooth LE 7% i :

AT+BLECONN=0,"24:0a:c4:d6:e4:46"

Nl <

OK

+BLECONN:0, "24:0a:c4:d6:e4d:46"

PERH:

o WA _FIRGT AT, 58] 4317 ESP32-C3 Bluetooth LE filz 4% itk o

o MR Bluetooth LE 7325, N<x3E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o YN Bluetooth LE 7E#24 M, N£#E/R +BLECONN: 0, -1,

4. ESP32-C3 Bluetooth LE 7% F it % FiL IR 45

e
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AT+BLEGATTCPRIMSRV=0

N . :

+BLEGATTCPRIMSRV:0,1,0x1801,1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003, 1

OK

LR

» ESP32-C3 Bluetooth LE & i 2r ] kR 55 45 5, H ESP32-C3 Bluetooth LE fiZ P2 i Ak 45 14
ZER ZHHABRIAR S (UUID: 0x1800 1 0x1801), X 2iF# ¥4, EEWM, XFFR-—R%,
ESP32-C3 Bluetooth LE & it A if 1) <srv_index> B 45T ESP32-C3 Bluetooth LE I i 25 i 1)
<srv_index> {H + 2. 0 F R 7RG AR S 0xA002, 4 Hi7E ESP32-C3 Bluetooth LE & F' i %
3 <srv_index> Ky 3, ANSFE ESP32-C3 Bluetooth LE fi Fr i it AT+ BLEGATTSSRV? 6%
2], N <srv_index> 4 1,

5. ESP32-C3 Bluetooth LE % F1 3 % PR .

AT+BLEGATTCCHAR=0, 3

Mg .«

+BLEGATTCCHAR: "char",0,3,1,0xC300, 0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR: "char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char", 0,3, 3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303, 0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR: "char",0,3,5,0xC304, 0x08
+BLEGATTCCHAR: "char",0,3,6,0xC305,0x10
+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

6. WEMEZESE., & auth_reqg iy SC_MITM_BOND, JR45iH) iocap S KeyboardOnly, %%
Wit iocap SN KeyboardDisplay, key_size j 16, init_key 5 3, rsp_key N 3.
ESP32-C3 Bluetooth LE [ 45 :

’AT+BLESECPARAM213,2,16,3,3

i [ <

’OK

ESP32-C3 Bluetooth LE % i :

’AT+BLESECPARAM=13, 4,16,3,3

iy B«

’OK

LK
* FEABiH, ESP32-C3 Bluetooth LE Iz 55 Sk ABCXi%, ESP32-C3 Bluetooth LE % P i 71 it
Xt
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e BESP-AT % #f Legacy Pairing fil Secure Connections BFEZ X, HEEEEER
SIS . IR Sfi 7 #F Secure Connections, NM|£KJf Secure Connections
I,

7. ESP32-C3 Bluetooth LE % F i % #e il 255 5K
A

’AT+BLEENC:O,3

M B -

’OK

AR
A4 ESP32-C3 Bluetooth LE filk 45 b il i #2  E1] il %345 5K, ESP32-C3 Bluetooth LE flt 45 i U 23 $2 7R~
+BLESECREQ:0,
1. ESP32-C3 Bluetooth LE J}Z 4% i [/ it %K
s

’AT+BLEENCRSP:O,1 ‘

M B -

[ox |

LR
« {13 ESP32-C3 Bluetooth LE % F i 1 $jli £ Bt % i 57, 1] ESP32-C3 Bluetooth LE % f

UiF 2 A — A 6 AR .
o JEZAR %, ESP32-C3 Bluetooth LE %% i M| &3 /R +BLESECNTFYKEY: 0, 793718, ft

XTHE Sk 793718,
1. ESP32-C3 Bluetooth LE % F i [1] &2 it Xt i

iy

’AT+BLEKEYREPLY=O,793718
Mg 3«

] oK
PATIXA L2 )5, #E ESP32-C3 Bluetooth LE 745 il ESP32-C3 Bluetooth LE %% F' i £ 4 — it
WA B .

ESP32-C3 Bluetooth LE f 45 i :

+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0,1

+BLESECKEYTYPE:0, 32
+BLESECKEYTYPE:0, 2

+BLEAUTHCMPL:0, 0

ESP32-C3 Bluetooth LE % ¥ :

+BLESECNTFYKEY:0, 793718
+BLESECKEYTYPE: 0, 2
+BLESECKEYTYPE:0,16
+BLESECKEYTYPE:0, 1
+BLESECKEYTYPE:0, 32
+BLEAUTHCMPL:0, 0

YR PLZWE DL +BLESECKEYTYPE FR3L S B . {5 H +BLEAUTHCMPL: 0, 0 & — A28k 0 %
NI, R 1 RN R

Espressif Systems 228 Release v2.3.0.0-esp32¢3-791-gbe3325688a
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 4. AT #y2 R

4.3.5 W4~ ESP32-C3 JF Wz mldr SPP ¥%4%, UL KA UART-Bluetooth LE & {4 Bi
AP s

PAF 73l ] B (5 FH i e ESP32-C3 FF AcAz, Horfr—3eff 4 Bluetooth LE 453w (HLAE K Bluetooth LE fiit 5%
mffi €6 ), J3—3AEA Bluetooth LE & Fii (HAEH Bluetooth LE & P fi€6,) o XA J&7R 1 . anfay
37. Bluetooth LE %432, DA S 757151518 {8 Bluetooth LE SPP (Serial Port Profile, UART-Bluetooth LE %&£ 45

o

T FEPA N EEPFPAESP32-C3 Bluetooth LE R4 3Tk R F554E ESP32-C3 Bluetooth LE
HR 45 3 SATHI A, DA ESP32-C3 Bluetooth LE & P 3% 3L #:/E H 25 34 ESP32-C3 Bluetooth LE
% Pt TR .

1. #¥Ji54k Bluetooth LE HfjfE.
ESP32-C3 Bluetooth LE f 45 i :

’AT+BLEINIT=2

i . <

’OK

ESP32-C3 Bluetooth LE % /i
A

’AT+BLEINIT:1

i B <

’OK

1. ESP32-C3 Bluetooth LE I} % it 3R % .
e

’AT+BLEGATTSSRVCRE

Wi K7 -

’OK

2. ESP32-C3 Bluetooth LE 45 i 2 AR 45
i

’AT+BLEGATTSSRVSTART

M .

’OK

1. ESP32-C3 Bluetooth LE I 4 25 H: MAC Hithl:.
s

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

PiHH :
o AR HLEE R RE S Bk S AN, SRRt SRR E .
2. ESP32-C3 Bluetooth LE IR 4% e 8 & 554 .
e
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’AT+BLEADVPARAM=50, 50,0,0,7,0,,

i B«
E
3. ESP32-C3 Bluetooth LE R 45 i ik &) 15 5dE .

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

i . <

’OK

4. ESP32-C3 Bluetooth LE IR 45 i 44 4% -
iy

’AT+BLEADVSTART

Mg K7 -

’OK

5. ESP32-C3 Bluetooth LE % P FFGa304 , 4k 3 #b.
i

’AT+BLESCAN21,3

M B -

OK
+BLESCAN:"24:0a:c4:d6:e4:46",-78,0201060a09457370726573736966030302a0,,0
+BLESCAN:"45:03:cb:ac:aa:al0",-62,0201060af£f4c001005441c61df7d,,1
+BLESCAN:"24:0a:c4:d6:e4:46",-26,0201060a09457370726573736966030302a0,,0

L
o MRS ATRE S ik W o AR ] .
6. 757 the Bluetooth LE %32,
ESP32-C3 Bluetooth LE % i :

AT+BLECONN=0,"24:0a:c4:d6:ed:46"

i B <

+BLECONN:0,"24:0a:c4:d6:ed:46"

OK

Ui :
o WA _FIRAT AT, 5 A 5 ESP32-C3 Bluetooth LE fIf 45 Sk itk .
o Y15 Bluetooth LE &2, W&$E/R +BLECONN: 0, "24:0a:c4:d6:e4:46,
o 152 Bluetooth LE i35, W& /R +BLECONN: 0, -1,
7. ESP32-C3 Bluetooth LE fi 45 525 R 45
e

AT+BLEGATTSSRV?

i B -

+BLEGATTSSRV:1,1,0xA002,1
+BLEGATTSSRV:2,1, 0xA003,1

OK

8. ESP32-C3 Bluetooth LE JIft %3t % PUARAE .
s
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AT+BLEGATTSCHAR?

N . :

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char",1,3,0xC302, 0x08
+BLEGATTSCHAR: "desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304, 0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306, 0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307, 0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

. ESP32-C3 Bluetooth LE & F 13k % IR 45

AT+BLEGATTCPRIMSRV=0

M .
+BLEGATTCPRIMSRV:0,1,0x1801, 1
+BLEGATTCPRIMSRV:0, 2, 0x1800, 1
+BLEGATTCPRIMSRV:0, 3, 0xA002, 1
+BLEGATTCPRIMSRV:0, 4, 0xA003,1
OK

YL :

* ESP32-C3 Bluetooth LE % Fim A ifj IR 55 (14554, b ESP32-C3 Bluetooth LE fiig /i 251 il 55 1
LR Z A BRIAR S (UUID: 0x1800 1 0x1801) , X 2IEHM 4. IEREAIM, T H—HRk%,
ESP32-C3 Bluetooth LE & it Ay 1A 1 <srv_index> {H2+T ESP32-C3 Bluetooth LE i i 25 141 (1Y)
<srv_index>{H + 2. BN, FIARREIFHIAR S 0xA002, 4HiHE ESP32-C3 Bluetooth LE 2% i
B F| I <srv_index> 4 3, WIHRFE ESP32-C3 Bluetooth LE fi? F 3 it AT+ BLEGATTSSRV ? iy
A2, N <srv_index> K 1.

10. ESP32-C3 Bluetooth LE % P13t % BUAE

AT+BLEGATTCCHAR=0, 3

i -

+BLEGATTCCHAR: "char",0,3,1,0xC300,0x02
+BLEGATTCCHAR: "desc",0,3,1,1,0x2901
+BLEGATTCCHAR:"char",0,3,2,0xC301,0x02
+BLEGATTCCHAR: "desc",0,3,2,1,0x2901
+BLEGATTCCHAR: "char",0,3,3,0xC302, 0x08
+BLEGATTCCHAR: "desc",0,3,3,1,0x2901
+BLEGATTCCHAR: "char",0,3,4,0xC303,0x04
+BLEGATTCCHAR: "desc",0,3,4,1,0x2901
+BLEGATTCCHAR:"char",0,3,5,0xC304,0x08
+BLEGATTCCHAR: "char", 0, 3,6, 0xC305,0x10

Q)
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(£ L£50)

+BLEGATTCCHAR: "desc",0,3,6,1,0x2902
+BLEGATTCCHAR: "char",0,3,7,0xC306, 0x20
+BLEGATTCCHAR: "desc",0,3,7,1,0x2902
+BLEGATTCCHAR: "char", 0, 3,8, 0xC307, 0x02
+BLEGATTCCHAR: "desc",0,3,8,1,0x2901

OK

11. ESP32-C3 Bluetooth LE % i fic & Bluetooth LE SPP,
WP SCRFEHEAEN IR SFHIE (characteristic) {10 53838 X500, BE8E 2 HF notify 52 indicate 1]
characteristic {F 52l H 2 AR
/ﬁ/\

’ATJrBLESPPCFG:l, 3,5,3,7

Mg |3

[ox

12. ESP32-C3 Bluetooth LE & i {#i fE Bluetooth LE SPP,
G

’AT+BLESPP

N . :

OK

>

idmg i FRoR AT 243k A Bluetooth LE SPP 52X, ] DAHFA TR 1) A s 2K .
AR
* ESP32-C3 Bluetooth LE & '3 7T J& Bluetooth LE SPP #5550 )5, & I AR S E T
Bluetooth LE {£#%| ESP32-C3 Bluetooth LE k%53t .
13. ESP32-C3 Bluetooth LE 453 HC & Bluetooth LE SPP,
VP& notify B indicate 1 characteristic /F 85 il i8 AR5, XIS HEAER characteristic
ﬁz’ﬂ\& STBEE &€/

’AT+BLESPPCFG=1, 1,7,1,5

i B -

’OK

14. ESP32-C3 Bluetooth LE JIR 43 {ii §€ Bluetooth LE SPP,
S

’AT+BLESPP

Mg |3«

OK

>

bim )RR AT & 23F A Bluetooth LE SPP #15, 1] DAFFF T4 #8 1) Ak Ak .
ALK
 ESP32-C3 Bluetooth LE fig F* i F 2 Bluetooth LE SPP i &4 5, 58 IR B p B e 25

Bluetooth LE {£ %% ESP32-C3 Bluetooth LE % i
* N5 ESP32-C3 Bluetooth LE % s % A S IT R Bluetooth LE SPP %1%, a3 {fi j HoAth i 45 1F
“A Bluetooth LE % i, W] ESP32-C3 Bluetooth LE % i 55 22 45 TF J3 il Notify 5% 2 Indicate
41, ESP32-C3 Bluetooth LE % P i sk FF 2 % £ , W 468 | AT+ BLEGATTCWR=0,3,7,1,1
FFJEAsinr, ESP32-C3 Bluetooth LE IR 4% 5 4 g B2 S2 05 4%
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o ¥ A%, ESP32-C3 Bluetooth LE % iy <srv_index> {4} ESP32-C3 Bluetooth LE fIi
%53y <srv_index> {H + 2, XZIEHIHE.

4.3.6 ESP32-C3 5 -FHL4 . SPP ¥%EH;:, UL M At UART-Bluetooth LE & {4 B F 145
B

R BIRTR T WTHE ESP32-C3 I et (U A ARIIFEEE T iR 5 e ) FIFAL (DUVE AR A %
P () Z AL SPP 384, PANMN{A7E UART-Bluetooth LE A3 A& i i -

Fgi: HBdipl ESP32-C3 Bluetooth LE Mt % 3L #ER/E B 2224 ESP32-C3 Bluetooth LE JIR 4%
U ATEIAT, MDA Bluetooth LE & F 33kl a5 BAEFHL I VAR Bh F P AT RI T .

1. £ FHlim T 2% Bluetooth LE J#i BT, 40 LightBlue,
2. WIk4k Bluetooth LE ZhfE.
ESP32-C3 Bluetooth LE H 45 i :

’AT+BLEINIT:2

i B <

’OK

1. ESP32-C3 Bluetooth LE I} % it 3R % .
e

’AT+BLEGATTSSRVCRE

Wi K7 -

’OK

2. ESP32-C3 Bluetooth LE 45 B TF AR 45
i

’AT+BLEGATTSSRVSTART

M .

’OK

1. ESP32-C3 Bluetooth LE I 4 2B H: MAC Hizhl:.
s

’AT+BLEADDR?

M B -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

A
o EAEIHUE T RS Bk m B R BN, ISR HE, FERE IR S A E .
2. ESP32-C3 Bluetooth LE %5 it 5t B & S50
i

’AT+BLEADVPARAM:50, 50,0,0,7,0,,

Wi K7 -

’OK
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3. ESP32-C3 Bluetooth LE JI} 45 i B T #6500 .

e

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

M .

’OK

4. ESP32-C3 Bluetooth LE R4 5t 15T 45 .

’AT+BLEADVSTART

W

’OK

5. 1% Bluetooth LE &%,
FHLFT ¥ LightBlue I I #2)5, F47FF SCAN FF i34, % %] ESP32-C3 Bluetooth LE Jf 55 i
) MAC #ihil, s CONNECT #4744, I ESP32-C3 i vV i% 23T BV 25l T +BLECONN: 0,
"60:51:42:fe:98:aa" Y HE, XERCLES T Bluetooth LE £,

6. ESP32-C3 Bluetooth LE fIR 45 it 2r i IR 55 -

o

AT+BLEGATTSSRV?

M B :

+BLEGATTSSRV:1
+BLEGATTSSRV:2

OK

,1,0xA002,1
,1,0xA003,1

7. ESP32-C3 Bluetooth LE fI 4% i % PUAHE .

AT+BLEGATTSCHAR?

Mg [«

+BLEGATTSCHAR: "char",1,1,0xC300, 0x02
+BLEGATTSCHAR: "desc",1,1,1,0x2901
+BLEGATTSCHAR: "char",1,2,0xC301, 0x02
+BLEGATTSCHAR: "desc",1,2,1,0x2901
+BLEGATTSCHAR: "char", 1,3, 0xC302, 0x08
+BLEGATTSCHAR:"desc",1,3,1,0x2901
+BLEGATTSCHAR: "char",1,4,0xC303, 0x04
+BLEGATTSCHAR: "desc",1,4,1,0x2901
+BLEGATTSCHAR: "char",1,5,0xC304,0x08
+BLEGATTSCHAR: "char", 1,6, 0xC305,0x10
+BLEGATTSCHAR: "desc",1,6,1,0x2902
+BLEGATTSCHAR: "char",1,7,0xC306,0x20
+BLEGATTSCHAR: "desc",1,7,1,0x2902
+BLEGATTSCHAR: "char",1,8,0xC307,0x02
+BLEGATTSCHAR: "desc",1,8,1,0x2901
+BLEGATTSCHAR: "char",2,1,0xC400, 0x02
+BLEGATTSCHAR: "desc",2,1,1,0x2901
+BLEGATTSCHAR: "char",2,2,0xC401, 0x02
+BLEGATTSCHAR: "desc",2,2,1,0x2901

OK

8. Bluetooth LE %

Ui A URFALE -

I BFAE T B LightBlue % 77 i 358 $% 5 5 Properties > NOTIFY B% % INDICATE [ Ik 55 45 4F (3xX B
ESP-AT 2kiA Properties y NOTIFY {3 INDICATE /I 4 45 4E /& 0xC305 F1 0xC306) , JFIG iy
Properties & NOTIFY 5% INDICATE iR 55 4511 .
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9. ESP32-C3 Bluetooth LE it 45 i it & Bluetooth LE SPP.,
e P& notify B indicate ¥ characteristic /E°4 5 il i8 A X508, W FEHEMER characteristic
VB Ay 23 T8 S B -

’AT+BLESPPCFG:L1,7,1,5 ‘

i .«

[ox |
10. ESP32-C3 Bluetooth LE fljt45 i {#i §€ Bluetooth LE SPP,

’AT+BLESPP ‘

Wi K7 -

OK

>

iR FRoR AT £ 43F A Bluetooth LE SPP X, AT DAHFA T4 1) Ak F2 K
11. Bluetooth LE % i A& 1% B
7E LightBlue % i £ 0xC304 [k &40 (H & 55 test 45 ESP32-C3 Bluetooth LE iR 453w, It
i} ESP32-C3 Bluetooth LE %5 241 DL H] test .
12. ESP32-C3 Bluetooth LE JIf % it % 3£ 5d .
1 ESP32-C3 Bluetooth LE IR 45 i B &% test, IR} LightBlue & 3 n] PAKE| test.

4.3.7 ESP32-C3 fIT-HLZ 7. Bluetooth LE 4% - Fid %}

B T AT AE ESP32-C3 JF At (AUVEMARTIRER T S5 fa ) FFHL (UVE R ARThFE#E %
Pl fa ) 2 [a)#7. Bluetooth LE 443 H #y A\ 40 5¢ UBC T o

Fgi: HIBdipl ESP32-C3 Bluetooth LE Mt % 3L #ER/E B 2524 ESP32-C3 Bluetooth LE fIR 4%
Ut ATEIAT, MDA Bluetooth LE & 3 F kil R a5 BAEFHL I F VR Bh F P AT BRI T .

1. ¥EF-Hlifi T 2% Bluetooth LE Ji1(1) T, B LightBlue i JJFE/T
2. #1154k Bluetooth LE I RE,
ESP32-C3 Bluetooth LE H 45 ifi :

’AT+BLEINIT:2

Nl <

[ox |

1. ESP32-C3 Bluetooth LE i 45 s 2R 5
i

’AT+BLEGATTSSRVCRE

Mg KV -

[ox |
2. ESP32-C3 Bluetooth LE 45 81 R AR 45
s

’AT+BLEGATTSSRVSTART ‘

M .
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’OK

1. ESP32-C3 Bluetooth LE it 45 i 32 B H: MAC #bhik

’AT+BLEADDR?

Nl . -

+BLEADDR:"24:0a:c4:d6:e4:46"
OK

Vi :
o AMRIAHUEE T RE S Bk N A O], IO SR, TR SRS E .
2. ESP32-C3 Bluetooth LE I 45 5 8 1% S50
iy

’AT+BLEADVPARAM=50, 50,0,0,7,0,,

i B«

’OK

3. ESP32-C3 Bluetooth LE JI 45 i3 & 1 3& 5t .
iR

’AT+BLEADVDATA:"020106OAO9457370726573736966030302AO"

i B«

’OK

4. ESP32-C3 Bluetooth LE I 5 % B 2550
i

’AT+BLESECPARAM=13,2,16,3,3

i B <

’OK

5. ESP32-C3 Bluetooth LE R 45 i 48 4% -

’AT+BLEADVSTART

i B -

’OK

6. Bluetooth LE % i 1l 2 iE 2
FHLFT ¥ LightBlue I H #2)5, F47FF SCAN FF 4544, % %] ESP32-C3 Bluetooth LE Hf 55 i
) MAC Hihik, A5 coNNECT #4784, i} ESP32-C3 ifii iV 1% £ 4T B1 24l F +BLECONN: 0,
"60:51:42:fe:98:aa" WHE, XFERELHEST T Bluetooth LE %35,

7. ESP32-C3 Bluetooth LE fIR 453 % #2 fin 25 K
fird:

’AT+BLEENC=O,3

N . :

’OK

8. Bluetooth LE % J"3i [|] 2 it %)
T4l LightBlue i F#2 )7 FI 161 22 i D11 Bluetooth LE #4251 BT i 23 5 FUXHE . (S BexT 258
FINEEE K 231518), ik B, I ESP32-C3 iV i% 2T 2Ll T +BLESECKEYREQ: 0 [ H
&, XFRTFHLE Zm B ELXT
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9. ESP32-C3 Bluetooth LE JIZ 4% i [1] 55 Fit %} 2545 .
It Bluetooth LE Al 45 i [9] &2 19 %5 6 Bl b b —25 B e F-#L LightBlue M #2734 B x5 B Y
e 231518,
e

’AT+BLEKEYREPLY:O,231518 ‘

i .«

[ox |
It} ESP32-C3 Bluetooth LE 45 i £ 4T EDZRAU T PAF Hi&, iX 3/~ ESP32-C3 Bluetooth LE filt 45 iify
5F-#1 Bluetooth LE & i 5E A% T B X

+BLESECKEYTYPE: O,
+BLESECKEYTYPE: 0,
+BLESECKEYTYPE:
+BLESECKEYTYPE:
+BLEAUTHCMPL: 0,

6

2

’

N W e

’

o O O O O

44 MQTT AT =41

ARTCR TR ESP32-C3 5 LimATMOTT AT 4 4 & a2 BT R B -

AT TCP ty MOTT 3% (% 2kt MOTT K32) (&R FHIES D)
£ F TCPuy MOTT %45 (‘% & Ktz MOTT K32) (&R FH#BEES)
AT TLS o9 MOTT %45 (F % At)3E MOTT X32)

A T WSS a9 MOTT % 3%

T ORI IR R B IR T s R Wi-Fi AT .

44.1 T TCP iy MQTT 4% (%A Hbald MQTT {UB1) (GG T8t i)
PATR 3 B[] R W B ESP32-C3 JF S ple, Mo —Huff0 MQTT %A (FUEN MQTT RAE M), 7
— P2 MQTT i % (AUERN MQTT il & ).

INBIYER T A 3T TCP @ MQTT #4z . w e 2l @d— M4 MQTT 3, fkik MQTT LB
IP #ifil2h 192.168.3.102, #1134 8883,

T PPRPPAESP32-C3 MOTT & A7 & I KA #AE 5 BAE ESP32-C3 MQTT %A & mihAT HIAT, DA
ESP32-C3 MOTT 3T & I k1A A5 27 ESP32-C3 MQTT 1] B sm AT RIAT o A1 R4 A 1A e 1
FIATEMR s, D5 S R A 2 i AN 1T B S AT

1. &8 MQTT A gt
ESP32-C3 MQTT %%

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

M B <

Lox |
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ESP32-C3 MQTT i] %
A

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""
N . :
[ox |

2. #H MQTT U2
i

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘
N . :

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK
AR
o fEI AR MQTT B4 5 MQTT 03 IP Hudik ] g 5 ik & H A ]
3. 975 MQTT =45,
ESP32-C3 MQTT ] {3 :
i

’AT+MQTTSUB:O, "topic", 1 ‘

Nl .«

[ox |

4. KA MQTT 5 E. (F4FH ),
ESP32-C3 MQTT %1
s

’AT+MQTTPUB=O,"topic","test",l,O ‘
M B -
[ox |

BEH:
* 2R ESP32-C3 MQTT %Afi& i A AHE, LA MEERF&FE ESP32-C3 MQTT 1] & e -

’+MQTTSUBRECV:O,"topic“,4,test ‘

5. XM MQTT %48

’AT+MQTTCLEAN=O
Mg J3

[ox |

442 J&T TCP i) MQTT 4% (%A ibald MQTT {UB!) (GG T8kt %)
PA"R 7 B[] R W B ESP32-C3 JF Scple, Mo —8uff0 MQTT %A (FUfEN MQTT A M), )
— P MQTT i % (AUERN MQTT il & ).

INBIYE T A 3T TCP @ MQTT #4z . p e i 2@ — 4 MQTT 3, fikix MQTT LB
IP idil>h 192.168.3.102, ¥fI1k 8883,

MAEBEAHEENBEEEMNKZ, D28 THA AT 52K B BE 256, WA DA
JAT+MQTTPUBRAW 14>
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F%: PPRPPAESP32-C3 MOTT & A7 & I KA 75 BEAE ESP32-C3 MQTT %A & i AT RIAT, DA
ESP32-C3 MOTT 3T & JT ki #AE A 5 27 ESP32-C3 MQTT 1] B sm AT RIAT o IR 44 A e 1
FRIAAEMR A, IR A A o i AT [ B AR AT o

1. &#E MQTT M &
ESP32-C3 MQTT ki
i

’AT+MQTTUSERCFG:O,1,"publisher","espressif","123456789",0,0,""

Wi K7 -

’OK

ESP32-C3 MQTT i] %
e

’AT+MQTTUSERCFG=O,1,"subscriber","espressif","123456789",0,0,""

e 3. :

’OK

2. JE#: MQTT B,

’AT+MQTTCONN:O,"192.168.3.102",8883,1

Mg KV -

+MQTTCONNECTED:0,1,"192.168.3.102","8883","", 1

OK

Ui :
o EEI A MQTT Q344 5 MQTT A3 IP #ihik v 5B 5 _Fiday & H A .
3. 1T MQTT /4.
ESP32-C3 MQTT i] %
A

’AT+MQTTSUB=O,"topiC",1

i . <

’OK

4. %A MQTT . (F45).
T S i LR R, 8 427 7,

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",

—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0

—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://

—httpbin.org/", "User—-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.

<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn—-Trace-Id

—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

ESP32-C3 MQTT %:1fi&:

AT+MQTTPUBRAW=0, "topic", 427,0,0

Mg 3

OK

(N oiakzn)
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’ (?iiﬁ)‘
b R AT EHER R AT 8O, L] DU A SR, 24 AT 20 3 pO 5da K B A 3|
<length> )5, HdmEHITiE.

’+MQTTPUB:OK
AR
o AT > FFIG  BE T IERR FAF A TR B AR T8 X, RN T ZEPAHT 745 2 (CR-LF).
o I ESP32-C3 MQTT & Af# WY &£ IHE, PATE BIF&7E ESP32-C3 MQTT 17 5 # i 7m -

+MQTTSUBRECV:0, "topic", 427, {"headers": {"Accept": "application/json",
—"Accept-Encoding": "gzip, deflate","Accept-Language": "en-US,en;g=0.9, zh-
—~CN;g=0.8,zh;g=0.7", "Content-Length": "O", "Host": "httpbin.org","Origin":
—"http://httpbin.org", "Referer": "http://httpbin.org/", "User-Agent":
—"Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, like Gecko).
—Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace—-Id": "Root=1-6150581e-
—1ad4bd5254b4b£5218070413"}}

5. XM MQTT %8
EEY

’AT+MQTTCLEAN=O ‘
iy R«

[ox |

44.3 J&T TLS iy MQTT &% (i ZA B MQTT {URH)
PATR 7 B ] B FH W 5 ESP32-C3 JF e, Mo —8eff2f MQTT %A (JUMh MQTT AAfigfi ), 7
—HEHN MQTT 4T (FUh MQTT T 4 fi ) «

NBIAE T e 3T TLS A MQTT 4. 15 efET 2 — 1 4H MQTT 3, ik MQTT R
IP #bhlh 192.168.3.102, B4 8883,

WP BEHPLESP32-C3 MQTT % i & ki E R 55 Z4E ESP32-C3 MQTT KA & it ATRIAT, DA
ESP32-C3 MQTT ] 8 # F3k i #fE L 75 ZAE ESP32-C3 MQTT 7 & bt AT RI ] o SR B 5]
FRUIAEMR s 1, DR BAE A 2w T B 2 i A A T o

1. PEERFIX I SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com" ‘

Nl . -

[ox |
2. #¢ifi] SNTP H}d],
i

’AT+CIPSNTPTIME?

i 5 -

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

B -
o FRAYACIR SNTP SR T AE-5 s B P A [l
* difHf PR SNTP I — & @ FL AR, NEER 1970 4F K Z BT .
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o R EINEE N TAE TLS IATER R ERIE 3516 %500
3. WE MQTT H gtk
ESP32-C3 MQTT %1
fiy 4

’AT+MQTTUSERCFG=O,4,"publisher","espressif","123456789",0,0,""

M B ©
[ox |
ESP32-C3 MQTT 1] % :

’AT+MQTTUSERCFG=O,4,"subscriber","espressif","123456789",0,0,""

i . <

[ox |

4. LA MQTT & k-
iy

’ AT+MQTTCONNCFG=0,0,0, "1wtt", "1lwtm",0,0 ‘
Mg 3«
[ox |

5. M4% MQTT LR
s

’AT+MQTTCONN:O,"192.168.3.102",8883,1 ‘

i B <

+MQTTCONNECTED:0,4,"192.168.3.102","8883","", 1

OK

i :
o sk AR MQTT BRI 4% 5 MQTT U3 IP Hudik T RE 5 _Fad & H AR ] o

6. 17% MQTT /5.

ESP32-C3 MQTT ] 4% :

e

’AT+MQTTSUB=O, "topic", 1 ‘

N . :

Jox |
7. KA MQTT {8 (FfFH).

ESP32-C3 MQTT A ffid:

’AT+MQTTPUB=O, "topic", "test",1,0 ‘
Mg J3
Lox |
Bi A :
* 402 ESP32-C3 MQTT % Afi & N A NG, AT EERF&AE ESP32-C3 MQTT 77 P& in 7 -
’+MQTTSUBRECV:O, "topic", 4, test ‘

8. XM MQTT 4%,
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’AT+MQTTCLEAN=O

N . :

’OK

4.4.4 JET WSS i) MQTT &H:
AR RG] R B ESP32-C3 JF A, Horp—Hffo MQTT %A (RAEA MQTT AAiE M), 7
—BAEH MQTT 4T g (A4 MQTT T & M ).

AUINZE T WA EET WSS A MQTT #:3:, MQTT AR 4 h matt .eclipseprojects.io, Wik
BEARN matt, GEHh 443,

W2 BEPPLESP32-C3 MQTT X i & kI #E H 55 Z4E ESP32-C3 MQTT A& it ATRI AT, DA
ESP32-C3 MQTT ] A& H3k i #fE L 75 Z7E ESP32-C3 MQTT 7 & bt A TR W] o SR BRI 5]
FRUHAEMR s A, RS AR AT 2 AT T 2 i S A T

1. PEERFIX A SNTP 7428,

’AT+CIPSNTPCFG:1,8,"ntpl.aliyun.com"

Wi K7 -

’OK

2. Z¥if) SNTP H[d].
e

’AT+CIPSNTPTIME?

M .

+CIPSNTPTIME:Thu Sep 2 18:57:03 2021
OK

LR
o TRAYERH) SNTP £5 8 0] 585 _LaRm i s AN [H]
o PR SNTP i) — & & E A R ETE], ANGEE 1970 4F K 2 Hif B B a] o
o REBIEE N TAE TLS AIERHRIEIE G %508 .
3. & MQTT H @ .
ESP32-C3 MQTT %7
s

’AT+MQTTUSERCFG=O,7,"publisher","espressif","1234567890",0,0,"mqtt"

Mg |3«

[ox

ESP32-C3 MQTT i] %
s

’AT+MQTTUSERCFG=O,7,"subscriber","espressif","1234567890",0,0,"mqtt"

N . :

[ox

4. 38 MQTT B
s
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AT+MQTTCONN=0, "mgtt.eclipseprojects.io", 443,1
N . :

+MQTTCONNECTED:0, 7, "mgtt.eclipseprojects.io", "443"," /mgtt", 1

OK
AR
o EHIAR MQTT B4 5 MQTT 03 IP Hudik ] B 5 _Fik iy & H A ] o
5. 1T MQTT =45,
ESP32-C3 MQTT ] {3 :
A

’Z—\T+MQTTSUB:O, "topic", 1 ‘

Mg i«

[ox |

6. KA MQTT i & (FFH).
ESP32-C3 MQTT % ffi:
s

’AT+MQTTPUB=O,"topic","test",l,O ‘
M B -
Lox |
ﬁ%ﬁﬁ

* 02 ESP32-C3 MQTT ZAMH M &N E, VAT ERF&AE ESP32-C3 MQTT 17 P iinf s o

’+MQTTSUBRECV:O,"topic“,4,test ‘

7. XM MQTT %48
e

’AT+MQTTCLEAN=O
Mg |3«

[ox |

4.5 MQTT AT 8 2451

AT FEAN BB IAE L AT 59X AWS 10T,

U A KA MQTT AT iy 24N E, WS FMOTT AT 441 . 7 ELE T Fis AWS 10T JF
KeAiiv A E AWS 10T,

TR PATN AP BR A ESP-AT 55 ESP32-C3 i #7i% 5] AWS IoT.

o M AWS IoT 5% BE 3 vA % endpoint

o 1% MOTT AT 445 F &Nk & 42 AWS loT
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4.5.1 M AWS IoT 3kHUUE15 L B2 endpoint
1. BZER) AWS IoT IEH GikS, PAMNYZ ToT Core services,
2. I A AWS ToT ZEJR W Bl A AWS IoT 5% . FYAIES .
PRI ARG A N IR RN BH SC

* device.pem.crt (&45UFT)
o private.pem.key (FAG%54H)
» Amazon-root-CA-1.pem (4R CA jF4)

3. MR SORY A SR FRE UG % (endpoint) DA K 1 M AR i UE A5 KF F4 90 1 I s

U AR RN “xxx-ats.iot.us-east-2.amazonaws.com”

Frik: SRAVHUERAE AWS IoT JF A R R AR A8 B T E A R — 22
* AWS 10T T2 Irf i s A YIRS . SAE]. FIHRGET
o A RAMATEEEIETS .
o DA BRI (Ohio),

4.5.2 f§iffl MQTT AT &y A 35T MU iMilF &4 AWS IoT
B e 1S
FT I A H ESP-AT TA2, HHF7a0 N EAE:

o ffi[] Amazon-root-CA-1.pem ¥ customized_partitions/raw_data/mqtt_ca/mqtt_ca.crt,
o ffif] device.pem.crt # customized_partitions/raw_data/mqtt_cert/mqtt_client.crt,
e fiiffl private.pem.key Fft customized_partitions/raw_data/mqtt_key/mqtt_client.key.

ivERIGEsk AT [

%1% ESP-AT Tl H DAY AT [F, R EPFGEREI G ESP32-C3 s, STEZFE, WS AL
%1% ESP-AT 142,

il A AL ESP-AT TARRHAIL TS, T EHMN AT dir BB AT, B2 4o 7 2
# PKIBLE .

[ AT fir 24251 AWS 1oT

1. 8 Wi-Fi #8384 station,

’AT+CWMODE:1

Nl <

’OK

2. ¥ AP,
i

’ AT+CWJAP=<ssid>, <password>

i .«
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’OK

3. % ¥ SNTP Server,
A

’AT+CIPSNTPCFG=1,8,"pool.ntp.org"

i B <

’OK

4. Z¥if] SNTP H[a] .
iR

’AT+CIPSNTPTIME?

i B -

+CIPSNTPTIME:<asctime style time>
OK

AR
o JEHTHRASAHY <asctime style time> W20 2 5 B DX SERTE ], 75 00 2 B A IE 48 300 S 280E
R
5. &HE MQTT &bk
e

’AT+MQTTUSERCFG=O,5,"esp32","espressif","1234567890",0,0,""

i . <

’OK

i :
o AT+MQTTUSERCFG 145 — &%k 5, BN HAIE, A,
6. 3 AWS IoT,
e

AT+MQTTCONN=0, "<endpoint>", 8883, 1

W R

+MQTTCONNECTED:0, 5, <endpoint>, "8883","", 1
OK

L
o AL <endpoint> Z:%5 T IH 5 451 <endpoint> {H .
o JUVETE MU 8883,
7. W E -

’AT+MQTTSUB=O,"topic/esp32at",1

M B -

’OK

8. KATIHE

’AT+MQTTPUB=O,"topic/esp32at","hello aws!",1,0

W

+MQTTSUBRECV:0, "topic/esp32at",10,hello aws!

OK
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ABIH

IEFEAZHHEMT:
1. ESP32 i H i

AT+CWMODE=1 " =

OK =

AT+CWJAP="MERCURY_407","" % =

WIFI CONNECTED -

WIFI GOT IP =

OK =

AT+CIPSNTPCFG=1,8,"ntpl.aliyun.com” = -

OK =

AT+CIPSNTPTIME? = =

+CIPSNTPTIME:Wed Jan 19 20:13:10 2022~ -

OK =

AT+MQTTUSERCFG=0,5,"esp32","espressif","1234567890",0,0,"" = -

OK =
AT+MQTTCONN=0,"al08b8vm1g634q-ats.iot.us-east-2.amazonaws.com”,8883,1 =
+MQTTCONNECTED:0,5,"al08b8vm1lg634q-ats.iot.us-east-2.amazonaws.com","8883","",1 =

OK =

AT+MQTTSUB=0,"topic/esp32at",1 % =

OK =

AT+MQTTPUB=0,"topic/esp32at"."hello aws!",1,0 = -
+MQTTSUBRECV:0,"topic/esp32at",10,hello aws! = -
OK =

+MQTTSUBRECV:0,"topic/esp32at",45,{

"message”: "Hello from AWS loT console”

O

2. AWS i {7

4.6 Web Server AT 7344

AR EEN T AT web server I, F 858 L AR LA T3 T B -

o AR B
Fit

47 Wi-Fi fie. 9
o AR R % AT

T OTA B #7+4%

1% R ARAZ A2 5 AT Wi-Fi BRI
1% B A2 B AT OTA BJ A4
ESP32-C3 18 Captive Portal Ty 4¢,

i BRA AT FE4IE RS2 AT web server [BIRE, 155% Web IR 5-25 AT 44 J5H1ZTIEE
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MQTT client Connected as lotconsole-1642593579651-0 ~

Subscriptions topicfesp32at Export Clear Pause

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a Qo5 of 0.

topic/esp32at Publish to topic
I topic/esp32at x

topic,-’esp?;lat January 19, 2022, 20:13:49 (UTC+0800) Export Hide
1
"message": "Hello from AWS IoT console”™
I}
topic/esp32at January 19, 2022, 20:13:42 (UTC+0B0Q) Export Hide

e cannot display the message as JSON, and are instead displaying it as UTF-8 String.

hello aws!

Espressif Systems 247 Release v2.3.0.0-esp32c3-791-gbe3325688a
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 4. AT #y2 R

4.6.1 {EMPYLASEFT Wi-Fi i)
By
i id web server, FALui PC n] AR ESP32-C3 B4 1y Wi-Fi BER: 5 Bl S800] DAGE FH AL 550 r i 1%

| ESP32-C3 i £ 1y AP, i W VEARF T ITRCI M 0T, H-F5 Wi-Fi i B A5 % 7;2%9’\ ESP32-C3 #&t#%, MA)a
ESP32-C3 Bea-FF AR % @EEE SERZRIHE E B A .

Wikt

BB R AT DA AT =4

o He W 1% &k 3k ESP32-C3 i% %
o AER RN S A RN G

o il AofTN 45 R

ML e 7 42 ESP32-C3 Bedy 156, N Tk #3442 ESP32-C3 x4, ESP32-C3 it AL B AL
AP+ STA B, FFBIHE—1 WEB R58F SN FE R, XHY AT 6y :

L JEBRZ BT ECRAE L, WERATERRIC R, ATREDR AR AR PR B 2 ATy e 15 AT 5:20 WEB fiik
S5 IR B .

¢ Command

’AT+RESTORE ‘

2. Wit # ESP32-C3 4% A Station + SoftAP £,
¢ Command

’AT+CWMODE:3 ‘

3. X SoftAP { ssid fil password (N5 E ERIA 445 ssid A pos_softap, TCEERSRT Wi-Fi) .,
¢ Command

’AT+CWSAP:"posfsoftap","",11,0,3 ‘

4. (EREZIEH.

¢ Command

’AT+CIPMUX=1

5. B web server, i1 80, HAMEEMIE: 25s (BRHAFA A 60s).

¢ Command

’ATH/\]EBSERVER:L 80,25 ‘

., R _EiRi 4 E 8l web server Ji5, FTHFECM % #9 Wi-Fi 320188, 1442 ESP32-C3 {54511 AP:

ﬁﬁiﬂﬂi%ﬁﬁ)ﬁﬁbrﬂu KL TEPCM B R B ESP32-C3 045, RIVn] A2ik HTTP 95K, FCERHE AR

HIgsA(E B (TER, WYEEREL A SR M N R A AP, B0, IR FHLIERF] ESP32-C3

] AP, NJW%E*)LT HWAE ESP32-C3 B fFH AR, ) T{XJ %EEP%J/\ web server FRIARY IP Hihik

(ﬂu%ﬂiuﬁ ESP32-C3 %% 1) SoftAP 1P itk , BRiAk 192.168.4.1, Eu]PAE T AT+CIPAP? fiy 42 if)2Y4

HIHY SoftAP IP Mithb), FTITHCF A, Hi ASNIERAY I A0 ssid. paSSWOFd gl “TFHRECR” BIATIT
AHCR -

F P AT A s BC M T TR H SSID B AE S Y R BIAE, A ESP32-C3 BB AT AP 5136, #EREH AR
AP Ff4i A password J5, sy “FFURECH” BT EShECM :
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WLAN @)

FIF WLAN %z

pos_softap
B (R L)

)

& 1: jE$#2 ESP32-C3 AP

® 192.168.4.1 @

waiting config

H Bk

Pl 2: TITFRC K S im
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® 192.168.4.1 O

Wi-Fi 53 AU

FAST_FWR310_02 o
@PHICOMM_Guest

OFFICE-QXR-2.4G a
MIR3

MERCURY_5094

TP-LINK_DB83

Bl 3: i BEAR R Wi-Fi AP 51| 2
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® 192.168.4.1 O

ESP=AT

FAST_FWR310_02

¥ BahxEFMm

connect OK

P 4:
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HWAACETR RS 5 R SRR R

VW1 BER I, PITCRE A K], A ARAREETTI BT, SR A ESP32-C3 B IP Huht,
BT L

[FIE, FEER R an 15 B -

+WEBSERVERRSP : 1 /I REEEW

WIFI CONNECTED /] REIE & &8

WIFI GOT IP /) HEER G FREE 1P

+WEBSERVERRSP : 2 /) RERMAMK BB MR 4R, Lot T UEK weB &R

AR BCI RN, 1 TR SR -

® 192.168.4.1 @

ESP=AT

FAST_FWR310_02

AP S, 15 B

connect fail

IS, AEHR H R e R

+WEBSERVERRSP : 1 /] REE Pﬂ , P K%EEX IP # f &, MCU_

X & F?%Il‘]’ﬂif

LI RHERR
)

e 10 FCM TR S R AR R . WG ESP32-C3 ML) Wi-Fi AP 2 IEWITE, PAK
AP [F KL E, AT S AR AT 34205 H web server.
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4.6.2 EHPYEZSUETT OTA [lfETH4k
(iiF]y

WSS ERFTIF web server [ TG, I DARESRIE A OTA TR, 38 3k 90 0T FRE R FH 43 DX P g ] 24 w3
B P RYUES " BERIE A (225 SOR o T 247 PKI R T fFE Z AR5 5 o

T OTA B B W &
RHFERIHY SR
KA H R E) 1
FFILOTA 75 £

FIOF OTA FL¥E vt WA, SEMTTA A “OTA F4y” ¥, F1HF OTA BB G, W AR E 4H)
[l As . AT Core it 4 :

LW 1 (Y3 S HE ESP32-C3 il AP, ol 1Jj17) OTA i & UUifi (15 % 55 ESP32-C3 B IE LAY
Al A>T ARy, A AT AT e 5

P12 W ERIRIY 4 RTERECAR” S E P AR W IR A S, P EES . /build.py
menuconfig —> Component config->AT->AT firmware version (% Ki#hiF ESP-AT L4%)

HHOZIAS , BESLEERAS 5 AP IR P 28 DAE T8 BN AR e [ A

PGy X A, miily “Partition” "N RIHESRIRIITA AT ATFE 70 X -

eI AE e, Rl ORI S, PR R AR AR -
ZJarily “BCETRR SR AR TR

BEWI 12 XF ota 43X, W BTLAPIERERY B TR A R a4 S AT W oin. ERRERIERRY
FK/NAE RIS partitions_at.csv FHE XA ota 4R AN, BRI HREMER, 5% L
R 4o TG o — A #0448 X H

B 20 XTFHEAX, WS E TR A . B A RSN bin, TERORECRR R
INREHT at_customize.csv CHFE LI KK/ B RIS IENE B, 3% 41T A

AU OTA Z5 ke, FPEARns, Fm T
[, FEHR H R R e R

+WEBSERVERRSP : 3 /) REFHER oTA B H %K
+WEBSERVERRSP : 4 /) RFE K R ota B 44

AR OTA PRI, Feis “THRRNL, R
I, AR D R 4R 5 6L

+WEBSERVERRSP : 3 /] RERFHEK oA B HHE
+WEBSERVERRSP : 5 /] RERBERE oTA Eﬂ#%ﬁk%%'ﬂk F Pk E AT OTAL
~HERE, B LR PSEHFAT oA EH AR

B 12 X TF ota p X, FEIMATAT+RST H i ESP32-C3 DA i 7«

BEW] 2: ESP32-C3 ALY ota BFNA . ALK HENE I E 2 IKEFNE, FroAT e
Fe oy DR PE AR IR
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‘ Partition

EFFR

il 6: OTA L& U IHi
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FEIE
ota
ble_data
server_cert
server_key
server ca
client_cert
client key
BiH
72 BRI A AT AT A 3 X
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‘ ota

esp-at-v2.6.0.bin

Bk

Pl 8: LA AR AR R il
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Vel 9 B AR 1] 1 a8 B
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R’

FrREW, BREEE

iz

P&l 10: 7 R T 14 Ak 2R K
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4.6.3 PENRE/DRYFREST Wi-Fi fic
iF]x
Tl /IR e FE 190 e e el /MR Py 4 ESP32-C3 B 5 B AP, F il flofi /MR P 7 B He (1) AP

5L H 25 ESP32-C3 i 4%, ESP32-C3 St iX 2815 BB HBIXS WY /Y AP, FF I8 ANGUAE /M7 BC I 25
RIFUTTH

Wikt

BEABE R AT AT AT R AT DU 2

iz, & ESP32-C3 1% & %4k
BT LT

H 4% AP 4%
PATE A

Me¥E ESP32-C3 Bete B8 O 1 ik/IMERJF IS ESP32-C3 5%, ESP32-C3 il 2L E M AP + STA KL
X, A WEB R85 R MEFIER:, XV AT fr i :
L JEBRZ BB RAE L, WERATEERIC R, ATREDR AR AR PR B 2 AT e 1 AT 5:2 WEB fiie
Fan oA IR

¢ Command

’AT+RESTORE ‘

2. Ml ESP32-C3 i% %4 Station + SoftAP iz,
¢ Command

’AT+CWMODE:3

3. 1% & SoftAP 7 ssid 11 password (kB BRI 2 ssid A pos_softap, password “Hj espressif ) .
e Command

’AT+CWSAP="pos?softap", "espressif",11,3,3 ‘

i S/ IR ERIA L ssid A pos_softap, password Ay espressif 1) SoftAP iRz, AR
FF ESP32-C3 A M S HH B FA R B I Tk E .

1. (EREZ .

¢ Command

’AT+CIPMUX21

2. 17 web server, 10 80, I RIERENTAE]: 40s (ERAHAK KA 60s).
e Command

’AT+WEBSERVER:1, 80,40 ‘

MR FTOFPHURAE, 0T i 4
EAPIR T SN S N WE R
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IS S E

B 11 BRIV Y 4ERD

ESP-AT

BN SSID

B =inFnns

P 122 /INRR P T ) L T
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Hbs AP 2ot IEffm/ MEF G, MRIETFERR AR AP, FRRFECIG DL N RO -

HE.

2. FHE AR FL AP KA DU T UL BEI A, WBS T 255 AP, BN “ANLFHUA I
HER BT

AL

FHEAR bR AP AEABLEC T-HL X BPATFE A B AU B i as B,/ Zame R e 7
LATIFFHL Wi-Fi, BRI H 2

WLAN @«

a] F§ WLAN 513

FAST_FWR310_02 =

—
— e . B
B

B 13: PRI A%

2 TR AINEIT , TTOARR BU/INFLIT TUREL 25 £ 0.4 BB 112809 ssid Jy” FAST_FWR310_02”.

VER QR Y DU R R C SRR B R AR ssid, 3 T NI CEFEEANET, 4w b
T

3. B B A8 password J5, s “TFIRECM .
4. FEM Y, NEE LT s
[ A, FEE DRl ~E S

+WEBSERVERRSP : 1 /] Rk B 3R

WIFI CONNECTED /] REEEEE

WIFI GOT IP /] EER G FHEE 1P

+WEBSERVERRSP : 2 /O RERANEFREI R M KSR, it U E K WwEB R IR

5. ATTEI S e, /N DT A -
I, AR DR 4 5 8

+WEBSERVERRSP : 1 /) REREHEM, TAREXAAZEEUNKRFR 1P B L, MCU_
SN EREZABERETHE, £ A, N % .

=R

FHEAN H bs AP Sy APUICI T-HL - ASRIEAERC R A P TR A AP, U PORTE B A ssid, Rl
ALY AP () password, FEARSESE R B RHTITFAHL AP BT (R FALSCHR R IT Wi-Fi 17> 5
R, BRFERITTIF AL AP).,

il BOEZIEE, FHLAY S AN HE MAC Hihk A TC 4 R MAC stk A 250 f £/ 28 /0 i 1047 5 4
IAl o

L s/ R BT “AHLFHLA” BTTHE, AP password Ji5, il “TFARTER”
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FAST_FWR310_02

Message

| EXESE

Pl 14: BRI i B
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FAST_FWR310_02

1234567890

connecting

B =i =ins

Pl 16: 3 1o/ e 4 21 i o
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ARG

Eo IR Ih

RAET

Pl 17: i/ VR e U B B i i
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666888666

Message

BHEN RS

P 19: f A AP S
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2. B G, AR R “HERTFLR T SRS, AL FYGE 29T, BEH ESP32-C3
BRI H Bl R B A RO AR i

@A SSID

666888666

Message

S

AR FHAS

&l 20: JTURiEHE] AP

3. EBIW%%E/JV‘F J7 BT S8 DA B HR 1 i 1 B0 5t 5 B “Rr AR H AR AP AR ASHLEC R T
L —FE, Z% L3

5 WL BB
BEW) 1 W TR B RS R IR R . 15T ESP32-C3 BiEL) Wi-Fi AP 2R IEHFF S, AKX
AP PUAHERLE, AT L5 A IEMA AT 62 213 H web server,

UL 20 FEP DO CR S R AP RIK . SR A L M B 19 Wi-Fi BRI RE 2 4T IT, Kk ESP32-C3
B Wi-Fi AP 2R IERTTE, PAK AP (9 ssid, password J2 75 #%_EiR P PRI THCE -

BEWI 3¢ FCR R R ARG RAER Wi-Fi FCE 7. i Tl TALIERE ESP32-C3 ik AP, 1
A ESP32-C3 Bl ssid, password E.'ééi’ﬁﬁﬁti?ﬁ*ﬁ@%iﬁﬁ@ﬂﬁ

4.6.4 (A DR ST OTA WfETF2

Bl /BT S 50 L ESP32-C3 AT BIPEF L, 1657 Lk | ESP32-C3 38 4 5 MO LIRS TR
528 ESP32-C3 BIM M (WD ALER M SE SIS, AN TR, SRR, BT OTA
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W TH AR5 B I BE 4 AT OTA [ PFTHRRML, WS 1 A ) W 35 24T OTA Bl # I+ 28

4.6.5 ESP32-C3 i l}] Captive Portal Jjfg
(b1

Captive Portal, J2—#h “SRHFHAIETFTL” FAR, 2418 [ 34 Captive Portal f station 5 #5142 8| H2fit Captive
Portal It 55 1] AP A5}, ifilt A station B4 AP0 Va2 Bk 21 95 E 1M L. 32 T Captive Portal 71
41, %% Captive Portal Wiki.

i BRIAEH T AT web R B HiZ3hEE, PIPAME S . /build.py menuconfig > Component
config>AT >AT WEB Server command support >AT WEB captive portal support J&H
BIIEE, REmiF LR (WHSH Akt ESP-AT T42). WAL, BHZYIGE, Tﬁ‘é%ﬁ@%d{ﬁd\ﬁ?
BEATHCM B OTA [l FHE i A A= T kdrz . ESCAUEE 0 BE 2507 15) AT web i 5 % ZRE «

Wikt

JEi ] Captive Portal BHREJ , #i5% FiRBL M % &% 4% ESP32-C3 % & [F) AR 358 it ESP32-C3 Bl (1 fit
B, RJG I ESP32-C3 {4511 AP:

WLAN @

o] F§ WLAN %3

pos_softap —
E&EE (BB R/ d

& 21: #3423 IF Captive Portal ZHHER) AP

n_kJ&l, station L ATIEHATIT Captive Portal JyfERY ESP32-C3 451y AP J5, #/R “H8srANIE", )5
S5 ELETTN SR, FEBEREE) AT web 05 FLIiT. 4R AEE SUBKEE, TR station A MR, At “IA

HE” g b BRI RY “pos_softap” # S ZFR, F-ahifilik Captive Portal H #l$] X Wi #, #)\@J AT web
FEE AT
W B HERR

BEW 1 JEAEAUT (station ¥4, AP %45 ) #B3Z¥F Captive Portal DJREA REARUEZ IR IEH A, Bk, %
u% 4% ESP32-C3 %451 AP FEHE/T CEEFANIET, FHEG EsziF/\@J AT web [ T 5L, FIAE
12 station %45 AN IFZINRE, I, ES % Fadak R R 2R B M AS 8 1 ER S E T 33T T AT web
FES TR

4.7 HTTP AT 541
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AT BRI ESP32-C3 i BIZATHTTP AT 4 4 5 i QI HEA R Bl o

o HTTP & f 3% HEAD # £ 7 i

o HTTP % f 3% GET i £ 7 ik

o HTTP % p 3% POST # K7 % (&8 F POST 'V &)
o HTTP % 7 3% POST % £ 7% (#HH X))

o HTTP % p 3% PUT i& £ 75 % (iR F REIEE L)

« HTTP % p 5% PUT & K7 % (HF X)

o HTTP % j 3% DELETE % £ i%

B ] ESP-AT G5 HTTP % i I fE -

4.7.1 HTTP % pii HEAD 52K J5 1

ZANBILA http://httpbin.org {E28 HTTP iR 455%5% -
L Y .

’AT+RESTORE

i Y <

[ox |
2. EE Wi-Fi i34 station,

’AT+CWMODE:1

Wi K7 -

[ox |

3. JEEE AR .

’AT+CWJAP:"espressif","1234567890" ‘

M .

WIFI CONNECTED
WIFI GOT IP

OK

WA :
o fa A1) SSID FHEE A% AT BEFR ik iy & AN ] o 135 o A8 8 FR 2517 SSID FH5 T
4. Kk —A> HTTP HEAD 3K . %8 opt 4 1 (HEAD 4¥:), url SH http://httpbin.org/get,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).

AT+HTTPCLIENT=1,0, "http://httpbin.org/get",,,1

i . <

+HTTPCLIENT:35, Date: Sun, 26 Sep 2021 06:59:13 GMT
+HTTPCLIENT:30, Content-Type: application/Jjson
+HTTPCLIENT:19, Content-Length: 329

+HTTPCLIENT:22, Connection: keep-alive

(PR
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(£ L£50)

+HTTPCLIENT:23, Server: gunicorn/19.9.0
+HTTPCLIENT:30, Access-Control-Allow-Origin: *
+HTTPCLIENT:38, Access—-Control-Allow-Credentials: true

OK

P :
o BORECE R HTTP 3K B R RE-5_Eakm b A B AT o

4.7.2 HTTP % jui GET oK Jj ik

AL B4~ IPG A& - A SC 6. B R854 4 hitps://www.espressif.com/sites/all/themes/espressif/
images/about-us/solution-platform.jpg.
L PR .

s

’AT+RESTORE

N . :

’OK

2. EE Wi-Fi £i4 station.
s

’AT+CWMODE=1

i B«

’OK

3. JEHEEK A .

’AT+CWJAP:"eSpressif","1234567890"

i . <

WIFI CONNECTED
WIFI GOT IP

OK

YA :
o Bk AR SSID A A BERR 3R v AR o 5 SR % H #5517 SSID FI% A
4. BiE— HTTP GET iR, % F opt N2 (GET /3¥:), url N https://www.espressif.
com/sites/all/themes/espressif/images/about-us/solution-platform. jpg,
transport_type 5 2 (HTTP_TRANSPORT_OVER_SSL).

s

AT+HTTPCLIENT=2,0, "https://www.espressif.com/sites/all/themes/espressif/images/
—about-us/solution-platform. jpg",,,2

Nl <

+HTTPCLIENT:512, <0xff><0xd8><0xff><0xe2><0x0c>XICC_PROFILE<break>
<0x01><0x01><break>

<break>
<0x0c>HLino<0x02><0x10><break>
<break>
mntrRGB XYZ <0x07><0xce><break>
<0x02><break>
Q)
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(£ L£50)

+HTTPCLIENT:512, <0xeb><0xe2>v<0xcb><0x98>-<0xf8><0x8a><0xae><0xf3><0xc8><0xb6>
—<0xa8><0x86><0x02>j<0x06><0xe2>
"<0Oxaa>*p<0x7f>2",h<0x12>N<0xa5><0xle><0xd2>bp<Oxea><0x1le><0xf5><0xa3>x<0xa6>J
—<0x14>Ti<0xc3>m<0x1a>m<0x94>T<0xel>I<0xb6><0x90><0xdc>_<0x11>QU;<0x94><0x97>
—<0xcbhb><0xdd><0xc7><0xc6><0x85><0xd7>U<0x02><0xc9I>W<0xad><0xaa><0xal><0xal>
—<0x08>hB<0x1a><0x10><0x86><0x84>!<0xal><0x08>hB<0x1a><0x10><0x9b><0xb9>K
—<0xf5>5<0x95>5-=<0x8a><0xcbhb><0xce><0xe0><0x91><0xf0>m<0xa9><0x04>C<0xde>k

. <0xe7><0xc2>v<H|<0xaf><0xb8>L<0x91>=<0xda>_<0x94><0xde><0xd0><0xa9><0xc0>
—<0xdd>8<0x9%9a>B<0xaa><0x1a><0x10><0x86><0x84>$<0xf4><0xd6><0xf2><0xa3><0x92>
—<0xe7><0xa8>I<0xa3>b<0x1f>)<0xel>z<0xcd>y<Oxae><0xca><0xed><Oxec><0xle>|"
—<0xd7>E<0xa2>_<0x13><0x9e>; { | <0xb5>Q<0x97><0xab>P<0xdf><0xal>#3vn<0x1b><0xc3>
——<0x92><0xe2>dIn<0x9c><0xb8>

<0xc7><0xa9><0xc6> (<0xe0><0xd3>1-<0x9e>@<0xbb><0xcc><0x88><0xd5>K<0xe3><0xf0>0
—<0x9f>Km<0xb3>h<0xa8>omR<0xfe><0x8b><0xfI9><0xad><0xa6><0xff><break>
aU<0xdf><0xf3><0xa3>:A<0xe2>UG<0x04>k<0xaa>*<0xal><0xal><0x0b><0xca><0xec>
—<0xd8>Q0<0xfb><0xbc>yq¥<0xec><0xfb>?<0x16>CM<0xf6>| }<0xae><0xf3><0xle><0xdf>%
—<0xf8><0xe8><0xb1>B<0x8f>[<0xb3>><0x04><0xec><0xeb>f<0x06><0x1c><0xe8><0x92>
—<0xc9><0x8c><0xb0>I<0xd1><0x8b>%<0x99><0x04><0xd0><0xbb>s<0x8b>xj<0xe2>4f
—<0xal0><0x8e>+E<0xda><0xab><0xc7>=<0xab><0xc7><0xb9>xz1f<0xba><0xfd>_e6<0xff>
—<break>
(w<0xa7>b<0xe3>m<0xf0>|<0x82><0xc9I9><0xfb><0x8b><0xac>r<0x95><0x94><0x96><0xd9>1i
—<0xe9>RVA<0x91><0x83><0x8b>M'<0x86><0x8f><0xa3>A<0xd8><0xd8>"r"<0x8a><0xa8>
<0x9e>z1=<0xcd><0x16><0x07>D<0xa2><0xd0>u (<0xc2><0x8b><0x0b><0xc4><0xf1>
<0x87><0x9c><0x93><0x8f><0xe3><0xd5>U<0x12>]1<0x8e><0x91>]<0x91><0x06>#1<0xbe>
—<0xf4>t07<0xd7><0x85><GEM<0xb1>%<0xee>UUT<0xe7><0xdf><0xa0><0xb9><0xce><0xe2>
—U@<0x03><0x82>S<0xe9>*<0xa8>hB<0x1a><0x10><0xal><0xaf>V<0x19>U<0x9d><0xb3>x
—<0xa6><0xc7><0xe2><0x86><0x8e>d[<0x89>e<0x05>1<0x80>H<0x91>#<0xd2><0x8c>
—<0xel>j<0x1b>rH<0x04><0x89><0x98><0xd3>1ZW] g><0xc2><"';<0x93><0xb4><0xf5>&
—<0x9d><0xa0>"Wp<0xa9>6" <0xe2>T<0xa2><0xc2><0xbl1>*<0xbc><0x13><0x13><0xal>
—<0xcd>)<0x83><0xb6><0xbe><0x86><0xb9><0x88>-<0x1la>

OK

473 HTTP %) POST Wik itk (GEMT POST Aitkei)

Z/nBI LA http://httpbin.org fE2k HTTP iR454%, BHEZRAN application/json,

1L PR B
Ty

’AT+RESTORE

N . :

[ox

2. PBEE Wi-Fi B84 station.
s

’AT+CWMODE=1
i B«
o

3. EEREH .

e
’AT+CWJAP="espressif","1234567890"

i B«
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WIFI CONNECTED
WIFI GOT IP

OK

K

o {1 SSID FH4 A% AT BERR ik iy & R BN A o 33 T AR i e 2517 SSID A5
4. )% % — 4~ HTTP POST % K. &% & opt & 3 (POST )5 ¥) , url N http://
httpbin.org/post, content—type & 1 (application/json) , transport_type H 1
(HTTP_TRANSPORT_OVER_TCP),

e

:_,"}}"

AT+HTTPCLIENT=3,1, "http://httpbin.org/post",,, 1, "{\"form\":{\"purpose\":\"test\

Nl B <

+HTTPCLIENT:282, {
"argsn: {}’

"files": {},

"form": {},

"headers": {

by

"Content-Length":

"Content-Type": "application/json",

"Host": "httpbin.org",

"User-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id":
+HTTPCLIENT:173,1-61503a3f-4b16b71918855b97614c5dfb"

"data": "{\"form\" . {\upurpose\u \"test\" M,

"27"[

"Root=

"Json": {
"form": {
"purpose": "test"
¥
}I
"origin": "20.187.154.207",
"url": "http://httpbin.org/post™"
}
OK
YiHH -

BRI SR AT E

5 _Eakma i A A

4.7.4 HTTP % ;355 POST iRk itk (et k)
WG POST Wi mAI M K £, E4id TH & AT 8590 K B 256, ) g 3 & n] DA

JHAT+HTTPCPOST 4.

ZNBI LA http://httpbin.org fE25 HTTP iR45%%, BHEZAN application/json,

L RE T BLE.

Py N
Ay

’AT+RESTORE

M B -

’OK

2. B Wi-Fi f55} station.

Espressif Systems

273 Release v2.3.0.0-esp32¢3-791-gbe3325688a
Submit Document Feedback



http://httpbin.org
https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 4. AT #y2 R

’AT+CWMODE=1

N . :

’OK

3. IR HA

’AT+CWJAP:"espressif","1234567890"

Nl . <

WIFI CONNECTED
WIFI GOT IP

OK

Ui :
o fa A1) SSID FH A% W] REFR_ ik dir & AN ] o 1 6T F 80 8 FR 25179 SSID FH5 15
4. Post f5 & K JE B s, %oy &k E HITP L F BB &M 2, 4 4l connection 5
Bt Ml content-type F B, connection FE{H N keep-alive, connection FE{H N
application/json,
fRARAEZE post [ JSON Figan ', K FEER 427 F5.

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4b£f5218070413"}}
AT+HTTPCPOST="http://httpbin.org/post",427,2,"connection: keep-alive", "content-
—type: application/json"

Nl . <

OK

>

i 2R AT EER RGP TEE, AT DAk A BT IR 26 427 TR BOBE, 24 AT
BEI B K IR E] <length> )5, BHEEHITE.

+HTTPCPOST:281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\", \"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9,zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPOST:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux.
—»x86_64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/
—537.36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}

"

—

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-61505e76-278b5c267aaf£55842bd58b32"
by

Q)
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(8L 7))
"Json": {
"headers": {
+HTTPCPOST:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,
— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"
}
} ’
"origin": "20.187.154
+HTTPCPOST:45, .207",
"url": "http://httpbin.org/post"
}
SEND OK
BiH -
°ATﬁ%>?ﬁE,HHPM@*%%%?%K%%%X?%%%%X7ﬁK%?%%ﬁﬁ%
(CR-LF),

4.7.5 HTTP %y PUT iR Jiik GEM T ICBdkifse)

Z/RBILA http://httpbin.org f=% HTTP flz 5545 . PUT 3R SCRF 20ify 745 ep 248 855K
LR B

’AT+RESTORE

i B -

’OK

2. B Wi-Fi f23} station.

’AT+CWMODE=1

i B -

[ox

3. EREH A

iy

’AT+CWJAP="eSpressif","1234567890"

Mg |3

WIFI CONNECTED
WIFI GOT IP

OK

LUK
o fka A SSID MRS i REER_Ead v & F AR o i B A B ph 25 ) SSID AI%ERD -
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4. J)ik—A~ HTTP PUT %K. i%® opt 4 (PUT J7%), url H http://httpbin.org/put,
transport_type 4 1 (HTTP_TRANSPORT_OVER_TCP).
iy

AT+HTTPCLIENT=4,0, "http://httpbin.org/put?user=foo",,, 1

M K7 -

+HTTPCLIENT:282, {
"args": {
"user": "foo"
}I
"data": "",
"files": {1},
"form": {},
"headers": {
"Content-Length": "0",
"Content-Type": "application/x-www-form—urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",
"X-Amzn-Trace—-Id": "R
+HTTPCLIENT:140,00t=1-61503d41-1dd8cbe0056190£721abl1912"
}I

"json": null,

"origin": "20.187.154.207",

"url": "http://httpbin.org/put?user=foo"
¥
OK
BiH

o BRI Z5 R T A5 b P YA

4.7.6 HTTP % PUT §5RJjik (Mt i)

ZN B LA http://httpbin.org fE2 HTTP iR45%%, BHEZAN application/json,
LW T 5

Py N
Ay

’AT+RESTORE

Mg |3«

’OK

2. PEE Wi-Fi 8834 station.

’AT+CWMODE:1

Nl . <

’OK

3. JEEE A .

AN A -
e

’AT+CWJAP="espressif","1234567890"

i B -

WIFI CONNECTED
WIFI GOT IP

Q)
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OK

AR
o EI A SSID AR A EER_Fik i & R AN A o G0 A R0 Bt #817 SSID A
4. PUT #5 & K B HlE. %@ 2 & B HTTP L F Bt & &~ 2, 4> Jll /2 connection F
B Ml content-type B¢, connection FE{H N keep-alive, connection FE{H N
application/json,

TR ARAE 2 put 1) JSON KR s, KN 427 75

{"headers": {"Accept": "application/json", "Accept-Encoding": "gzip, deflate",
—"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7", "Content-Length": "0
—","Host": "httpbin.org","Origin": "http://httpbin.org", "Referer": "http://
—httpbin.org/", "User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.
<36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.36","X-Amzn-Trace-Id
—": "Root=1-6150581e-1ad4bd5254b4bf5218070413"}}

AT+HTTPCPUT="http://httpbin.org/put", 427,22, "connection: keep-alive","content-
—type: application/json"

i . <

OK

>

i s AT EMER IR TEEE, T DAk A BT PR 2R 427 TR EOBE, 249 AT
BB K IR E] <length> )5, BT,

+HTTPCPUT: 281, {

"args": {},

"data": "{\"headers\": {\"Accept\": \"application/json\",\"Accept-Encoding\
—": \"gzip, deflate\",\"Accept-Language\": \"en-US,en;g=0.9, zh-CN;g=0.8, zh;
—g=0.7\",\"Content-Length\": \"O0\",\"Host\": \"httpbin.org\",\"Origin\": \
—"http://httpbin.org\",\"Referer\": \"htt
+HTTPCPUT:512,p://httpbin.org/\",\"User-Agent\": \"Mozilla/5.0 (X11; Linux x86_
—64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/91.0.4472.114 Safari/537.
—36\",\"X-Amzn-Trace-Id\": \"Root=1-6150581e-1ad4bd5254b4bf5218070413\"}}",

"files": {},

"form": {},

"headers": {
"Content-Length": "427",
"Content-Type": "application/json",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTTP Client/1.0",

"X-Amzn-Trace—-Id": "Root=1-635£7009-681be2d5478504dc5b83624a"
by

"Json": {
"headers": {
+HTTPCPUT:512, "Accept": "application/json",
"Accept-Encoding": "gzip, deflate",
"Accept-Language": "en-US,en;g=0.9,zh-CN;g=0.8,zh;g=0.7",
"Content-Length": "0O",
"Host": "httpbin.org",
"Origin": "http://httpbin.org",
"Referer": "http://httpbin.org/",
"User-Agent": "Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML,

— like Gecko) Chrome/91.0.4472.114 Safari/537.36",
"X-Amzn-Trace-Id": "Root=1-6150581e-1ad4bd5254b4bf5218070413"

}
(R oUgkzh)
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(£ L£50)

by

"origin": "52.246.135
+HTTPCPUT: 43, .57",

"url": "http://httpbin.org/put"
}

SEND OK

LK

o AT fiHH > F4F)5, HTTP body H SRR FATFAS T B AT 188 L, AT BTS2

(CR-LF).,

4.7.7 HTTP % jii DELETE 2K J5 1:

%75 BILA hitp:/httpbin.org {9 HTTP Jf45-4% . DELETE Jr 3 i TIMERAK 58 0% 06, DELETE #3Kify

SEBUAA I #5% -

L PR .
iy

’AT+RESTORE

i . <

’OK

2. P Wi-Fi #8354 station.

’AT+CWMODE:1

i B -

’OK

TEE I 2 -
iy

’AT+CWJAP:"espressif","1234567890"

Nl B <

WIFI CONNECTED
WIFI GOT IP

OK

LK

o ik AHY SSID FIERD T BEER_E i iy AR IR o 335 B8 SR % b ) SSID FEERS .

4. J)i%—A~HTTP DELETE 3K . %% opt to 5 (DELETE %), url 2 http://httpbin.org/

delete, transport_typetol (HTTP_TRANSPORT_OVER_TCP).
s

AT+HTTPCLIENT=5,0, "https://httpbin.org/delete",,,1

M . :
+HTTPCLIENT: 282, {
" args ". { } ,
"data": n "’
"files": {},
"form": {},
(N oLaksn)
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(22 B30
"headers": {
"Content-Length": "0O",
"Content-Type": "application/x-www-form-urlencoded",
"Host": "httpbin.org",
"User—-Agent": "ESP32 HTITP Client/1.0",
"X-Amzn-Trace—-Id": "Root=1-61504289-468a4l

+HTTPCLIENT:114,737b0d251672acec9d"
}l

"json": null,

"origin": "20.187.154.207",

"url": "https://httpbin.org/delete"
}
OK
K

o BRI EE R AT RE-5 i AP AN

4.8 Sleep AT 753451

AT N ZHF 25 BBV AT/ ESP32-C3 25157 fiy BRI AT iy I B MRS

YN
o f& Wi-Fi 2 X F % & A Modem-sleep 72 X,

o & Wi-Fi # X Fi& & A Light-sleep 12X,
o X # A Deep-sleep 12 X,

4.8.1 fifr

ESP32-C3 Z R Seat i A PECAR, W DAEA [ R f A [ Ui, 2407, ESP-AT SCHFLAT Y
FHOFER (2 RIRIEA G S5 BRI ) -

1. Active Bigh: WAL T TARRES . AR, ZH R E S

2. Modem-sleep #izl: CPU W[iafy, HFBhl#ilcE . Wi-Fi BA7. W 3 FUEH A .

3. Light-sleep #ix: CPU {5217, RTCJ’?—@%%%%MWM&ULP VML PR AT . AT A e i =
(MAC. FE#L. RTC @ZHf#§s /N W) # Ml b

4. Deep-sleep fHz: CPU AR, N RTC f7fifigs fl RTC AMEALT TAERRES.

BOATEOL T, ESP32-C3 AL RS L NEUEA Active B, 2 CPU ANFE—E TAERS, HIHANSERFINR
BRI , ARG AT PAE AR FER

ESP32-C3 [JZh#E, S5 ESP32-C3 RIS HBARKAME 15

i
o Kol iATE Wi-Fi *ﬁﬁ%ﬂﬁ%*ﬁﬁ?’{% ESP32-C3 % A HEARAR L .
o IR Wi-Fi B0, HfF station B Modem—sleep #izUHl Light-sleep iz,
o MT W AR T Light-sleep i, HHRIMNBAEAE 32 KHz Fifk. W1RAMNEBAAELE 32 KHz
iR, ESP-AT ¥ TAE{E Modem-sleep #={ .
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iy ik

G REI S A o B R T, B ARG A i AR S AL A T
WFERNS% TR, (EE, BHITRBUARE T ESP32-C3 , SNHIGHIFYEHE.)

Digit Multimeter

ESP32-C3-DevKitM-1

K 22: ESP32-C3 fifi {1145

4.8.2 1r Wi-Fi B F %8 A~ Modem-sleep i

1. P& Wi-Fi 3 station 55,
s

AT+CWMODE=1

i B <

OK

2. e

iy

AT+CWJAP="espressif","1234567890"

M .

WIFI CONNECTED
WIFI GOT IP

OK
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L
o 3% AR SSID FIE RS Al REER iRy & R AR . 1 FH 50 % th 4% 1 SSID FHS .
3. W EMARIEMSECH Modem-sleep 55 .

’AT+SLEEP:1

i .«

’OK

ik
 RF R4 AP i) DTIM ZI M (# hi#s— %% E DTIM A 1),

4.8.3 1r Wi-Fi A, F % ¥4 Light-sleep iz

1. %8 Wi-Fi 3} station fEx,
e

’AT+CWMODE=1

Wi

’OK

2. mEREH Ay, WEMITERE N 3.

’AT+CWJAP="espressif","1234567890",,,,3

Mg |3«

WIFI CONNECTED
WIFI GOT IP

OK

3
{5 A SSID AT AEHE FiA o 4RI TG00 2510 SSID I,
3. RN Light-sleep Bt

’AT+SLEEP=2

i . <

’OK

i
« CPU ¥& HBhKIE, RF MISHRIEAT+CWIAP 1 E A W T 8] B 2 391 55 1A

4.8.4 TEMETF) H&E P E A Modem-sleep i
L. HhRAR R £ ok W 2 AR5 3 o
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’AT+BLEINIT=2 ‘

i B <

Lox |

L BEEE) RS BUEMCT) R s,
iy

’Z—\T+BLEADVPZ—\RZ—\M:1600,1600,0,0,7,0,0, "00:00:00:00:00:00" ‘

M B -

[ox |

L JFha) %
iy

’ AT+BLEADVSTART ‘

Mg |3

[ox |

1. 25 Wi-Fi,
i

’AT+CWMODE:O ‘

i B -

[ox |

1. BEEMRHRAR A Modem-sleep 1515
e

’Z—\T+SLEEP:1 ‘

M B -

[ox |

4.8.5 RSN T B E O Modem-sleep Fi5X

L. WA A A 7 s
i

’AT+BLEINIT=2 ‘

M. :

Lox |

L PR .

i
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’ AT+BLEADVSTART ‘

i B <

Lox |

1. SRpiER:.
SRR N T, W AT 4R

+BLECONN:0,"47:3f:86:dc:ed4:7d"
+BLECONNPARAM:0,0,0,6,0,500
+BLECONNPARAM: 0,0, 0,24,0,500

OK
AR
o TEXARBIF, W% Pl 47:3f:86:dc:e4:7d,
o Xf T /8 {5 B (+BLECONN and +BLECONNPARAM) ., i & #AT+BLECONN

HIAT+BLECONNPARAM #HEUE £ {5 4.,
| B RS WE RN 1s.
i

’AT+BLECONNPARAM=O,800,800,0,SOO ‘

i B«

Lox |

WRERSEE ), W AT 25K

’+BLECONNPARAM:O,800,800,800,0,500 ‘

R
o XFHR{EE (+BLECONNPARAM), {5 AT+BLECONNPARAM #EUE £ 15 5. .
1. %%/ Wi-Fi.
iy

’AT+CWMODE:O ‘

i B«

Lox |

1. AR Modem-sleep 13K
e

’AT+SLEEP=1 ‘

i . -

[ox |

4.8.6 AE¥E5F) AT ik Light-sleep ik,
L. RhRAk R F ok B o AR 55 3 -
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e

’AT+BLEINIT=2 ‘

N . :

[ox |

L WEEE )RS BCEEE) R s,

e

’AT+BLEADVPARZ—\M=1600,1600,0,0,7,0,0, "00:00:00:00:00:00" ‘

i B <

[ox |

L JFe 4%
iy

’ AT+BLEADVSTART ‘

Mg B -

[ox |

1. 251 Wi-Fi,
s

’AT+CWMODE=O ‘

N . :

[ox |

1. B EARIREEN Light-sleep #5.

Es

’AT+SLEEP=2 ‘

Nl <

[ox |

4.8.7 AriiFERA Pl Light-sleep K

L WAL A T RS
s

’AT+BLEINIT=2 ‘

M W -

[ox |

L IR #k.

i
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’ AT+BLEADVSTART ‘

i B <

[ox |

1. SFRFiEE.
WEREERGHNL ), W AT ff 23

+BLECONN:0, "47:3f:86:dc:ed:7d"
+BLECONNPARAM: 0, 0,0,6,0,500
+BLECONNPARAM:0,0,0,24,0,500

OK
AR
o TERXAIRBI, WA P um ik 47:3f:86:dc:ed:7d.
o X%F T # % {5 B (+BLECONN and +BLECONNPARAM) , i % #AT+BLECONN

FIAT+BLECONNPARAM #REUE 25 4.,
L A S W N s,

AN A -
g

’ATJrBLECONNPARAM:O,800,800,0,500 ‘

N . :

[ox |

WRERSECE ), W AT 23R

’+BLECONNPARAM:O,800,800,800,0,500 ‘

LK
o SFFHER(EE (+BLECONNPARAM) , %% AT+BLECONNPARAM $KEUF 215 4.
1. %%/ Wi-Fi.
fir g

’AT+CWMODE=O ‘

Mg | :

Lox |

L BE RN A Light-sleep #5X.
iy

’AT+SLEEP=2 ‘

Mg J3

Lox |

4.8.8 VM Deep-sleep ki

1. BRI A Deep-sleep #3. i%E deep-sleep Hif[a] 5 3600000 ms.
AT
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’ AT+GSLP=3600000

N . :

’OK

LK
o BOEMRIENG, B A BhmemE, IR T MR B A
* XfF Deep-sleep HiX, ME— XMLy 142 5 I L -

FB=T = AT >ESZ LI fl.
o RainMaker AT 1)

o IRJE MY AR o
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Il g ERIDE 2 3 O AT TR

51 AHugvk ESP-AT T#%

ASCRYTEA N T AR A i i ESP-AT AR, 05 A2 U [ e 2 ESP32-C3 4. MENAR T 7
K A0 Bl TR R TR, IR EE & AT & v gl R4 T IR A R 45, IR ARRR%
Ji%F ESP-AT T#2,

WA g5 ESP-AT TAEA A, BiEHFEGUn AR, N b T £ GitHub R 71 _E %%
ESP-AT 1 4%,

511 PEABER

TN RN IR, 52 ESP-AT TARERY il . FAEEZeas. Bl . iAok, et BRI S £
Linux 2% % .

« $—4: ESP-IDF it A1
o =3 FILESP-AT

« Bz ¥ nEHE

o Bvay: LA

s AW MEILE

s B HIFILAE

s HEF: RRENLE

o build.py B &

51.2 5—3: ESP-IDF {RiEAl]

TE4Ri% ESP-AT T AR 1, 455> (i ] ESP-IDF, [} ESP-AT 24T ESP-IDF Ff %[

T R4 ESP-IDF v5.0 Huil A 1] SCR (355, 520 hello_world TREEMIECE . SRiFVAK FHEEMZE
ESP32-C3 J K558 .

il WP BEARMAN, (ARERERPIE, AP TR, PAAZ ESP-IDF Jfi f I
GUNEZ

e E— 1 ESP-IDF YU A1), 0] DAJTAG TR Y ESP-AT TR 4
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5.1.3 &5 2b: 3RHLESP-AT

45 ESP-AT TR FAUREEHLUNHK PRI L ESP-AT (0.

IO &, DI ELRAY ESP-AT I TAEH SR, (il git clone fird e GfF , FKHESP-AT 1)
AHEIAS . DA AN A RGBT

* Linux B{ macOS

cd ~/esp
git clone --recursive https://github.com/espressif/esp-at.git

¢ Windows
X ESP32-C3 RAB , HEEE A L AN FRiz 1T ESP-IDF 5.0 CMD,

cd %userprofile%\esp
git clone —-recursive https://github.com/espressif/esp-at.git

2R AL T o B 805 A GitHub A R M, W DA ff Al git clone https://jihulab.
com/esp-mirror/espressif/esp-at.git EI git clone https://gitee.com/
EspressifSystems/esp-at.qgit E3RHEL ESP-AT, RJfESTEL,

ESP-AT ¥ F# % Linux 1 macOS [ ~/esp/esp—-at. Windows [{] $userprofile$\esp\esp-at,

i FEA SR, Linux F1 macOS #4E RS0 ESP-AT HYBRIN LA AEHN ~/esp; Windows #1ERSE
HIBIABRAE N Suserprofiles\esp. A DAKF ESP-AT 2R AL E AR T, (HIFHEEAE MM iy
AT B . R, BSP-AT ASCRFl A 2 I AR .

514 2 AL

BATUH TR install R, M2 % TR K B 32 R KM Python £, ESP-IDF 63 J% DA K
ESP-IDF i) gikas . 1T HE,

 Linux B{ macOS

’./build.py install

* Windows

’python build.py install

URR A — LR BT, 170 ESP32-C3 s bdf LA T M Bk il

e YE¥ Platform name, 4N ESP32-C3 £7%ik #5164 PLATFORM_ESP32C3, Platform name
Hi factory_param_data.csv & X .

e % ¥ Module name, i 41 ESP32-C3-MINI-1 #i 20 %% $%& MINI-1, Module name M fac-
tory_param_data.csv & X,

* JHHEEE silence mode, Jo JHIPRAMNER—L8 HAEFF B FEFR RN — MG 00 TG4 .

* {5 build/module_info.json XMAFTE, LR =AECERTEASHI. FHit, WREHE
BB EALAAE R, WM IZ S

5.5 DUk Rk

fii FH USB 414511 ESP32-C3 i #1443 PC I, PAURNEREMFs it HAE, H51E W tiEds. W2, W
REHE IRt AR AR 3% AT ey AR AT WL, WIRTREEN, “AT MR E8%. T HEBRERIA
i VG Bl % 4o TR B AT 58 0 5 i
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5.1.6 S5hib: ACE TR

2f7UiH T.H menuconfig A HE .
 Linux B{ macOS

’./build.py menuconfig ‘

* Windows

’python build.py menuconfig ‘

R PA_EFTAT A BRERIERR , DU 2 L T T Y SR B -

Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ----). Highlighted
letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes features. Press <Esc><Esc>
to exit, <?> for Help, </> for Search. Legend: [*] built-in [ ] excluded <M> module < > module
capable

SDK tool configuration --->
Bootloader config --->
security features --->
I
Partition Table --->

optimization level (Debug) --->
Component config ---=

< Exit > < Help > < Save > < Load >

1 TR -
MR IO KIEIL T80, AVICSAT G, RS TSI ARSI, A4t
i HRBRA B TR
507 AL Givk TR

BITPA N A2 gmit LAE .
e Linux B{ macOS

’./build.py build

¢ Windows

’python build.py build

WEAREH TR IR, BERS SRKRIE. AR E AL ota 7} KK/
¥ RTE build/ factory BAR N AEMIT QIR EIF. EZEEHS LESP-AT B 25

518 S5bib: RekSles

IBATPAT a2 Re A2 U [ 442 55 31 ESP32-C3 55 b
* Linux B{ macOS

’./build.py -p (PORT) flash

¢ Windows
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python build.py -p (PORT) flash

HEETE A ESP32-C3 &R H A PR (PORT) » B E 4 IAH/RE B E (Fe %3 flash . 398 T5 %
HEREF (PORT)

% ESP-AT bin ANgE/E 3, F HFT B “ota data partition invalid” , %1547 python build.py
erase_flash REMRIEEA flash, IRIFHHTHE AT [,

5.1.9 build.py ¥ Mk

build.py BAZET idf.py HHEW T H (B idf.py <cmd> IEEWME A TE build.py <cmd> H) |
AT LETTA R e BB 2 k.
e Linux B{ macOS

’ ./build.py —--help

¢ Windows

’ python build.py —-help

52 Mgk ESP-AT T.#

SRR T Tﬁﬂﬁiﬁﬁ@ﬁéﬁi% ESP-AT TAHE. MERIAME 7 & A4 a9 B JovE 7oK, anfsss
BLFF 5 WebSocket 7y 7% - K PAImDNS 53 7t AP AR5 Bidii ESP-AT TA2 . IH W AR A IS B0 %5
ESP-AT T 4%, {HANSREAME @I H A WXE, WIS ARSCRY, @it 415 ESP-AT T%.

TR PIGUGRRNG AT BSIPE, G SRR A CIty™ i EL AT RS S e -
WPRATLE PRSI R B 8RRz, T a2 n] e A .

521 TEANBER

TR N TGP BR, 5e R ESP-AT TAERY Fork. PRIERCE . B MDA K ik .

%— BRI GitHub K5
% =% Fork ESP-AT T3
% =% R GitHub Actions 7 5%

Fv9d: B E 4hiF ESP-AT TAEFfE 69 % éﬂ
AW ARA github.dev % % 3545 B Ao 1 XA
%<1 GitHub Actions %35 AT B

522 45— BN GitHub IS

FEIFURZ W, 550 Bor Y GitHub K5, [RS8 (75 28 SRR

523 45 % Fork ESP-AT T.f¢

Vil ESP-AT @0, midi i A B Fork,
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P master Go to file Add file ~ <> Code ~

AT application for ESP32 ESP-IDF
xcguang M branch *bu yesterday %) 2,063 & ESP32C3 ESP-IDF & ESP8266
ES 5 RTOS SDK

)

niworkflows

components

docs

main

moc

Releases 24

README.md

Packages
build.py g

& 2: A Fork
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piifi Create fork EHlXAER H W GitHub K5 . ERIARY Fork {#% Dl master 4337, U0 TR E AL
FHEEW D BN, WHEGE 2% Copy the master branch only.

i1 Pull requests

Create a new fork

Owner Repository name

° ustcew~ /[

By default, forks are named the same as their upstream repo . You can customize the name to distinguish it
further.

Description (op

AT application for ES

Copy the ster branch only

Create fork

¥ 3: 41 78 Fork

524 =2 JF5 GitHub Actions Jjfig

MO FE R Actions 3 A GitHub Actions T [ »

Hidi I understand my workflows, go ahead and enable them j5/f] GitHub Actions.

V)Y

J& ] GitHub Actions 52 Ji% .

5.2.5 SPUsb: EEE4nE ESP-AT TR HEN Y]

ﬁn;ﬁ,mﬁ Espressif OTA server [l il OTA token, Ff H.F5%(di ] AT+CIUPDATE 4 T14% AT R, 3R
éﬁ%mﬁlﬂﬁbﬂ% =, Ll}(,u\mﬂﬂ CONFIG AT OTA_SUPPORT (H XEZIFHMEL, WSHF A
AR github.dev % 5% A5 P Ao KAL) B E Bkt AR B

J ﬂiﬁ‘ﬁ??ﬁ’] Settings ¥EABE .
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% ustccw / esp-at | Public {z Pin @ Watch 0 ~ ¥ Star 0

forked from espressif/esp-at

<> Code [ Pullrequests | () Actions | f§ Projects [0 Wiki () Security |~ Insights & Settings

¥ master ~ Go to file Add file ~ <> Code v About 3

AT application for ESP32 ESP-IDF
) Your master branch isn't protected & ESP32C3 ESP-IDF & ESP8266
Protect this ch from force pus elet E ks before merging. Learr ESP8266_RTOS_SDK

Protect this branch Dismiss

This branch is up to date with espressif/esp-at:master.

@ xcguang Merge branch "bugfix/relink_cause_to_crash’ int yesterday ) 2,063
Releases
B .oithub/workflows
© 24 tags
components
docs
examples

Packages
main

& 4: i Actions

<z Pin ¢G> Watch 0 ~

<> Code i Pullrequests () Actions [ Projects [0 wiki (O Security |~ Insights 3 Settings

Workflows aren’t being run on this forked repository

| understand my workflows, go ahead and enable them

View the workflows dire

K 5: j5 /) GitHub Actions
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Actions Enabled.

% ustccw/esp-at P

forked from espressiflesp-at

<> Code [ Pullrequests

New workflow

Actions
I All workflows

Build ESP-AT Project
Reusable esp32-at workflow...
Reusable esp32c2-at workfl...

Reusable esp32c3-at workfl...

Management

E; Caches

% ustccw /

forked from espressifiesp-at

<> Code [ Pullrequests

¥ master ~

H A AT TAE

<z Pin G>Watch 0 ~

() Actions [ Projects [0 wiki ©) Security

All workflows

0 workflow runs

)0

|~ Insights

vy Star 0

@ Settings

There are no workflow runs yet.

A 6: J3 i GitHub Actions 52 i,

<z Pin GyWatch 0 ~

() Actions [ Projects [0 Wiki

Go to file Add file ~ <> Code ~

This branch is up to date with espressifiesp-at:master. il Contribute

@ xcguang Merge branch ‘bugfix/relink_cause_to_crash’ int

B .oithub/workflows
components
docs

examples

main

module_config

tools

Espressif Systems

B 7: pii Settings

294 Release v2
Submit Document Feedback

Security |~ Insights

About

vy Star 0

@ Settings

&

AT application for ESP32 ESP-IDF
& ESP32C3 ESP-IDF & ESP8266
ESP8266_RTOS_SDK

m
A
O

L1

Releases

> 24 tags

.0-esp32¢3-791-gbe3325688a
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Hiidi Settings -> Secrets and variables ->Actions #EA Action it & T .

“ode [ Pull requests Actions [ Prc M wiki © ity |~ 5 Settings

General General

Repository name

esp-at Rename

Template repository

Require contributors to sign off on web-based commits

Social Preview

Environments
| Codespaces Upload an image to customize your reposi

Pages Image Id be at least 640

Dep

ecrets and variables

& 8: 3 A Actions [it & L

Eiii New repository secret 3 AZEEHA] 72 T .

i A Name FI Secrets, i Add secret fE—NHIEEH. HALRZELHENZ OTA token.
T B T BRI A AR AN

AT_OTA_TOKEN_WROOM32
AT_OTA_TOKEN_WROVER32
AT_OTA_TOKEN_ESP32_MINI_1
AT_OTA_TOKEN_ESP32_PICO_D4
AT_OTA_TOKEN_ESP32_SOLO_1
AT_OTA_TOKEN_ESP32C3_MINI
ESP32C2_2MB_TOKEN
ESP32C2_4MB_TOKEN
ESP32C6_4MB_TOKEN

WRTFEHE Z AR S AT B9, WHEE DR, RN FERES, A %9008 58 s
TUE R .
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Code {1 Pull requests ctions [ Projects ity |~ In S Settings

Actions secrets and variables New repository secret

are encrypted and

wn as plain text

iables for a

, Webhooks Environment secrets / environments

= Environments

Repository secrets

Deploy
| Secrets and variables

Actions

el 9: 4 BH T
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tions [ Pro O wiki © Insights Settings

Action ts / New secret

Name *
AT_OTA_TOKEN_W

Secret *

Add secret

10: A% 4]

Repository secrets

8 AT_OTA_TOKEN_ESP3
AT_OTA_TOKEN_ES|
AT_OTA_TOKEN_ESP32_PICO_D4

88 GitHub AT_OTA_TOKEN_ESP32_S0L0_1

= Email n

AT_OTA_TOKEN_W

AT_OTA_TOKEN_WROVER

ESP32C2_2MB_TOKEN

ESP32C2_4MB_TOKEN

11 A 5E 8
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526 H5hzb: (A github.dev Zhife 35 fERONIRE 22 fURY

BB LAS % github.dev B 30, N2 nBldRE.

5.1 $T9F github.dev 44 23

IR GET 0, PR B MU 0 SE AR

(> Code % Pullrequests (® Actions [ Projects 0 wiki (J Security |~ Insights

| ¥ master - Go to file Add file ~ <> Code ~

Switch branchesltags % Ald ication for ESP32 ESP-IDF
master. 1 Contribute 2 syne fo & 32C3 ESP-IDF & ESP8266
[ | SP8266_RTOS_SDK

Branches g se_to_crash’ int

' master

Releases

> 24 tags

Packages

el 12: Ry 52

AL AL ., BT github.dev iR 2R TIT 70 SO AU

5.2 G or ¢

FEHEAA G, BRI 7 SR FR, FE R RR L, B BRI ) 23 S B A B 70 S A R

WG AR H 2 X

B+ switch to Branch, A,
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& github.dev/ustccw/esp-at/tree/master

ESP-AT [GITHUB]
K3 .github

B components

main

module_config

.qitlab-ci.yml
Jreadthedocs.yml
build.py
] CMakeLists.txt
i LICENSE
README.md

requirements.txk

OUTLINE
TIMELINE
¥ GitHub

B 13: T2 3 A
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sp-at/tree/master

product/v1.0.0

ESP-AT [GITHUB]
) .github

~+ Create new branch...

shift + P
p

shift + F

OUTLINE
TIMELINE
% GitHub

Bl 14: BlE R s (o)

Created new branch ‘product/v1.0.0"

Any uncommitted changes will be applied to the new branch.

Do you want to switch to the new branch?

Open in New Window Cancel Switch to Branch

Bl 1S: BiABIE 5L
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Iy SR ESE N -

C { & github.dev/ustccw/esp-at/tree/product/v1.0.0

ESP-AT [GITHUE]
K5 .github
B components

E

M examples

M main

B module_config

# tools

.gitlab-ci.yml
readthedocs.yml
build.py
] CMakeLists.txt
R LICENSE
README.md

requirements.txt

[yhe) OUTLINE
Loa
Lt

TIMELINE

+¢ GitHub

Bl 16: 73 S BIE 5E

5.3 B WA

1& github.dev J%E28 PIE TS . BIANFF B WebSocket it 31 5% HimDNS hft, WIFRSEFT AR ZH AY it BT
{4 esp-at/module_config/<your_module_name>/sdkconfig.defaults M4, ¥INAITF4T:

CONFIG_AT_WS_COMMAND_SUPPORT=y
CONFIG_AT_MDNS_COMMAND_SUPPORT=n

eGSR, Ry R EIE . A C SO S + BB

BSOS, AP E . Kl Commit & Push i3,

5.2.7 45,53 GitHub Actions 5% AT |1k

LR EN 2 )G, 2 B3k GitHub Actions 4t ESP-AT [, 152 4o T A GitHub T 3% #7
WGafRa A AT B PR SCRY, FEEITREMN AT B (HE: SORRW AP HRASE T H CIKS T esp-at
B EFATHY, TAZE https:/github.com/espressif/esp-at {32 )
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C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M x

SOURCE CONTROL madule config

#: AT
CONFIG AT ENABLE=y

Commit & Push |~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=Y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS _COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4071a65dd28b72656ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN NUM=5

CONFIG ESP AT FW VERSION="2.5.@"

Changes 1
[0 sdkconfig.defaults module... T3 9 + M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

P& 17: B WebSocket 14371, 25 mDNS ZihE (fdimek)

C Y & githubdev/ustccw/esp-at/tree/product/v1.0.0

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL module_config

# AT
CONFIG AT ENABLE=y

Commit & Push [~ CONFIG AT BASE ON UART=y

CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

CONFIG AT WS COMMAND SUPPORT=y

CONFIG AT MDNS COMMAND SUPPORT=n

CONFIG AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"

CONFIG AT OTA SERVER PORT=80

CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a85dd28b72056ca7"

CONFIG AT OTA SSL TOKEN KEY="dd93253c287f725de50d40871a05dd28b72056ca7"

CONFIG AT SOCKET MAX CONN_NUM=5

CONFIG ESP AT Fw VERSION="2.5.8"

Changes 1
[ sdkconfig.defaults module... T3 2|+ M

#-Wear-Levelling
CONFIG WL SECTOR SIZE 512=y

Bl 18: EFEE (Raiiek)

C Y & github.dev/ustccw/esp-at/tree/product/v1.0.0

Y

SOURCE CONTROL [ sdkconfig.defaults M X

SOURCE CONTROL medule config

20230321: Added websocket commands # AT

support and disabled mdns commands CONFIG AT ENABLE=y
CONFIG AT BASE ON UART=y

Commit & Push CONFIG AT MQTT COMMAND SUPPORT=y

CONFIG AT HTTP COMMAND SUPPORT=y

. ) CONFIG AT WS COMMAND SUPPORT=y

hlfecanlia deraulisludl oo lia/ ot CONFIG AT MDNS COMMAND SUPPORT=n

Changes CONFIG_AT PROCESS TASK STACK SIZE=6144

CONFIG AT OTA SERVER IP="iot.espressif.cn"
CONFIG_AT OTA SERVER PORT=80
CONFIG AT OTA TOKEN KEY="dd93253c287f725de50d4871a05dd28b72056ca7"
CONFIG AT OTA SSL TOKEN KEY="dd93253c2871725de50d4071a05dd28b72056ca7"
CONFIG AT SOCKET MAX CONN NUM=5
CONFIG ESP AT FW VERSION="2.5.0"

Staged Changes

# -Wear-Levelling
CONFIG_WL_SECTOR SIZE 512=y

B 19: 3l (maimeR)
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5.3 il e AT S 155D

ARICRI AT AT & 2 ESP32-C3 A5 [ FR AT port 81 . BROATE DL, ESP-AT I P> UART #%
PR AT 5 —MHTH HE (AR HER D), B— TR AT fr o fiom . (PAT
PR i3 ) o

s P ESP32-C3 BE45 1 AT S LA, V%

o % [% ESP-AT T4%,

* Y& menuconfig fii! & T. E.BY factory_param_data.csv ZE#& F& 0T 4 .
s MmiF LA,

o W#raY bin IR F LS

AR E R H B SGE I, b B TR E SRR E

ik (A ERE DN AT ar 98 06 2% (1] AT SPL3% 1, AT through SPT Al {1} AT EH 741 o

53.1 ESP32-C3 7%

ESP32-C3 AT [E{4:14 H & i 1 A6y &0 14 BT DA 2 SOV B, 210 (ESP32-C3 i RS % T
WY AF A

fE ek H o 11 A5

BOATEOLT, AREEHefitny ESP32-C3 AT [H {0 1] LA UARTO & i it H &

 TX: GPIO21
* RX: GPIO20

E4 1% ESP-AT TR, WI ] menuconfig it ¥ T HAF HEBOH e 4 1 -

e ./build.py menuconfig —> Component config-—>ESP System Settings —> Channel
for console output —>Custom UART

e . /build.py menuconfig —> Component config->ESP System Settings —> UART TX
on GPIO#

e ./build.py menuconfig > Component config->ESP System Settings —> UART RX
on GPIO#

sl i 4 S 10 55

BOATEOLR, UARTL 1Tk AT S FIHE0C AT Wiy, HAZ R & AE factory_param_data.csv A% H )

uart_port, uart_tx_pin, uart_rx_pin, uart_cts_pin £/ uart_rts_pin %],
] DAUE.#EAE factory_param_data.csv 2 FPG I i 1145 1 -

o FTITAASHIY factory_param_data.csv,

o BB FTERIAT

o IR EIRE vart_port (WIERAHE AT HE DRI HE AT dr4 10, WFEZE ST, R
E R uart_tx_pin flluart_rx_pin fl AT HEDRER—FE).

o MPEFEINHE vart_tx_pin fluart_rx_pin (EFZEIERFEERER, KL EThRad
H, B3E AT HE DS .

o BT EMHTERIEYIEE, R uart_cts_pin fluart_rts_pin WEH -1,

o PRAFRNG .
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54 @A AT 4

ARG /28 T QA ESP-AT TAREHIRIN P SCHY AT fip4, DA AT+TEST A A Bl jerm a0 3R
s BT o

HE LA . DIRE R @4 2/ 0HE LN IR
o T L AT 44
o GEM AT 44
XN G A 2 B AT O B O«
¢« ZiX—TFE
HAr P IRE T XTI 2% a4, ATARE () TR 2k ik 4.
o T LIAEH B
o RIS AR
o fukar SRR
o ARG L ey PAT
o M AT 65435 7 3R BU N 0% 2 9%

AT Ay 2RI IR AT, DA FESCPE MTECEE, EWR M B E X AT ar i Eal

541 EX AT w4

TEE SCAT 21, e AT ar @ RYZFRAIZEAL.
iy A i L

o ORI + BT
o SHFERE (2, az). BT (0~9) BITE ST (L 5 L /L 1L D), BEWIIAT 65

No

B4 AT i iRZ W DAAPUFZER: Iikar S, il WEmSMITmS, EZHEESWAT &4

WG, EXTHRBEA L. B AT+TEST ORI R PURIREY, R E SRR 7R B A o

=45 A -
Wit 4 -

=
ad

uint8_t at_test_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer[64] = {0};
snprintf ((char *)buffer, 64, "this cmd is test cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;
}

i S
uint8_t at_query_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is query cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

QS
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(& b))
return ESP_AT_RESULT_CODE_OK;
i
B4
uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};
if (esp_at_get_para_as_digit (num_index++, &para_int_1) != ESP_AT_PARA_PARSE_
RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
;
if (esp_at_get_para_as_str (num_index++, &para_str_2) != ESP_AT_PARA_PARSE_
< RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
3
snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._

—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);
esp_at_port_write_data (buffer, strlen((char *)buffer));

memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "second parameter is: %$s\r\n", para_str_2);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

W

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT RESULT_CODE_OK;

e, WHesp_at_cmd_struct HE X AT AR SCHR2RAEL RGBS E LT 4/ FRA
+TEST  (HETY °CAT) HZFPra RSB 64

static esp_at_cmd_struct at_custom_cmnd[] = {

{"+TEST", at_test_cmd_test, at_query_cmd_test, at_setup_cmd_test, at_exe_cmd_
—test},
bi

WRANE SCRAIA, FFHARE ) NULL,
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542 AT 54

JHH APl esp_at_custom_cmd_array_regist () FEM AT 652, AR EHN AT+TEST WA FIL
.

esp_at_custom_cmd_array_regist (at_custom_cmd, sizeof (at_custom_cmd) / sizeof (at_
—custom_cmd[0]));

F51F: BIUE esp_at_custom_cmd_array_regist JIA app_main () Y at_custom_init ().

543 2P

MBARE LW T LRI EE, 1915 ESP-AT TREHEEREM:, Zard I fEE &S LIRS EiT.
idistr— !

N /2 AT+TEST a5

WA 4 :

AT+TEST="

M

AT+TEST="?
this cmd is test cmd: +TEST

OK

iy A

AT+TEST?

W i <

AT+TEST?
this cmd is query cmd: +TEST

OK
B arA:

AT+TEST=1, "espressif"

Wi i <

AT+TEST=1, "espressif"

this cmd is setup cmd and cmd num is: 2
first parameter is: 1

second parameter is: espressif
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AT+TEST
this cmd is execute cmd: +TEST

OK

54.4 5 SGRMIEE

ESP-AT B4 HFesp_at_result_code_string index F X T—Lik[EE B, WLk EHEEIES AT
H A

W T return BERGRPIE A, AT APl esp_at_response_result () FKRE AL HATE R 7]
FEHS A [E]BHdi j§ APLI flESP_AT RESULT CODE_SEND_OK MESP_AT RESULT CODE_SEND_FATL,

B, 2446 fH AT+TEST BIHATAr S M kS #eak MCU &£ 503Em, Fesp_at_response_result ()
FeaR m] Kk, M return BEORIR B dar S HATEE R, ORGSR .

uint8_t at_exe_cmd_test (uint8_t *cmd_name)
{
uint8_t buffer([64] = {0};
snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);

esp_at_port_write_data (buffer, strlen((char *)buffer));

J/ A B MCU K EEN A E X

send_data_to_server();

// & SEND OK
esp_at_response_result (ESP_AT_RESULT_CODE_SEND_OK) ;

return ESP_AT_RESULT_CODE_OK;

ABAT A2 S AR W] R .

AT+TEST
this cmd is execute cmd: +TEST

SEND OK

OK

54.5 RINGESE

ESP-AT $2{lt LA R P> AP R S-S 4.

* esp_at_get_para_as_digit () Efﬁﬂ@[??ﬁﬁ(o
e esp_at_get_para_as_str () WIRBFFESE.

AN WAAT 6 4.

546 AMAAEBE

AU EHLE Ay & SHC TS 4L

o B K G ALK P IR Ak
o Bk % s —15 Ak
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A E AL h i S8

R EALRF AT+TEST fir 2 <param_2> fll <param_3> S E A FESE, H <param_2> K%
TS, <param 3> HFFFERESEL

AT+TEST=<param_1>[,<param_2>] [, <param_3>],<param_4>

PR IT

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t para_int_1 = 0;
int32_t para_int_2 = 0;
uint8_t *para_str_3 = NULL;
uint8_t *para_str_4 = NULL;
uint8_t num_index = 0;
uint8_t buffer[64] = {0};
esp_at_para_parse_result_type parse_result = ESP_AT_PARA_PARSE_RESULT_OK;

snprintf ((char *)buffer, 64, "this cmd is setup cmd and cmd num is: %ul\r\n",._
—para_num) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_1);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "first parameter is: %d\r\n", para_int_1);

esp_at_port_write_data (buffer, strlen((char *)buffer));

parse_result = esp_at_get_para_as_digit (num_index++, &para_int_2);
if (parse_result != ESP_AT PARA_PARSE_RESULT OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {

/) TR
/O FREERXEE

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "second parameter is: %d\r\n", para_int_

;»2) ;
esp_at_port_write_data (buffer, strlen((char *)buffer));
t
} else {
/R
V- B §
/) REEENXBRAE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));
;
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7 7 Bl R
/) FERXEE
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is: %s\r\n", para_str_3);
(R oaksn)
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esp_at_port_write_data (buffer,
t
} else {
/7 R
VAR5 TR0
// FOH R XA
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

return ESP_AT_RESULT_CODE_OK;

esp_at_get_para_as_str (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"fourth parameter is:
strlen((char *)buffer));

strlen((char *)buffer));

"third parameter is omitted\r\n");
strlen((char *)buffer));

&para_str_4);

%s\r\n", para_str_4);

ik WA TARSEON ", WES AR

A i —hr S8

{B AT+TEST fir &1 <param_3> ZHCHFAFHSE, H RS,

AR ERCE N TS

AT+TEST=<param_1>, <param_2>[, <param_3>]

WG AT PR AR A B A5 1O
¢ AT+TEST=<param_1>,<param_2>
e AT+TEST=<param_1>,<param_2>,

FHAES AT

uint8_t at_setup_cmd_test (uint8_t para_num)

{

int32_t para_int_1 = 0;
uint8_t *para_str_2 = NULL;
uint8_t *para_str_3 = NULL;
uint8_t num_index = 0;
uint8_t buffer([64] = {0};

esp_at_para_parse_result_type parse_result

snprintf ( (char *)buffer, 64,

—para_num) ;
esp_at_port_write_data (buffer,

parse_result =
if (parse_result
return ESP_AT_RESULT_CODE_ERROR;
} else {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64,
esp_at_port_write_data (buffer,

"this cmd is setup cmd and cmd num is:

esp_at_get_para_as_digit (num_index++,
!= ESP_AT_PARA_PARSE_RESULT_OK) {

"first parameter is:
strlen ((char *)buffer));

= ESP_AT_PARA_PARSE_RESULT_OK;

su\r\n", _

strlen((char *)buffer));

&para_int_1);

%d\r\n", para_int_1);

(T oUgkEE)

Espressif Systems 309

Release v2.3.0.0-esp32c3-791-gbe3325688a

Submit Document Feedback



https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 5. {2 A1IF K H CHY AT TAE

(£ L£50)

parse_result = esp_at_get_para_as_str (num_index++, &para_str_2);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {

return ESP_AT_RESULT_CODE_ERROR;
} else {

memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "second parameter is: %s\r\n", para_str_2);
esp_at_port_write_data (buffer, strlen((char *)buffer));

if (num_index == para_num) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

} else {
parse_result = esp_at_get_para_as_str (num_index++, &para_str_3);
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OMITTED) {
if (parse_result != ESP_AT_PARA_PARSE_RESULT_OK) {
return ESP_AT_RESULT_CODE_ERROR;
} else {
/7T PR
/) FEEXENE
memset (buffer, 0, 64);
snprintf ((char *)buffer, 64, "third parameter is: %s\r\n", para_
—str_3);
esp_at_port_write_data (buffer, strlen((char *)buffer));
3
} else {

/7 Bl R

/B EZANFEK

/) FEEXEAME

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "third parameter is omitted\r\n");
esp_at_port_write_data (buffer, strlen((char *)buffer));

return ESP_AT_RESULT_CODE_OK;

ik WARBARTARSEC ", WixSHBA B -

54.7 PIEmAIIAT

A G IR AT, SR D PATER, ARG RGHE T X SR T RE S & WA [F] 8 .
— R, XA T S HEAES AR TR .

R semaphore R[FA2 .

AP .

xSemaphoreHandle at_operation_sema = NULL;

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

uint8_t buffer([64] = {0};
Q)
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snprintf ((char *)buffer, 64, "this cmd is execute cmd: %s\r\n", cmd_name);
esp_at_port_write_data (buffer, strlen((char *)buffer));

/7 TR

// Kb A WA Al B semaphores
at_operation_sema = xSemaphoreCreateBinary();
assert (at_operation_sema != NULL);

// rﬂsiw A AT

/OEE G ANRATHER

// BB ES% T FH xSemaphoreGive ¥ # 3 semaphore
xSemaphoreTake (at_operation_sema, portMAX_ DELAY);

return ESP_AT_RESULT_CODE_OK;

5.4.8 I\ AT iy A v DV U A B

ESP-AT SCFpM AT fiv 4 v 5 R ARG, AR FELATT P4~ APL

* esp_at_port_enter_specific () WHEBIHREL, AT imlBI0CE 5 AMEHE G, R %R
s

e esp_at_port_exit_specific () MEH esp_at_port_enter_specific & EITHEEL.

AREORAR ) T3 95 SRR R A B R A e e i Ay B AN

TR K 4 A B b
BB LM <param_1> $82 THIEKAE, WTHHIR.

AT+TEST=<param_1>

PAT /R BB A AT AN AT fir g ARBUK BN <param 1> FyH AL .

static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)
{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_setup_cmd_test (uint8_t para_num)
{
int32_t specified_len = 0;

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

if (esp_at_get_para_as_digit (0, &specified_len) != ESP_AT_PARA_PARSE_RESULT_
—0K) |

return ESP_AT RESULT_CODE_ERROR;
I3

buf = (uint8_t *)malloc(specified_len);
if (buf == NULL) {
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "malloc failed\r\n");

QS
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esp_at_port_write_data (buffer, strlen((char *)buffer));

}

/7 Bl R

// Kb A AL Al B semaphores

if (l!at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

// BB NBAER T >

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// REEREK, EEKIARAKERSRE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

aE: 1S WK &
while (xSemaphoreTake (at_sync_sema, portMAX DELAY)) {
received_len += esp_at_port_read_data (buf + received_len, specified_len -_
—received_len) ;

if (specified_len == received_len) {
esp_at_port_exit_specific();

/S RBRAMNEENKE

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
/)T B
/SRR ABERE >0, WERHAEEKEATE N EREEKE
VAN RS- &
/7 B A ROR T BRAT B R R
esp_at_port_recv_data_notify(remain_len, portMAX_ DELAY);

N

3

3
/7 R
VR A&
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));
esp_at_port_write_data (buf, specified_len);
break;
3

free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

L, GRS E AT+TEST=5, M AMEdE N 1234567890, HF4 ESP-AT iRMILEHATT IR

AT+TEST=5

>67890

received data is: 12345
OK
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AR K B A B
XA OLRMRL Wi-Fi S 42X, NEELIRRKIE.

AT+TEST

1B ESP-AT 53t SIUPTIFE FTAE R, RETAIT .

#define BUFFER_LEN (2048)
static xSemaphoreHandle at_sync_sema = NULL;

void wait_data_callback (void)

{
xSemaphoreGive (at_sync_sema) ;

}

uint8_t at_exe_cmd_test (uint8_t *cmd_name)

{

int32_t received_len = 0;

int32_t remain_len = 0;

uint8_t *buf = NULL;

uint8_t buffer[64] = {0};

buf = (uint8_t *)malloc (BUFFER_LEN) ;
if (buf == NULL) {

memset (buffer, 0, 64);

snprintf ( (char *)buffer, 64, "malloc failed\r\n");

esp_at_port_write_data (buffer, strlen((char *)buffer));
3

/B R

// Kb A WAL Rl # semaphores

if (!'at_sync_sema) {
at_sync_sema = xSemaphoreCreateBinary();
assert (at_sync_sema != NULL);

}

//RERAKERTE ">

esp_at_port_write_data((uint8_t *)">", strlen(">"));

// HEEEEEK, EEKIARAKESEE AT 5 1A

esp_at_port_enter_specific(wait_data_callback);

AE:3'E DNk &
while (xSemaphoreTake (at_sync_sema, portMAX_ DELAY)) {
memset (buf, 0, BUFFER_LEN) ;

received_len = esp_at_port_read_data (buf, BUFFER_LEN);

/7 AR SR E R

/7 B A RFERE e FHE

if ((received_len == 3) && (strncmp((const char *)buf, "+++", 3)) == 0) {
esp_at_port_exit_specific();

=

/7 7 Bl R

/SRR ABERE >0, WHEHRRAMAREFELH

/7 OB E AT A BE R & B

/7 WA R RAT W s KR

remain_len = esp_at_port_get_data_length();

if (remain_len > 0) {
esp_at_port_recv_data_notify(remain_len, portMAX_DELAY);

}
(R oTakZE)
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break;
} else if (received_len > 0) {
/)T Bl R
/7 B R AT AL BE B B B Ay AR
/7 A RO R AT B W g B B
memset (buffer, 0, 64);
snprintf ( (char *)buffer, 64, "\r\nreceived data is: ");
esp_at_port_write_data (buffer, strlen((char *)buffer));

esp_at_port_write_data (buf, strlen((char *)buf));
;
free (buf) ;

return ESP_AT_RESULT_CODE_OK;
}

I, SRS — AN AR Z 1234567890, 55 AN ABdE 2 +++, A ESP-AT REIZERAUTF R

AT+TEST

>

received data is: 1234567890
OK

5.5 ity ESP-AT £ PEfE

BANTE DR, ESP-AT Ml ML [fH ] UART #7385, Wb s Edf A s HEOA R E, BIA
Zxifad 115200 bps. JH 40 ESP-AT SRR At &, T TAR S, HAH A SR E . AR SCPA
ESP32-C3 Wi, Fraitnfafites ESP-AT it fE .

Frik: ASCET ESP-AT AT & 42X 1, fillidd4 s TCP/UDP/SSL A it PERERY— LTk -

I DR RV 7i75 2 S NN Sy L R = R AL W i
o [fF] ik B E

o [EH]RAKIBA, HA MR E
5.5.1  [ihjHA] P e v

L BB &S, LWIP. Wi-Fi iGH T el S8

R T ACHS BEHE UL I3B Il & module_config/module_esp32c3_default/sdkconfig.defaults S04 5 )5 ,
HE ESP32-C3 RGN AT B Ot B S04 1 sdkeonfig.defaults SC{4:

# System
CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000

CONFIG_ESP_DEFAULT CPU_FREQ_160=y
CONFIG_ESP_DEFAULT CPU_FREQ MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

(N oiaRss)
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# LWIP
CONFIG_LWIP_TCP_SND_BUF_DEFAULT=65534
CONFIG_LWIP_TCP_WND_DEFAULT=65534
CONFIG_LWIP_TCP_RECVMBOX_SIZE=12
CONFIG_LWIP_UDP_RECVMBOX_SIZE=12
CONFIG_LWIP_TCPIP_RECVMBOX_SIZE=64

# Wi-Fi

CONFIG_ESP32 WIFI_STATIC_RX_BUFFER_NUM=16
CONFIG_ESP32_ WIFI_DYNAMIC_ RX_BUFFER_NUM=64
CONFIG_ESP32_WIFI_DYNAMIC_TX_BUFFER_NUM=64
CONFIG _ESP32 WIFI_TX_ BA WIN=32
CONFIG_ESP32_WIFI_RX_BA WIN=32
CONFIG_ESP32_WIFI_AMPDU_TX_ENABLED=y
CONFIG_ESP32_WIFI_AMPDU_RX_ENABLED=y

2. 7% UART ZE 1% o/
WA B #E D1 854k at_vart_task.c SO uart_driver_install() 47 o

uvuart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

3. MBRERIANACEL . Bk fh . ekiats

rm -rf build sdkconfig
./build.py build
./build.py flash monitor

4. iEfeniipe ey UART Pefpfs
AL AT iy A aE -

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

. & &

S PR T B 7 YA — R R AR A, (AT AT REN BEIRE A I . 53 SN LEBCE T REA
%ﬁ%%mﬁ,ME%%ﬂ%é@%Wﬁ%ﬁﬁmﬁ%oﬁ%,ﬁ?&ﬂ%%ﬁ?ﬁﬁ%%ﬁ%,ﬁﬁ
FERTPEHIC

5.5.2  [Herd] BABEIRHE . PR PEHACE

5o ESP-AT F ik ) Bl R AR AR ] -
WE Tk TR
o ESP-AT %% (TX) BB K S1 > S2 -> S3 -> S4 -> S5 > S6 -> S7 -> S8
o ESP-AT #: (RX) [ RS -> R7 -> R6 -> R5 -> R4 -> R3 -> R2 -> R1

A AR R AT, BARR A, T R A B S R AR T R AT LA, TN B
B AR B B BT R Z BTN IC ., AR A R B IRIR B . AESEBR T A, (R
H B Herp— A Bn AR B RT P R AR T 18- B4 0 R Py R

Frik: TR ECEIY AR A SE R N RIRAY . PRI AL AT+SYSRAM fiy 4 KAL) ] I AT
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Chapter 5. {2 A1IF K H CHY AT TAE

AT Core
1 G9
F=== TCP/UDP
R4| 1S4
S2(|R2 A Remote Host 58| [R8
A\ 1P
ST |
Medium =1 Medium R5| 1S5
Rl Y
UART UART i \
= = Link Interface @
SDIO SDIO Lo — (( )) S7 o
Socket Socket Ethernet R6 “
Host MCU ESP-AT AP Internet

Bl 20: Fr it ot i

L. GO 7¥H:fLfL
GO ARG AMLALAY Ry, IS H I EAT

CONFIG_ESP_SYSTEM_EVENT_TASK_STACK_SIZE=4096
CONFIG_FREERTOS_UNICORE=n
CONFIG_FREERTOS_HZ=1000
CONFIG_ESP_DEFAULT_CPU_FREQ_160=y
CONFIG_ESP_DEFAULT_CPU_FREQ_MHZ=160
CONFIG_ESPTOOLPY_FLASHMODE_QIO=y
CONFIG_ESPTOOLPY_FLASHFREQ_80M=y

2. S1. R1 -4k

HWHEILN, S1MIRI JZ ESP-AT Frit kA it . FEABOAE LT, ESP-AT Ml ML [0
J UART BT A%, Bl 115200, 1) UART R £ L, 35 BRIy S Mbps. [Ht, J
M FATALT S Mbps, W] DARE I ERIARY UART V0 RIEALZ (B AE o, [l eT PAEA T
L.

2.1 $255 UART ZZf X Ko/
YR ACRD B D1 at_uart_task.c SCAET uart_driver_install() 17 o
o }27% UART TX 50t

uart_driver_install (esp_at_uart_port, 1024 * 16, 8192, 100, &esp_at_
—uart_queue, 0);

$42 UART RX %t

uvart_driver_install (esp_at_uart_port, 2048, 1024 * 16, 100, &esp_at_
—uart_queue, 0);

$225 UART TX #l RX 750

uart_driver_install (esp_at_uart_port, 1024 * 16, 1024 * 16, 100, &esp_
—at_uart_qgqueue, 0);

2.2 LTI R UART e
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RS AT iy FPAI AR :

AT+CWMODE=1

AT+CWJAP="ssid", "password"
AT+UART_CUR=3000000,8,1,0,3
AT+CIPSTART="TCP","192.168.105.13",3344
AT+CIPSEND

/] B

ik PO EHLE UART ol LSRRI 2 iy, I HAHURI ESP-AT Z [ UART #2403
A REHIAE .

ks AU PRI T SRBAE T 5 Mbps, [V IEHE] SPLL SDIO. Socket 5773t JLIATH
5%

e SPI: SPIAT 35

« Socket: Socket AT }5F5

3.S2. R2. R3. S3&Hfifk

HEEMT, S2. R2, R3., S3 A& ESP-AT S RAS . K2~ AT core ¥ UART S5 X
FEAE (&5 2 2 g, A BANFERT B 25, TeRRiie.

4.84. R4. S5. R5. S6. R6 &HH-fi4t

ESP-AT I £HL2 88 il UART /7315, S4. R4. S5. R5. S6. R6 JLF 4k, ESP-AT Al
FALZ B AL N BT Tl E RS, S4. R4, S5, R5. S6. R6 ZWMEMH—PHE.

S4. R4, S5, R5. S6. RO ZMlFMLAILHIE . MAZE . FIEHREERZ 2 W Bdum. 1
Ak ESP-IDF ot WAL WicFi P SORS, TR, JEFT A PRCHE . S Seng LT b
JE . /build.py menuconfig HfTHECE

o {4k S4 -> S5 -> S6: KLy A
o fiAk R6 ->R5 -> R4 BRI 7 ) it

5. S6. Ro f¥i-{ift

S6 il R6 2 i {7 M A K B )22, ESP32-C3 mJ DAGE I Wi-Fil B0 DA A5 4 744 7 oo
Wi-Fi [ 7 AN R TT R Z S0, ATREETFE 7 Rl

* 42 RF RS%
BRI K S D 258 A R Ak = AR ST, P v] DAE A AT+ RFPOWER fir %5 1) Rl X
H RF ZHUI%,

o BEE 802.11 b/g/n HpiY
RN Wi-Fi #5X BI 4 802.11 b/g/n P, JH P A] 38 33 AT+ CWSTAPROTO 1y 425 ) FI 1 &
802.11 b/g/n . FE 2RI, PHIEI AP b Wi-Fi B E > 802.11 b/g/ #plL,
I FE LSk HT20/HT40 (20/40 MHz) 5%,

6.S7. R7. S8. RS &H-1i4t

HWHEULT, S7. R7. S8. R8 Mg ESP-AT FFREACALHIFE . NI FISLFRIM 8T 98 . 4%
BRI RS AR K

5.6 4nfal S8 mfg_nvs 51X
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Chapter 5. Qa4 & 5 O AT T2

5.6.1 mfg_nvs 43 X4

mfg_nvs  (manufacturing nvs) 43 X E X fF esp-at/module_config/{module_name}/
at_customize.csv X, %A AR T ) B NI BCE -

S HcE (Wi-Fi iiE . UART FCE. BUARCE): 2% 8 A8 i 2
« PKIMCE (ZRIEBAEHANCE): iSHPKIRLEA 2.
* GATTS it (RIIFEHEAMRST) . WS H KA E T IR 5 R LIHA-23

MIEF BB SEE . PKI A& E GATTS B gy, 0 DA Bi4m ik ESP-AT TR, ARG
mfg_nvs.bin (8 il tarpy T A ABE:, B A BGET I . AR SO TS

5.6.2 )% mfg_nvs.bin

Bid B A8 o 58 WS, & #7 4 iF ESP-AT T 42, fE4m W B2 3 3808 i mfg_nvs.py SE4E W build/
customized_partitions/mfg_nvs.csv X/ (W& TIFERER ML SE,. 8. K8, fEE
=H), B esp-idf H¥ nvs_partition_gen.py A4 i build/customized_partitions/
mfg_nvs.bin 3 (NVS FERLEH) .

5.6.3 P#k mfg_nvs.bin

AR A M AR — #0720 2k mfg_nvs.bin SO

o FEEB IR ESP-AT ({4, FEIFIHE LS L R ENLE,
o {UF# mfg_nvs.bin, XFh 5 vE B #H ESP32-C3 H1f) mfg_nvs 73 [X .
— Windows
i 2 Windows Flash N# T H.. &% zip X {}:JeH readme.pdf B{#F doc HEF
i, F# build/customized_partitions/mfg_nvs.bin {4:#|] ESP32-C3,
0] DA F AT+SYSFLASH? 34251 mfg_nvs.bin [ T #HbhE
— Linux or macOS
i#5{#i ] esptool.py.
0] DATE ESP-AT #R H s A7 AR i 2 F 8 mfg_nvs.bin 307,

esptool.py —--chip auto —--port PORTNAME --baud 921600 —--before.
—~default_reset ——-after hard_reset write_flash -z —-flash_mode dio -
——flash_freq 40m --flash_size 4MB ADDRESS mfg_nvs.bin

$ PORTNAME #4310 H 1144 7%, ADDRESS #:#k F % mfg_nvs.bin SC{: [ HuhE,
TP DA i AT+ SYSFLASH? iy 228 1) 2 -k .
o MCU % 3£AT+SYSFLASH 43 ESP32-C3 Hf{) mfg_nvs 43X .

# B mfg_nvs 4 X
AT+SYSFLASH=0, "mfg_nvs", 0, MFG_NVS_SIZE

# E N\ mfg_nvs.bin X #
AT+SYSFLASH=1, "mfg_nvs", 0, MFG_NVS_SIZE

MFG_NVS_SIZE 4tk F 2 mfg_nvs.bin LR/, RIEIBLLLA AN [F 43 XK/, 0T PAIE
1T AT+SYSFLASH? 65425/ K K /N

57 sl 2%

RSO T WA SEET ESP-AT BOARY ) S8 . ) SHCE A28 Wi-Fi it . UART [t
PO
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« BT ABBRENL
o 2 %, mfg_nvs.bin XA

o T2k mfg_nvs.bin Xk

571 ) SBECEANH

M ETEAA R TS0 E 1Y IR SC 8 customized _partitions/raw_data/factory_param/factory_param_data.csv, %I
TR

Thge LEIALE X AT 8

Wi-Fi 9 Wi-Ei IR AT 2 h
iFi .« max_tx_power (ESP32.C3 ffy WiFi | |1 At B WieFi SIHERY AT 62

R ESIR, HH1E 0 ESP32-
C3 It B )

* country_code ([E ZAH5)

« start_channel G214 Wi-Fi {51H)

o channel_num (Wi-Fi [7) {58 08)

= ZE AT A
UART fii & « wart_port OB T %35 AT fir 4 Fil JIrfi 5 2 UART IREMY AT @i %

e AT 1321 UART i 1)
* uart_baudrate (UART i 43%)
* uvart_tx_pin (UART TX 5| #)
* uart_rx_pin (UART RX 5] i)
* uart_cts_pin (UART CTS 5] i)
* uart_rts_pin (UART RTS 5| i)

FELZH 24 B module_name AT+GMR

A H O SRIESCE T S8R, AELEM nfg_nvs. bin XM,

5.7.2 A:pk mfg_nvs.bin

THB % £k mfg_nvs.bin SCRE A ] ZHCER mEg_nvs . bin,

5.7.3 PF#k mfg_nvs.bin

WE% T #omfg_nvs.bin (A

5.8 s PKI FCE

A SAY AR T T 5 7 ESP-AT Lt Bl i PKT it . PKI B0 3E TLS %70 . TLS R 4548, MQTT
& P Al WPA2 Enterprise 2 i FIE HB 12547 .

* PKIBLE N4
o 4 px, mfg_nvs.bin 3

o T2k mfg_nvs.bin X
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5.8.1 PKIitENE

M ETERA PKI B & Y5 AT customized_partitions/raw_data H 3 R, 1K s :

Inge e HX AT &<
TLS % ) S 0 B i « AT+CIPSTART
e client_ca_00.crt

client_cert_00.crt * AT+CIPSSLCCONF

client_key_00.key
B Pl
client_ca_0O1.crt
client_cert_O1.crt
client_key_01.key

%

e o o — o o

TLS k%% e server ca.crt AT+CIPSERVER

* server_cert.crt
* server.key

MQTT % ity + matt,_cacrt AT+MQTTUSERCFG
* mgqtt_client.crt
* mgqtt_client.key

WPA?2 Enterprise % i AT+CWJEAP

e wpa2_ca.pem
* wpa2_client.crt
* wpa2_client.key

WRGE A SRRk PKIFCE, RJ54 M mEg_nvs.bin I,

5.8.2 )k mfg_nvs.bin 3Cfk
5% £ A mfg_nvs.bin SURY/E AT PKI BB ) mfg_nvs.bin.

5.8.3 Pk mfg_nvs.bin

TS T 3% mfe_nvs.bin LY.

5.9 il B UG SF IR 55

AN AT AT A ] ESP-AT $2 (AR D FE I o Mz 55 IR SCPFAE ESP32-C3 54 b H 7 SURIIFEIEF iR
%o

o KB T IR G IR A28
o thiFet A2 SR B T IR 5
— IS BRI T IR GRS

— A& px mfg_nvs.bin Xt
— T 2 mfg_nvs.bin Xt
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IRThFEM 2l 95 1 R GATT S5 1) 2 e, w3 2005 — A~ J@t358Y (attribute type) 2y 0x2800
()8 k55 (primary service). BEANRSS B2 H— P IRSS & SCRULAMFE AL . BN L2 Hh— A
ERFIAFL R . E2AHXAE BIESH CGETZ0HEY  HAY Generic Attribute Profile (GATT) —7 .,

5.9.1 {RIFEH MR 55 PSS 4

I 2 FE 08 5 ik 55 U5 SC 4 /2 ESP-AT T A% 6 & AR 2 6 W o8 ik 45 Br i 4l 19 SCF, ST 2 T cus-
tomized_partitions/raw_data/ble_data/gatts_data.csv, HNZ&UFFRFR.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
0 16 0x2800 | 0x01 | 2 2 A002
1 16 0x2803 | 0x01 | 1 1 2

2 16 0xC300 | 0x01 | 1 1 30

3 16 0x2901 | Ox11 |1 1 30

PAT 0 BRI o
* perm FEAMAMIR, T BSP-AT TR 5E SR TR

/* relate to BTA_GATT_PERM_xxx 1in bta/bta_gatt_api.h */

/**

* @brief Attribute permissions

*/

#define ESP_GATT PERM READ (1 << 0) /* bit 0 - 0x0001 */
. /* relate to BTA_GATT_PERM READ in bta/bta_gatt_api.h */

#define ESP_GATT PERM READ ENCRYPTED (1 << 1) /* bit 1 - 0x0002 */
o /* relate to BTA_GATT_PERM_READ_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_READ_ENC_MITM (1 << 2) /* bit 2 - 0x0004 */
. /* relate to BTA_GATT PERM READ ENC_MITM in bta/bta_gatt_api.h */

#define ESP_GATT PERM_WRITE (1 << 4) /* bit 4 - 0x0010 */
. /* relate to BTA_GATT _PERM_WRITE in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE ENCRYPTED (1 << 5) /* bit 5 - 0x0020 */
. /* relate to BTA_GATT PERM _WRITE_ENCRYPTED in bta/bta_gatt_api.h */
#define ESP_GATT_PERM_WRITE_ENC_MITM (1 << 6) /* bit 6 — 0x0040 */
s /* relate to BTA_GATT PERM _WRITE_ENC_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM_WRITE_SIGNED (1 << 7) /* bit 7 - 0x0080 */
. /* relate to BTA_GATT_PERM_WRITE_SIGNED in bta/bta_gatt_api.h */

#define ESP_GATT PERM WRITE SIGNED_MITM (1 << 8) /* bit 8 - 0x0100 */
. /* relate to BTA_GATT _PERM_WRITE_SIGNED_MITM in bta/bta_gatt_api.h */
#define ESP_GATT PERM READ _AUTHORIZATION (1 << 9) /* bit 9 - 0x0200 */
#define ESP_GATT PERM WRITE_AUTHORIZATION (1 << 10) /* bit 10 - 0x0400 */

o FEF—17/2 UUID 3 0xA002 FARSS E Lo
o BBTATRAIFER M. UUID 0x2803 F/RFFER I, UH (value) 2 5 BEALRR, AUBRK R 8 i,
B RE M RERRUR, 1 FR SRR, 0 R F .

fi PR

0 BROADCAST

1 READ

2 WRITE WITHOUT RESPONSE

3 WRITE

4 NOTIFY

5 INDICATE

6 AUTHENTICATION SIGNED WRITES
7 EXTENDED PROPERTIES

© BEATE LT M BIRHIE . %ATHY UUID 2RFERY UUID, S{E 2R AR EUE
o SEVUATE ST RHMERITEIRAE (T3 ) o
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1% UUID Hy S A5 B 5% i TR AR IR

UNSRE AR ESP32-C3 i B BOASRSCHE, AMEAT MM, H@SLRIFEIE T i, I AL il
RS AR m, SRREIUTR AR,

Unknown Service
) 0000a002-0000-1000-8000-00805f9b34fb

Unknown Characteristic 4

0000c300-0000-1000-8000-00805f9b34fb
yert READ
e: (0x) 30, "0"
Descriptors:
Characteristic User Description i +
0x2901
e:0

5.9.2 Gk A SRIFEE F IR 55
THARGE DA T 2K A SUIRD R IR 55 -

o IEBURAHIE T RG]
o & R mfg_nvs.bin S

o T 2k mfg_nvs.bin St

TSR SR EE 58 1 55 D SC A

Al E XS, B, #EE L= RS (Server A, Server_B fll Server_C), MIFFEHFX =4
IR 45 He Wi HES o T AR IR B E K /NGRS LR ATAE SL— RS A, HAt IR 55 s ml A
i R 05 3047 5 e

L A5 5 o
ABIRE LT AN OXFFOL [ 32 2R 55

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 | 2 2 FFO1

2. USRI BRI AL o
A58 LT —> UUID 2y 0xC300 [ AT EERN SHRHE, FHRHARBIE A 0x30.

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

3. ISR (FTHE) .
APV T 2 o FE AL, E05* 0x0000 R Al (notification) FIfig7s (indication) 4%«
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index | uuid_len | uuid perm | val_max_len | val_cur_len | value
34 16 0x2902 | Ox11 | 2 2 0000

SEMPA BRGSO AR FEIE T i 55 5 SCAE .

index | uuid_len | uuid perm | val_max_len | val_cur_len | value
31 16 0x2800 | 0x01 2 2 FFO1
32 16 0x2803 | Ox11 1 1 0A
33 16 0xC300 | Ox11 1 1 30

34 16 0x2902 | Ox11 2 2 0000

A H O SRIB I GATTS Bt'E:, AJFEM mfg_nvs.bin X,

Hz % mfg_nvs.bin 3C{F:

THZH £ ax, mfg_nvs.bin SCRA WA RDIFE I A I 95 BE B mEg_nvs . bin,

T #; mfg_nvs.bin 3}

TES T 2 mfg_nvs.bin CHY,
TESENG, EHESARIIFEE A ER:, R T im A RS A IS IR TR .

Unknown Service

JUID: 0000ff01-0000-1000-8000-00805f9b34fb
PRIMARY SERVICE

Unknown Characteristic y 4
UUID;

0000c300-0000-1000-8000-00805f9b34fb
Properties: READ, WRITE

Value: (0x) 30, "0"

Descriptors:

Client Characteristic Configuration ¥
UUID: 0x2902

Value: Notifications and indications disabled

510 il HE X IX

ATSCRYA T Analii 48 2 ESP-AT #2414 at_customize.csv 6% H & X ESP32-C3 #4504 IX . A5
PR — R RREM —Fr K,

— 24X 35 partitions_at.csv L RS T, 7 ERE_E A B partitions_at.bin S04, AR— A XFEHE, &
Gk RS, HIt, @B partitions_at.csv,

ESP-AT $#24L T 24 43X 3% at_customize.csv fIHEF7E i H & B . BRET—H0KE.
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LB ESP32-C3 i i i IX, I I AT = AP PR . SR DU 26 BB T R = IR

1574 at_customize.csv

2 mR, at_customize.bin

ke at_customize.bin & ESP32-C3 % &
=1

5.10.1 {& at_customize.csv
152 N LB at_customize.csv,
2 1: at_customize.csv 18

=] HH Bz
ESP32-C3 | MINI-1 | module_config/module_esp32c3_default/at_customize.csv

SRIG, FEMERR at_customize.csv i SEAE DA HLI,

o BEE XHH P43 X Name 1 Type AW, {H SubType. Offset il Size HJPATE I,

o WIREFERM—H AP, e E T 25 E 44 ESP-IDF (esp_partition.h) HE
X

- WRCE L, WHRFF Type {65 ESP-IDF [H[H .

- WRKRE S, HFF Type WEH 0x40,

« P4 X Name AW 16 77,

* at_customize 5 KIYBRIAK/INE LAE partitions_at.csv M, AT HI P43 PR3 AN 258 L S

5.10.2 ’Epk at_customize.bin

&2 at_customize.csv J5, A PAE 415 ESP-AT LR {#i ] python IA gen_esp32part .py F4EAL
at_customize.bin {4,

R A, #E ESP-AT TR H SR FHATPA a4, B INPUT F1 OUTPUT,

python esp-idf/components/partition_table/gen_esp32part.py <INPUT> [OUTPUT]

o INPUT ¥ HEHEMTHY at_customize.csv 3 35| ST BR AR .
* OUTPUT Ffe M2k iy — it il ul CSV X BEAE, NS4 NE, RO A Ar s .

5.10.3 %¢5% at_customize.bin £ ESP32-C3 %75

FF at_customize.bin | F| flash v, T UMD 3§ SO 2 ESP32-C3 145, 1S H btk AT B #
Zi& 4%, FENAFBA at_customize.bin ST &kt .

2 2: AN[EIBELH at_customize.bin 1T 2kl

Fa BE | Heht P\
ESP32-C3 | MINI-1 | OxIE000 | 0x42000

TERBLREE LR, WA at_customize.bin "N ZZ F| flash 5 A4 GEfli | —LL AT fipd-:

o AT+SYSFLASH: #8225 flash i P 5 X
o AT+FS: XM & %31k

* SSL RS54t X d

* BLE R%5#nfl XA d
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5.10.4 Rp

AT UMCREAZ N test 1 4 KB 4r X INE] ESP32-C3-MINI-1 #52H Hr
B 44k 3] ESP32-C3-MINI-1 } at_customize.csv 3%, X E P2 XH Name, Type. SubType, Offset #l

Size,

# Name, Type, SubType, Offset, Size

test, 0x40,15,0x3E000, 4K
fatfs,data, fat, 0x47000, 100K

FH, BEHSIE ESP-AT TR, Bi&7E ESP-AT MR H 5% T #1447 python A4 i, at_customize.bin.

python esp-idf/components/partition_table/gen_esp32part.py —q ./module_config/
—module_esp32c3_default/at_customize.csv at_customize.bin

KI5, ESP-AT i H 444 i at_customize.bin,
%5 =4, T# at_customize.bin % flash,
1E ESP-AT TR H K T HATLA N4, 4t PORT A1 BAUD,

python esp-idf/components/esptool_py/esptool/esptool.py —-p PORT -b BAUD --before.
—default_reset ——after hard_reset —--chip auto write_flash ——-flash_mode dio —-—
—flash_size detect --flash_freq 40m O0x1E000 ./at_customize.bin

* PORT #4 Ayl 1 249K -
* BAUD B AR

511 B m—Ay @i 32 £y

ESP-AT TARESZHFZ M, FF32 it 7RI A ECE SCIF: factory_param_data.csv 1 module_config, 341
1T ESP-AT TRECHHNF&  (BUE R R5) . B DA B e S 37
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=] [EHE BRIAELE S
ESP32 * WROOM- ¢ module_config/module_esp32_default/sdkconfig.defaults
32 * module_config/module_esp32_default/sdkconfig_silence.defaults
¢ PICO-D4
¢ SOLO-1
¢ MINI-1

ESP32 | WROVER-32
* module_config/module_wrover-32/sdkconfig.defaults

* module_config/module_wrover-32/sdkconfig_silence.defaults

ESP32 | ESP32-D2WD
* module_config/module_esp32-d2wd/sdkconfig.defaults

* module_config/module_esp32-d2wd/sdkconfig_silence.defaults

ESP32- | ESP32C2-2MB

. dule_config/module_esp32c2-2mb/sdkconfig.defaults

C2 Hr 2 MB modu'e_contig —o5P g
iizhﬁﬂ’?? ESP32- * module_config/module_esp32c2-2mb/sdkconfig_silence.defaults
C2 (ESP8684)
EX))

ESP32- | ESP32C2-4MB

I (B 45 4 4 MB ¢ module_config/module_esp32c2_default/sdkconfig.defaults
flash [y ESP32- ¢ module_config/module_esp32c2_default/sdkconfig_silence.defaults
C2 (ESP8684)
£5)

ESP32- | MINI-1

C3 * module_config/module_esp32c¢3_default/sdkconfig.defaults

* module_config/module_esp32c3_default/sdkconfig_silence.defaults

ESP32- | ESP32C6-4MB
c6 (B 4 % 4 ¢ module_config/module_esp32c6_default/sdkconfig.defaults

MB flash ¢ module_config/module_esp32c6_default/sdkconfig_silence.defaults
ESP32-C6 #41)

e 4 ./build.py menuconfig H [ silence mode 5 0 W, Xf 5 FLH 19 Bl B S0 R
sdkconfig.defaults,

e 24 /build.py menuconfig W] silence mode 2 1 W}, XF M B i e B 4N

sdkconfig_silence.defaults,

WA ESP-AT T AR H RIS~ ESP32-C3 B ) S Hy , W5 2B BOX S e B30« ALY “ESP32-C3
B HRn 2

o ESP-AT TR A G N SE FFAOREAL, AL3% ESP-AT 3@ Bkl RS i ABEAL, RIAE B AH B s A A
Ho EABGRMES, FATIERER, HSCRABAME L.
* ESP-AT TAEC@FCSTFFIORIAL, (EH P/ 20 HB e BN E B -

ARG AT AE ESP-AT T A2 H 2 ESP-AT £ S Rpiy 5k ESP32-C3 itk F IR IFT A4l 5085, 30
PAZS X ESP32-WROOM-32 St i, i} SDIO i A2 BIARY UART $1

* f& factory_param_data.csv I8 i 2013 6;
o 5B esp_at_module_info 7% ¥k

o BoH AR A
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5.11.1 A% factory_param_data.csv ZR 4115 B

FTFFAHIY) factory_param_data.csv , TERMGEIGMA—AT, MIEERTFHFEREHRXSE. A60%, A
¥ plat form %A PLATFORM_ESP32, module_name ¥ &} WROOM32-SDTO, HoAth 2415 B W
TR (BUGGESH S A EN2B).

¢ platform: PLATFORM_ESP32
¢ module_name: WROOM?32-SDIO
* description:

e version: 4

* max_tx_power: 78

* uart_port: 1

e start_channel: 1

e channel_num: 13

e country_code: CN

e uart_baudrate: -1

e uvart_tx_pin: -1

e uart_rx_pin: -1

e uart_cts_pin: -1

e uart_rts_pin: -1

5.11.2 {&X esp_at_module_info &5y

Tr at/src/at_default_config.c 1] esp_at_module_info ZEMfA N B & EHRE B, .
esp_at_module_info ARt oTa FFIGHIE token:

typedef struct {
char* module_name;
char* ota_token;
char* ota_ssl_token;
} esp_at_module_info_t;

FRMEEH oTA BhEE, IRAE A58 ota_token FIE =¥ ota_ssl_token Wi%iXE N NULL,
F—1Z% module_name W5 factory_param_data.csv 34 H ) module_name —F{,

FHEB WG esp_at_module_info g5,

static const esp_at_module_info_t esp_at_module_info[] = {
#1f defined (CONFIG_IDF_TARGET _ESP32)

#endif
#if defined (CONFIG_IDF_TARGET_ESP32C3)
fendif
#if defined (CONFIG_IDF _TARGET ESP32C2)
#eA&;f
#1if defined (CONFIG_IDF _TARGET _ESP32C6)
fendif

#if defined (CONFIG_IDF_TARGET ESP32C3)

{"MY_MODULE", CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE, CONFIG_ESP_AT_OTA_
<+SSL_TOKEN_MY_MODULE }, // MY_MODULE
#endif
i
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ZfCONFIG_ESP_AT_OTA_TOKEN_MY_MODULE%ﬂ%fCONFIG_ESP_AT_OTA_SSL_TOKEN_MY_MODULE
E A3k 34 at/private_include/at_ota_token.h H7 ,

#if defined (CONFIG_IDF_TARGET_ESP32C3)

#define CONFIG_ESP_AT_OTA_TOKEN_MY_MODULE CONFIG_ESP_AT_OTA_TOKEN_DEFAULT

#define CONFIG_ESP_AT_OTA_SSL_TOKEN_MY_ MODULE CONFIG_ESP_AT_OTA_SSL_TOKEN_
—DEFAULT

511.3 P eid Sk

T, #EA module config SCMFJE, AIEE—AS 1 SO R AF OB ZH (1 i & SCF (SO R A4 FR A/
5), SRIGTEE AN AR E S IDF_VERSION, at_customize.csv, partitions_at.csv, sdkconfig.defaults DA J
sdkconfig_silence.defaults

A, FATE HK M module_esp32_default 3L K Hoo L & SO, HFEMA A
module_wroom32-sdio. fEABIH, AlE {4 IDF_VERSION, at_customize.csv 1 partitions_at.csv T35
B, FA1RFB U sdkeonfig.defaults £ sdkconfig_silence.defaults:

* ffifl module_wroom32-sdio U T IXE, FEMESRUTELE

CONFIG_PARTITION_TABLE_CUSTOM_FILENAME="module_config/module_wroom32-sdio/
—partitions_at.csv"

CONFIG_PARTITION_TABLE_FILENAME="module_config/module_wroom32-sdio/partitions_
—at.csv"

CONFIG_AT_CUSTOMIZED_PARTITION_TABLE_FILE="module_config/module_wroom32-sdio/
—at_customize.csv"

* filiJ] SDIO i, FoFk UART R
- % UART fCE

’ CONFIG_AT_BASE_ON_UART=n ‘
— iy SDIO Jit'E:

’CONFIG_AT_BASE_ON_SDIO:y ‘

SE IR BR G, VT BT 4k ESP-AT TAE A4 BT A [ f4F. A@ldr, FRATERCE TR, Wit#e
PLATFORM_ESP32 Hl WROOM32-SDIO A FiAs 2 [& {2

512 SPIAT f31

A EZNG] SPLAT e B S, 2 AT LA :

- A
o {8 SPI AT

o SPI AT i% %

5121 4y

SPIAT AT AT T2, fifi ] SPT ¥ T8 8 45 - ZE481 1] SPTAT K, MCU %454F 4 SPI master , ESP32-C3
WA AN SPLslave, JH{F U7 L SPT PR SLHE T AT fip S i B,
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i Jil SPI AT {3

AT TAEEAHH] UART HpsClEAT Bl 5, {H2 UART Pisloe— L0 55 2w AL A i 1 I 3 5296 A
W, P, BTSRRI SPT P S AL i RS i — PR 1) 1%

Wl ;3 7 SPI AT ?

T pAE i IR BRIC E I S SPTAT:

1. @d . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT through SPI ffifif SPI AT,

2. #T . /build.py menuconfig->Component config->AT->communicate method for
AT command->AT SPI Data Transmission Mode 45 SPI $({E{&Hiiz,

3. J#isd . /build.py menuconfig->Component config->AT->communicate method for
AT command ->AT SPI GPIO settings Bt SPI{#iff ¥ GPIO & .

4. @il . /build.py menuconfig->Component config->AT->communicate method for

AT command ->AT SPI driver settings i%$& SPT MHLH) TAERRE, HECEA XEAFXKA K
P

5. Wik esp-at THE (5% As%hi% ESP-AT 1.42), BB EEIEE17 .

SPI AT BRIAGE I
TR TN AR5 ESP32-C3 B (1] SPT AT WEERIA R {451 -

2% 3: SPL AT ZRiAE B

&S GPIO =
SCLK 6

MISO 2

MOSI 7

CS 10
HANDSHAKE 3

GND GND
QUADWP (gio/qout) ! 8
QUADHD (gio/qout) ' 9

BtW] 1: QUADWP 5|1 QUADHD 75| HI{LAEE ] 4 £k SPIL T AR o

A PAiE ) . /build.py menuconfig > Component config>AT > communicate method for
AT command >AT through SPI >AT SPI GPIO settings, fR/G4iF LAEREIE SPI AT X}
HH (3% Kbkt ESP-AT T42).,

5.12.2 f§i{f] SPI AT

TEfH SPIAT i, ESP32-C3 %45 iz 47H SPIslave TAELE A Tl EHRAR .

{2 T2k (handshake line)

SPI m~$¢ master-slave Z5F 11 /M5, FTA (K& 517 Hi master &2, slave Jovk Eahfeftids. B2,
T TR A Ty, 5% ESP32-C3 ¥ 45 180 @ZE&JL%&*ﬁ% So Bk, FAHE SPI master Al
slave ZIEIEM T —MEFE, SRSCH slave 5 [n] master L?E"d SERRZIN

2 slave 75 BAL AR, RSB TE M EHE, XSFE master M =4 — EFHER) GPIO HriT,
master &5 slave [iE15, EFH5EME, slave ﬁﬂ%?*ﬁ%ﬂhﬁ, ZER I GRE .

R R L L TR
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* Master [1] slave &% AT ¥dighf, (FHEFLEHER:
1. master [1] slave & 515 KGR MG K, SRGE51F slave [m 48 F 4k & ) i &2 B 015

o

2. master K E| 2 T2k LAY slave & A R AENES G, TFIREEEHE.

3. master ZiEHHEIE, A slave HHE LB LR

* Master 2 slave & i%[9 AT i, (BT B ER:

1. slave i 1148 T8 38 %1 master FHEA 38R .

2. master FUCEE, FHEAEROI A BORE G, 0 slave B C & 2.

gk X

SPI AT 1if {55 4%y CMD+ADDR+DUMMY+DATA (/5 ). fE{# il SPI AT i, SPI master {i ff 2| —

ESTECE S @Y NN

* Master [1] slave %A %508 AL 1 5C:

4 TP A R E

CMD (1 =%) ADDR (1 =%%) DUMMY (1 DATA (8i% 4092 =73)
%)
0x3 0x0 0x0 data_buffer

* Master [i] slave AR BARETHG, 5 20 A— A MNH EORGTHRA R L, BARR sy :

%50 EHLEMMAL, FHUREEHRC 245K

CMD (1) ADDR (1 %) DUMMY (1 | DATA
F1)
0x7 0x0 0x0 null

o Master 32U slave % 25 AR BB EH S

2 6: FHUBEINL A% 1B

CMD (1 =%) ADDR (1 Z=%%) DUMMY (1 DATA (Ji% 4092 =73)
%)
0x4 0x0 0x0 data_buffer

* Master $2H{ slave Zif I8R5, 5 2 0A— AR B MIH EORGTHRA R B, BRSOy :

70 EALEMMAL, FEHLEEREE C 245K

CMD (1) ADDR (1 Z%7) DUMMY (1 | DATA
%)
0x8 0x0 0x0 null

* Master [1] slave &35 KA 548 & R/ N A 15 45

7 8 FHLm MBI KA S Bl oK

CMD (1) ADDR (1 =F7) DUMMY (1 | DATA (45%)
F)
0x1 0x0 0x0 data_info

o 4 <737 data_info FPALE T ARG MARRI R EE, BT

1. Master [1] slave & EMIEIRFETE, KJF 07 15 bit,
2. Master [i] slave LM EHREMTHS , 1ZTFH5HE master BRI KA BTSN, K FE 16 ~ 23 bit,

3. Magic {f, KJ¥ 24~ 31bit, [&%H OxFE,

* Master {5l 2148 T2k EA slave A MAI(ES )5, 2 AL 2% IH B2 slave JEA BRI T AR
X, R IEAR ER R TR, HARRE fE Moy -
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%9 FHUAEIPR, A ML AT AT AR

CMD (15%) ADDR (1 =) DUMMY (1 | DATA (45%)
F1)
0x2 0x4 0x0 slave_status

FORAWEK )G, slave 1R I ARASAE BORFAEARTE 4 7171 slave_status Ht, HERAREX Q0T
1. slave F53 ) master & X HUEIRA T8, KBE O~ 15 bit; {024 slave 4L F AT LIRS, %7 BT
HRL
2. BARATAS, KB 16 7 23 bit, Y HS ik i K ME OXFFE B, N — MR 7 8 5 R E A
0x0. 24 slave 4bF A ERARASHE, % F B A master 75 7] slave A& N — T EHREA)TFHS: 24 slave
AT R ERIRASHT, 1% BN slave [n] master AR — NIRRT .
3. slave A AT /A ERIRAS, K 24 7 31 bit, FHodr, Ox1 AAFRAEE, 0x2 LRAH.

SPI AT 0 28 T ifife

SPI AT (a4 A 32 525 I Wi~ J5 1l -
o SPI master [if] slave %% AT 354

| SPI master | | SPI slave |
| |

| step 1: request to send-—--—-> |
| |
| <—————= step 2: GPIO interrupt------ |
|
] step 3: read slave status——> |
|
[ step 4: send data-—————————- >
|
|

[ step 5: send done-————————- >

B IREAAR BT -

1. master [A] slave %1% 3K [A] slave BEIRMIH K .

2. slave 22Uk master 1) &35 15 K, 2 I slave iU, I E) slave_status 217455 A 21 master
GAWbREN, REiEidEF 4 & master [ GPIO H i,

3. master FEULE| P WT IS, B2 slave [ slave_status ZFf7S, Kl F] slave #F AR RS .

4. master FFI5[A slave KX L,

5. RFBIRESH )G, master [ slave ik — SR LRGSR IYIEE .

« SPI slave [1] master &% AT Wiy :

| SPI master | | SPI slave |
| <—————= step 1: GPIO interrupt------ |
| step 2: read slave status——> |
| <———=—- step 3: send data-————————- |

| step 4: receive done-——————- >

BASBREAR BT :

1. slave [] slave_status 7 {748 5 A fuiF master 20k B slave [ EE AR & AL, S8 5 8 i 48 T 4l &
master _| /) GPIO ik,

2. master FZUH| W5, F2HL slave [ slave_status ZFf74%, FuillF] slave #F A KR FHR RS

3. master FFIGIEICR B slave BY%H .

4. P sE s G, master [ slave A ik — 2 FRIRICEHRES R ITH L .
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B L o T O R, FRATIELAK IR AT fip % B, $&4E TR K B A B AR A R A M AR
1527 at_spi_master/spi/esp32_c_series/README.md.

SPI AT %} %11 SPI master M7= 5i{Ci%
SPI AT 7 £} J& >k SPI slave f§ H] 9, i i SPI master 5 SPI slave i#f 17 i 15 /) 7R 6l X 1 15 = %
at_spi_master/spi/esp32_c_series.

BEW] L AEfN MCU JF A2 1, 5 208U fi ] ESP32-C3 (3% ESP32 Kl MCU {12y SPI master Rizf71tt
B, PATT AR B AU B YR )

5.12.3 SPI AT #i#%
I eI
 fi ] ESP32 B}# ES32-C3 JJ &K MfFH SPI master, =47 ESP-AT H[{) at_spi_master/spi/esp32_c_series

FISRA AR o HARRE PRI E AT -

1. fififF: CPU TARESIR L E # 240 MHz, flash SPI mode il & 4 QIO i3, flash JJi%:15 & 4 40 MHz,
2. #fF: HT ESP-IDF v4.3 [4iEEREE, 15 BIAARS H ) streambuffer (/N K 8192 275 .

« {i F| ESP32-C3 {E>} SPIslave, 4% - 655% SPI AT [ (&% Axb4piF ESP-AT T42), 3 ESP32-C3
e E TAEAE TCP 5. HARRE(FRCE QT

1. i CPU TARMA )y 160 MHz.
2. ¥4k SPL-AT [l 52 BACHS r, Hf streambuffer 1) /N B 8192 =47, I i ESP-IDF F [y
example/wifi/iperf ] sdkconfig.defaults.esp32c3 FRAH il B S 41

ISR
RN T AL SR BAT A B A7 R R

% 10: SPI AT Wi-Fi TCP {5 #%

Clock SPI mode master->slave slave->master
10M Standard 0.95 MByte/s 1.00 MByte/s
10M Dual 1.37 MByte/s 1.29 MByte/s
10M Quad 1.43 MByte/s 1.31 MByte/s
20M Standard 1.41 MByte/s 1.30 MByte/s
20M Dual 1.39 MByte/s 1.30 MByte/s
20M Quad 1.39 MByte/s 1.30 MByte/s
40 M Standard 1.37 MByte/s 1.30 MByte/s
40M Dual 1.40 MByte/s 1.31 MByte/s
40 M Quad 1.48 MByte/s 1.31 MByte/s

BeW] 10 24 SPI (bR s i, 2R T FE MG AR BRE], 41 Dual 5(# Quad TA/ERIZ A E S
HRAR T Standard AR W EE .

B 2: W KT SPLEFMNGESH M WAL SRS % Tl

513  dnfafsel OTA F124

ASCRG R ANy ESP32-C3 RBIRERSCBL OTA T+, HEl, ESP-AT #1XFA 3R 4L 7 AT =l
OTA fip%. &R LMRYE A SR HE G OTA fiyd-.
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1. AT+USEROTA
2. AT+CIUPDATE
3. AT+ WEBSERVER

SCRHEEAINTT B

* OTA 443 Y B 5 R 3%
o 1% ] ESP-AT OTA 4 43147 OTA F+44

5.13.1 OTA iy 2A R S i 5t

AT+USEROTA

Iy 4iE ik URL 523 OTA TR, 5 ﬂ%ﬁ%&ﬂﬁiﬁf HTTP fif 55 %% LR H iz 40303
XIS 5% AT+ USEROTA Xﬁ@ﬁ%fn =

T adE TP AHE XS, BT LB B at/sre/at_user_cmd.c JFACHS R LI Z L

A RN ST

L &A)E T A Gl HTTP i 5545 .
2. s dithie URL,

o

o GSRETHR I R IR R E R R R, TR SERE, ] REJCE M AT+CIUPDATE fiy
ST, ARt BAE B AT+CIUPDATE # 47 OTA -4 B2 T H O % .

AT+CIUPDATE

iy A ] iot.espressif.cn /BRI HTTP IR 45 2%, %6 A LA AT AR 74 X, iR ] AT 2%
at_customize.csv FE X HE XX WM RERGRRA, Zad 5 HREeTH
FIRFERAMIRA . 7§25 % AT+CIUPDATE 3KBUE 215 H. .

% i T4 E S bin SUUF, IHERRA T 7z —.

1. ¥4 iot.espressif.cn P b 15 F i) HTTP IR 3525 , JF 98048 HLfRE . anf] S22 F ) AT+CIUPDATE
il &% at/src/at_ota_cmd.c,

2. {f. iot.espressif.cn Lﬁ“ﬁé’l‘&"ﬁ JELEIL B EA% bin SCPE. (AP Bl gt i B d%ﬂ@.‘@:
R EZ MRS 2% LA EST.) 5% 148 AT+CIUPDATE # 47 OTA FH48 3KEUH 215 5

B AR T3 5 R

L R IRER M EE, RARTHRSIRE AR B

2. BRA I A U bin SCPE, HEEAT ARG HTTP 5535 .

3. “3’ A G HTTP 55235 . B 7 IR0 IR X b, B Ay ST AE at_customize.csv SCEH o L
P E e o X

AT+WEBSERVER

I fir A A 0 B AR AR R TH R AT [l BT, a2 (R AL T AR T - I Eh Rk . AEFF IR T
RZ AT, HEM web 55 ar I HR AR AT ({452 1 2| Ha i sl 0L 1o BRI PAZ25 AT+ WEBSERVER
& Web Server AT 1) IREUE 25 5. .

HTSLPAE K HTML T, 2% m ) fs_image/index.html, 2 T SZHL48 H & 1) AT+WEBSERVER
2, i55% R~ at/src/at_web_server_cmd.c,

I i A4 I PR 37 BT
1. s Wi Jj W Peblny OTA Jh4, AHBL IR,
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CIRAH

o WERETHHE AR S R AT E A, FEFRSEUE, EnTREICIA i AT+CIUPDATE fiy
AT, ARG IRAE A AT+CIUPDATE #:47 OTA JH48 B7 T H O 4 .

5.13.2 {§i}fl ESP-AT OTA #i4#uit OTA F1-4%
i)l AT+USEROTA 347 OTA J-2%

5% AT+USEROTA $REUE £145 K.

f#iJll AT+CIUPDATE k47 OTA J}-4%

B ILAT+CIUPDATE iy 12 F 7€ LI bin SCPF, 5 ST bin SCPF EAZ %] iot.espressif.cn Hf 3K
%) token fEL. VAN A PRIEIA T ANATAE iot.espressif.cn b AIHEBLE I L& bin SCIFS

1. FTIF M3k http://iot.espressif.cn B https://iot.espressif.cn.

one < im] * ft (O] iot.espressif.cn < il )

My tasks - Team Work ESP32 Programming Guide ~ Cisco WebEx Mestings  Espressif Systems  Hf +

|OtBUCket if Start ~ Join Login

ACTIUATE THE woRiD
~OoR~
WHAT * MOBILE ' REAG MERS

§ o
! N f,LmDED i
PERIENCES == 7

ST AT -

B 21: 77T iot.espressif.cn [

2. M BCA_EARY “oin”, ERAGINA T, HRAEHLIEAI Y .

i
o U Join IRER AR PR, WA i IEE, AR KA.

3. w2 EARY “Device”, MRJ5 iy “Create” Fefl]E#— i
MR G S L — Y, T E PR
5. MEARZE SR HIFAR OTA bin U, FLE AT OTA token AR AN T U1 FT 7 -

B

%1k R SSL OTA, $E3i “The SSL token for AT OTA” LB E .

6. siifi “Product” H#EA M T, 41 FANFTR . B BIENIE %, 7 “ROM Deploy” T fii AMUAF corename.
KB TR 5 Hi bin SCHFE AN “otabin” FELRAE.
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lot-Espressif WSt~ Join  Login
Join
Name Username [a-zA-Z0-9_]+
Email Email
Password Password
Join

& 22: i A iot.espressif.cn

|0t' ESpI‘eSSIf Device Product i Start ~ 2 weiyuanjia ~

-
DeVI ce search | device name, serial, key, e product 5 & Export <+ Create

y 4

iot_test

Id 147469
Serial 107c7503 @
()  8daysago

K 23: fid “Device”
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Iot' ES preSSif Device Product 52 Start ~ A weiyuanjia ~
9 Create Device
Name device name, [a-zA-Z0-9]+
Privacy © Private Device
"' Public Device
Product A
Create Batch Create?
& 24: sk “Create”
Iot' ESpreSSif Device Product i Start ~ & weiyuanjia ~
3 Device {id: 148038, serial: 01035413 }
# ot test @
Private Device Not Activatedunactivated
Product {id: 3867, name: esp_iot_test, serial: 6b4dd7ag }
Product Secret 896ebabbd8f7c3b3ea5f2d0df6a%06e7@del12d2e Last Active

2695e0e0406b8a816ca2b38b286e027ccf2deald
5802d10b6ee86c617583371a%e4faf4fe@l42f2¢c

Device Secret
Master Device Key

Device Status developing

Datastreams Request Logs O

1 wait for request...

+ Create
. Key set you as owner
Meta-Info &
| master 5802d10b6ee86c617583371ade4faf4fend42f2c (master) I
owner 7109246496617d2482c6a3b38498719781734162 (owner)
+ Create
Bl 250 AN
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Espressif IoT Development Framework Configuration
Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ——--).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [x]
built-in [ ] excluded <M> module < > module capable

SDK tool configuration -——>
Bootloader config -——>
Security features ———>

AT Customized Partitions -——-—>
Serial flasher config -——>
Partition Table -——>

Optimization level (Debug) -———>

< Exit > < Help> < Save > < Load >

&l 26: Fil B AT OTA token %54H - H1% 1

ik

o MR EAETTIZ, at_customize.csv PEXWHAFHE XK, HEW ota.bin BN
F B R S PR bin SCEERIH]

o XT corename FE, MFEAUUH THBIEX S bin S04

7. i ota.bin SFHLARAE A M BIALA
8. T LiBfTAT+USEROTA fp. WIRIZAC 4z, #7F1h OTA 7L

%

o P L E| iotespressif.cn fif) bin S BRI, G PAN HLN -
— WERFAL app 43X, 3K bin SUH4 I EHN ota.bin.
- WERFALH A2 XA X, 55 bin SCHL K EN at_customize.csv H1Y Name FE.
fBan, WRF factory_Param 4pK, B HIKE N factory_ param.bin,
* ESP-AT R A T7E S ] OTA pIXrpre xXHE, HIfi OTA BT EAMREF R, J5lf ESP-AT [#]
PR IE R 21T, (EXTT H @ AKX, |1 ESP-AT (%A &t E/NOFAH.
o WUREFTRON—IFUG B A e i bin SCPE, IR 2 E R A IGIA ], BiR %5 OTA token % ¥
“H A token {1 .

i/l AT+WEBSERVER #:47 OTA 4%

1527 AT+ WEBSERVER F1Web Server AT i+ %) 3XEUE Z{Z R,

5.14 gy ESP-IDF Jig A

ESP-AT [{FET SR ZEWIHRFTT S HEAL (ESP-IDF), 4 NHASHY) ESP-AT [ R AN 5E 1) ESP-IDF Hi
A 5 ZUE ] ESP-AT TAEERIARY ESP-IDF A, ANt WU B ESP-IDF i, [H)) libesp32c3_at_core.a
Ji&)Z ) ESP-IDF Jift 4255 ESP-AT T#&#Y IDF JAAN—E0AT RE & S 2 R B AT o
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Component config
Arrow keys navigate the menu. <=Enter> selects submenus —--> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [*]
built-in [ ] excluded <M> module < > module capable
“{=)

PHY ———>
[ 1 Ethernet ———
FAT Filesystem support ———>
FreeRT0S ———>
Log output ———>
LWIP ———>
mbedTLS -——>
OpenSSL  ———>
SPI Flash driver -——>
T —

< Exit > < Help > < Save > < Load >

AT

Arrow keys navigate the menu. <Enter> selects submenus ---> (or empty submenus ).
Highlighted letters are hotkeys. Pressing <Y> includes, <N> excludes, <M> modularizes
features. Press <Esc><Esc> to exit, <?> for Help, </> for Search. Legend: [%]
built-in [ ] excluded <M> module < > module capable

(=)

(15) uart cts pin for AT command

[*] AT base command support.

[#] AT wifi command support.

[#] AT net command support.

[#] AT ble command support.

[ 1 AT FS command support.

[ 1 OTA based upon ssl

(iot.espressif.cn) Server IP for AT OTA.

(80) Server port for AT OTA.
(dd93253c2871725de50d4071a05dd28b72056ca7) The token for AT OTA.

< Exit > < Help = < Save > < Load =

& 27: B & AT OTA token 284H - A 0E 2 F1 3
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IDt- ESpI‘ESSif Device Product 3 Start = 2 weiyuanjia =
Product search product name, sedal, dest pﬂ:.du::l = atatus =
Id J867
Mame esp_iot_test
Serial Bb4dd7a8 @ (in 8 hours)
Status developing
Description
Activated / Total 0rs2
0%
9 Product {id: 3867, serial: 6b4dd7ag }
Id 3867
Name esp_iot_test
Serial Bb4dd7ag (in 8 hours)
Secret click to show secret
Description
Status developing...
Activated / Total 0/2
0%
Datastreams ROM Deploy
+ Create
version v1.0
beta ¥
corename int_test
upload rom files, support max 10 files 4
#wipes | ootabin
&) 28: % AJRASFI corename
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9 Product {id: 3867, serial: 6b4dd7a9 }

Id aBav

Name esp_iot_test
Serial Bbddd7ad (In 8 hours)
Secret click to show secret

Description
Status develoging...
Activated / Total o/s2
0%
Datastreams ROM Deploy
Sl P e version

chore(beta): 1.0 codanamediot)

@ Aa, bin

+ Deploy

&l 29: {5 AE 24 Hi R A ota.bin

B2, TEHLERRIRIGOLT , ESP-IDF /A TR Ll GE1E 1 T ESP-AT TAE. WIRETHEE R, 43
(ERIK (S =

ESP-AT [& {4 Xt W ) ESP-IDF ht 4% i 5% #F IDF_VERSION ({4 Ht, 3X L% 3 4 43 i 7 module_config
A I TR BN R B A SR e b % SR AR T OB A [ 4 B B T ) ESP-IDF ) 4 2. A
ID Fl4: 5 #ihk. 541, PLATFORM_ESP32C3 V-4 ) MINI-1 B4l [y IDF_VERSION {i F mod-
ule_config/module_esp32c3_default/IDF_VERSION,

UnREAE N ESP-AT [El{F 50 ESP-IDF A, 5% MDA N 23R4 A

o HFMiLfY IDF_VERSION 3,

o MR EH A 52, 32732 ID MG L.

o Mkk esp-at MHFEFIRAW esp-idf, PAE TR GRIER 1 JE % IDF_VERSION HT 58 E 1)
ESP-IDF i 4s .

o HHT4WIF ESP-AT T#2,

VER, 4 ESP-AT JiiAFI ESP-IDF iR A UCHL, Fwiskit S i T 45

’Please wait for the update to complete, which will take some time

5.15 ESP-AT [} 5

AR T i) — ESP32-C3 RFH AT BIFAE SRR a5 . fF. BT 225

5.15.1 ESP32-C3 %%

AP ESP32-C3 241 AT [l {11 X 51 :
« ESP32-C3-MINI-1-AT-Vx.x.x.x.zip (<5 f#i# >y MINI-1 Bin)
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SeRp G A4

NI T E BRI ESP32-C3 41 AT BN SRR fr 48 (1 & 301 ) . BRI SCRpEAT PATE
Wi BN % ESP-AT TG SR Mk (8 @ %R). SR Fmmas (O RR), FREAY
SN SE A SR Ao . IEUAARYREIE AT BV #, & RER AAR R fE, A
Fromik. BATHFERECFICIE MR E 7 RS 2T OTA TH-

meE MINI-1 Bin

base

user
Wi-Fi

TCP-IP

mDNS

WPS

SmartConfig

ping

MQTT

HTTP

Bluetooth LE
Bluetooth LE HID
BluFi

FileSystem

driver

WPAZ2 enterprise
Web server
WebSocket

OTA

PO e

Wi MINI-1 Bin
Flash 4 MB
PSRAM [x]

UART &

TX: 7
RX: 6
CTS: 5
RTS: 4

SCRFIBEAL

NS TE KA ESP32-C3 R4 AT [E BRI SCRAR e st e (] &9 F0R) . BRIAR SCREHTT
At arpy T B ABHUE SRR (@ %), USSR STRREH (O £5). MTRERL
HRREAL, B DR M i% ESP-AT T42 B B T S G S 3.

VUART BT HE X, PEHESZ TR E AT # 0% .
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BEMNH MINI-1 Bin
ESP32-C3-MINI-1/1U

ESP32-C3-WROOM-02/02U

ESP8685-WROOM-01
ESP8685-WROOM-03
ESP8685-WROOM-04
ESP8685-WROOM-05
ESP8685-WROOM-06
ESP8685-WROOM-07

516 I\ GitHub & #ilGn kA AT W

i T ESP-AT 7£ GitHub &1 CI ($r224E00), I AR RSBl % 31 GitHub #542E /i ESP-AT [ {4:(%)
I S AR

R PERIRIRTRA AT BFE, & 28RS A Cry™ i AT A% IS 6E -
WPRAFAF T RAISIPRCL B P8 EEE, TS 2 mT e )i

PATR A gR A anfar A GitHub R 2l i ARAS AT [

1. BRI GitHub k-5
TEFFHEZ 1T, ek Y GitHub WK'S | K0 R 80 B B8 SR AR
2. ¥TFFMTT https://github.com/espressif/esp-at

& espressif/ esp-at @Waich ~ 44 | ¢y Str 3711 % Fork 251

<> Code (©) Issues 50 i1 Pull requests 4 (*) Actions [ Projects 00 wiki @) Security

¥ master ~ Go to file Add file = About

AT application for ESP32

ﬁ xcguang Merge branch 'docsiupdate_how_to_customize_ble... .. + 6daysago Y0 1,473 ESP-IDF & ESP3252 ESP-
IDF & ESP8266
B _github/workflows feat: add new GitLab and GitHub jobs for all func... 2 months ago ESP8266_RTOS_SDK
B components feat(core): Update at core version to 8789daal 7 days ago esp8266 esp32  wif
B docs Merge branch ‘docs/update_how_to_customize_... 6 days ago ble  spi  uart  ethernet
: esp-idf qeloud at sdio
B examples chore: remove deprecated esp8266 spi master (... 2 months ago
esp32s2 esp32c3
B main refactor: use esp-netif and esp-event instead of t... 16 days ago
0 Readme
B module_config fix: fix the issue of high power consumption when... 20 days ago
&8 View license
I tools feature: Support compile on windows OS 7 months ago

& 30: ESP-AT GitHub ‘B 75 F fi

3. Hiis “Actions” PEA “Actions” T [

4. il “Branch” 3EFEARE 3L
ERIA K master 4332 . QIARGEAR R 248 € A S IE T 4, A “Branch” #FAFEE X
I workflow T JH] .
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[ espressif/ esp-at

<> Code () Issues 50 il Pull requests 4

(®) Actions

¥ master -

0 xcguang Merge branch 'docs/update_how_to_customize_ble_s...

B _oithub/workflows

Go to file

feat: add new GitLab and GitHub jobs for all functi...

@Watch ~ | 44 ¥ Star | 371 %9 Fork | 251
[T Projects 00 wiki © security cae
About

v Gdaysago Y9 1,473

AT application for ESP32 ESP-
IDF & ESP32S2 ESP-IDF &
ESP8266

2 months ago ESP8266_RTOS_SDK

& 31: fi5 Actions

B components feat(core): Update at core version to 8789daa0 7 days ago espe266  esp32  wifi ble
I docs Merge branch 'docs/update_how_to_customize_bl... 6 days ago spi uart  ethernet
. esp-idf qcloud at sdio
I examples chore: remove deprecated esp8266 spi master (es... 2 months ago
esp32s2 esp32c3

B main refactor: use esp-netif and esp-event instead of tc... 16 days ago

00 Readme
B module_config fix: fix the issue of high power consumption when ... 20 days ago

&5 View license
I tools feature: Support compile on windows OS 7 months ago

H espressif/ esp-at @Wakch ~ 44 ¢ S| 371 %9 Fork 251
<> Code () Issues 50 i Pullrequests 4 (® Actions [ Projects 0 wiki @ security [+~ Insights
Workflows All workflows
Al workflows Showing runs from all workflows
% ClCH+Cl Q Filter workflow runs
271 workflow runs Event ~ Status - Branch ~ Actor =
@ Merge branch "docs/update_how to customize ... T, B 6 days ago
CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
@ Merge branch 'feature/update_at_core_esp32' int... release/v2.2.0.0_espaz B 7 days ago
CIC++ CI #270: Commit 713505 pushed by igrr G) 6m 44s
® Merge branch 'feature/update_at_core_esp8266'i... release/y2.2.0.0_espB266 B 7 days ago
CIC++ Cl #268: Commit 4820237 pushed by igm ) am 47s
[¥] 32: Actions T [&]
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All workflows
Showing runs from all workflows

Q. branch:master

224 workflow run results

@ Merge branch 'docs/update BLEADVPARAM_param...

CIC++ CI #285: Commit b492079 pushed by igrr

@ Merge branch 'docsltrans_compile_project_and_ad...

CIC++ Cl #283: Commit e5ca22e pushed by igrr

© Merge branch 'docsitrans_four_compile _develop_d...

CIC++ ClI #282: Commit cc39436 pushed by igrr

@ Merge branch 'docsl/update_copyright_year' into 'm...

CIC++ Cl #281: Commit c6c38fb pushed by igrr

@ Merge branch 'docslfix_firmware_diff_doc' into 'mas...

CJC++ CI #280: Commit e2b9d35 pushed by igrr

M Merae hranch 'dacc/add cinstate cammand' inta 'm

& 33: 5 Branch

5. mdiEcEY workflow 3 A workflow T Jhj

Workflows All workflows

Showing runs from all workflows
All workflows

%, Clc++Cl Q. Filter workflow runs

271 workflow runs

master

master

master

master

master

Event - Status ~ Actor =

Filter by branch

[ Find a branch

ci/github_compile_fail
feature/add_build_script
~/ master

release/v2.1.0.0_esp32
release/v2.1.0.0_esp32s2
release/v2.1.0.0_esp8266
release/v2.2.0.0_esp32
release/v2.2.0.0_esp32c3
release/v2.2.0.0_espB8266

test

e e

Event ~ Status -

Branch ~ Actor ~

@ Merge branch 'docs/update how to customize ble... B 6 days ago
master

CIC++ Cl #271: Commit ec5792b pushed by igrr @ 6m 25s
Merge branch ‘featurelupdate_at core esp32'into r... s

° 9 P - —esp release/v2.2.0.0_esp32 E! 7 days ago
CIC++ CI #270: Commit 7135f05 pushed by igrm @ 6m 44s
Merge branch ‘feature/update_at_core_esp8266" into... s

° g P - —esp release/v2.2.0.8_esp8266 Ej 7 days ago
CIC++ Cl #269: Commit 4820237 pushed by igrr @ 8m 47s

& 34: SikfErn) Workflow

6. P IR 2 )5, £ Artifacts GUENH PEFRMIXT R4

7. miai FEBCA R ORI RS AT FF

il WERGEHE Artifacts TR ERCA KRB B, 1§ SHESP-AT B4 £ 5% PEEUm

AT

517 atpy I.H

at.py LEA Tk ESP-AT B 7 & Ai i E . GitHub I i} E £EF1 2MB/AMB & {4 7 1 £ Fih S 50L& .
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@ Merge branch 'docs/update_how_to_customize_ble_services' into 'master' C/C++ Cl #271

() Summary

Jobs

@ hbuild-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-dd-at

@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ hbuild-esp32-gecloud

@ hbuild-esp3z-at-full-function-test
@ hbuild-esp32c3-mini-1-at

@ hbuild-esp32c3-at-full-function-test

@ Hbuild-esp32c3-geloud

Triggered via push 6 days ago

2 igir pushed - ec57920 master

main.yml
on: push

@ build-esp32-wroom-at

@ build-esp32-wrover-at

@ build-esp32-pico-d4-at
@ build-esp32-solo-at

@ build-esp32-d2wd-at

@ build-esp32-mini-1-at

@ build-esp32-gcloud

@ build-esp32-at-full-functi...
@ build-esp32¢3-mini-1-at
@ build-esp32c3-at-full-fun...

@ build-esp32¢3-geloud

4m 33s

5m 40s

5m 30s

5m 18s

5m 27s

5m 255

5m 30s

5m 46s

5mls

6m 11s

5m 32s

Status Total duration Artifacts

Success 6m 25s 1

K 35: i Workflow T ]
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Artifacts
Produced during runtime

Name Size

@ esp3z-at-full-function-test 35.8 MB
@ esp32-d2wd-at 26.2 MB
@ esp3z-mini-1-at 28.3 MB
@ esp32-pico-dd-at 28.3 MB
@ esp32-gcloud 29.2 MB
@ esp32-solo-1-at 28.3 MB
@ esp32-wroom-at 28.3 MB
@ esp3z2-wrover-at 30.2 MB
@ esp32c3-at-full-function-test 29.7 MB
@ esp32c3-mini-1-at 27.5 MB
@ esp32c3-geloud 28.5 MB

¥ 36: Artifacts T [f]
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X SR E A FE Wi-Fi Bt IEBAI%EARCE . UART FL#E . GATTS FLE 5. 24 BRI R Jo 2 2
TR, A AMEA] at . py THABSRE P X e S50 E .

51710 PRAIG

TS N T AR, e at . py TRNE. FEIFHAECEBSOA R EFbER. it IREEHE Linux
RGNk -

o % —%: Python %%

s H=F: atpy T

s H=F: atpy MiELA

o FV9F: atpy 5B E P AY T E T 1)
s B AP EMRE

517.2 45—2: Python Z¢%

R AT 22225 Python, R ABEL SR . 50N, AR Python By 30, 5 Python [ R 2k
2R, Het# BT Python 3.8.0 gl s S Ak .

AT, T PMEMFTH A python —-version, #7F Python i .

5173 45 3b: atpy F#

VjlA) at.py Ui, sidi Download raw file $#4ll, ¥F at.py SCHF FEE|4H,

< C (¢ @& github.com/espre p-at/blob/master/tools/at.py

( , Search or jump to... Pull requests Issues Codespaces Marketplace Explore

Edit Pins ~ 3 Fork 380
Code Issues 116 Pull requests 2 Discussions Actions Projects Security 2 Insights
Code at.py

master @ ustcew History

: Code Blame
main

] 37: "N # at.py SCHF
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5.17.4 52 at.py JHIEBEW]

Yl at . py XFRFESREAHTSEECE, HEMGITTHA python at.py modify_bin —-help,
B F SR R A B U

517.5 ML at.py & PE AL E B

W2 Wi-Fi fie. &
5P E B Ao B4 M E
145 UART fe. &
142 GATTS fe. &

il
o BN DNRE BRI SEECE, Fan, Aal AR & Wi-Fi il 8 R0EE 1RS48 E .

« RHESOBHIRE, WA A LRAIATELE, TR AR S BRI AVA.
+ BEUURIOBECE, 12253 mig_nvs % FAY meq_nvs . csv i, SA xR,

e Wi-Fi fic ¥

LA Wi-Fi SR AR F R

SH IngE 1A

--tX_power Wi-Fi 15 K & 52 % TG UL ESP32-C3 RT3

--country_code Wi-Fi [550Y TN I Wi-Fi = Z /AR ) ce 2B
—-start_channel Wi-Fi 2 i 5 E TEN L Wi-Fi = Z /XA RS Hf) schan 7B
--channel_number Wi-Fi ) 51850 TG I Wi-Fi [E 224X AR RS HH Y nchan 2B

Bian, ERPAEHPAT a4, B Wi-Fi B SIh3 18 dBm, [EZAMEN US, EIafFEN 1, &
friE%Ch 11

python at.py modify_bin —--tx_power 72 --country_code "US" --start_channel 1 --
—channel_number 11 --input factory_XXX.bin

o --tx_power 72: FAifiiiE 0.25 dBm, 72 3% 18 dBm
* --input factory_XXX.bin: #i A {4 S04

fes e 15 R P B
A IR S B AN R R PR -
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SH IhgE R34 L
--server_ca TLS R %251 CA ik server_ca.crt
--server_cert TLS RS2k + server_cert.crt
--server_key TLS k45 2ei) %40 server.key
--client_ca0 50 B Fimiy CAER client_ca_00.crt
--client_cert0 EESY I8 jﬁﬁ I 3':5 client_cert_00.crt
--client_key0 50 BK R client_key_00.key
-—client_cal "" 1 BRI CA IEJFE client_ca_Ol.crt
--client_cert1 % 1 &% ik client_cert_01.crt
—-client_key1 EREST ARGl client_key_01.key
--mgqtt_ca MQTT X s CA IE+ mqtt_ca.crt
--mqtt_cert MQTT & F gk mqtt_client.crt
--mgqtt_key MQTT % i i 25 4A mqtt_client.key
--wpa2_ca WPA2-Enterprise % ) i 1) CA | wpa2_ca.pem
ks
--wpa2_cert WPA2-Enterprise 2 i i35 15 wpa2_client.crt
--wpa2_key WPA2-Enterprise % i) %4 | wpa2_client.key

Buan, GEATAGEPAR a4, BE MQTT & i) CA LTS . &7 S F Uk F5 R4 .

python at.py modify_bin --mgtt_ca mgtt/mgtt_ca.crt --mgtt_cert mgtt/mgtt.crt —-
—mgtt_key mgtt/mgtt.key ——-input factory_ XXX.bin

o —-input factory_XXX.bin: #j A E{F Sk

f&eit UART fid i

FEMH) UART BEEL, {UEEAT 45% 2 () UART BCE. MBS R E T AR

e IhiE iHA
--uart_num AT 14 L1#) UART = {XFE AT H & ORI HAE AT a5 DB, 752148

Eﬁ(lﬂ:’%;@kﬁ( [F] B ARAIE R THI) tx_pin Al rx_pin
FIAT B &30 8B,

--baud T 14 TR R JRAA(E: 115200

--tX_pin AT /ﬁ/\ I TX 45 T PRUE R A5 TS 25 A LA 4 B o 5

--IX_pin AT 4 1019 RX & Iﬁ R IE R RO T S 2 AHAD A B 28

--cts_pin AT 4 1) CTS T PRUEREE 2 45 A 2 A P s . R H
/)IL?,HTa Bt S5y -1.

—-rts_pin AT 14 L) RTS 4 ) TR UERHE O A4S BN S AU Il vh g . A

s, BRI SEC -1,

B, AR AR i<, B AT fyS IR 921600, TXAFHIA 17, RX M 16, 5

python at.py modify_bin --baud 921600 --tx_pin 17 --rx_pin 16 --cts_pin -1 —--rts_
—pin -1 —-—-input factory_XXX.bin

o —-input factory_XXX.bin: #j A% E {30k

B GATTS fid i

U], THSER ST 6 UK 35 T IR 5 SCR, T GATTS HIRBCE SO gatts_data.csv A&
By 3

2 B GATTS BeE i~ &R :
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https://github.com/espressif/esp-at/blob/be332568/components/customized_partitions/raw_data/mqtt_key/mqtt_client.key
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SH IngE

--gatts_cfg0 g gatts_data.csv CfFH index O O I —A T4
--gatts_cfgl TP gatts_data.csv SO index S 1 B—4 780
--gatts_cfg2 T HT atts_data.csv U index b 2 I—4T80HE
--gatts_cfg3 BT gatts_data.csv SCHT index iy 3 i—F 75k
--gatts_cfg4 BHT atts_data.csv S index b 4 I—4T80HE
--gatts_cfg5 BT gatts_data.csv SCEEHT index K S i— 4
--gatts_cfgb B HT atts_data.csv U index S 6 I—4T80HE
—-gatts_cfg7 BT gatts_data.csv SCEEHT index K 7 i— 47k
--gatts_cfg8 B HT atts_data.csv U index o 8 I—4T8HE
--gatts_cfg9 BT gatts_data.csv SCEEHT index K 9 i—F kI
--gatts_cfg10 T gatts_data.csv U A index Sy 10 f—FT50E
--gatts_cfgl1 g gatts_data.csv CfFH index °h 11 (—4748
--gatts_cfg12 T gatts_data.csv SO index S 12 f—FT8E
--gatts_cfgl3 T atts_data.csv 3L index N 13 B—1780R
--gatts_cfgl4 T gatts_data.csv ST index 2y 14 1 —F 75
--gatts_cfgl5 g gatts_data.csv C{FH index °h 15 —4T4H8
--gatts_cfgl6 BT gatts_data.csv S index 2fy 16 1—F 75k
--gatts_cfgl7 T3P gatts_data.csv ST index 5 17 f—F7580E
--gatts_cfgl8 BT gatts_data.csv S index 2y 18 f—F75kdR
--gatts_cfgl9 T gatts_data.csv SCfFH index SH 19 —4T4HE
--gatts_cfg20 BT gatts_data.csv S index 2Ry 20 1—F 75
--gatts_cfg21 T HT gatts_data.csv U index i 21 1—F780dE
--gatts_cfg22 BT gatts_data.csv SCPEH index 2Ry 22 —F 75
--gatts_cfg23 BHT gatts_data.csv U index S 23 H—F78dE
—-gatts_cfg24 BT gatts_data.csv SCPEHT index Sy 24 B—F 7
--gatts_cfg25 B HT atts_data.csv U index S 25 1—478dE
—-gatts_cfg26 BT gatts_data.csv SCEEHT index Ky 26 1—F 75
--gatts_cfg27 B HT gatts_data.csv SO index iy 27 H—F78E
--gatts_cfg28 BT gatts_data.csv SCPEH index Hy 28 B—F 75
--gatts_cfg29 T gatts_data.csv U A index Sy 29 f—F 18R
--gatts_cfg30 T gatts_data.csv A H index °h 30 —4T4E

B, EFTLAE AT 4, B index 2 0 4714 perm ALFR

python at.py modify_bin --gatts_cfg0 "0,16,0x2800,0x011,2,2,A002" —--input factory_
—XXX.bin

« --input factory_XXX.bin: #j A [ {414

5.17.6 512k FlfERek

TER: BEURT AT [E, o SR B ™ i B AT IS UE ) fiE .
PR AFAF ORI ORI PR B 8tk . T2l RERY ARt

AR B e R A8, SERUERRR R

5.18 AT API Reference

5.18.1 Header File

» components/at/include/esp_at_core.h
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5.18.2 Functions

void esp_at_module_init (const uint8_t *custom_version)

This function should be called only once.
%4 custom_version —version information by custom

esp_at_para_parse_result_type esp_at_get_para_as_digit (int32_t para_index, int32_t *value)

Parse digit parameter from command string.

S8
* para_index —the index of parameter
* value —the value parsed
Bl
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_float (int32_t para_index, float *value)

Parse float parameter from command string.

S8
* para_index —the index of parameter
* value —the value parsed
B
* ESP_AT_PARA_PARSE_RESULT_OK : succeed
* ESP_AT_PARA_PARSE_RESULT_FAIL : fail
* ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

esp_at_para_parse_result_type esp_at_get_para_as_str (int32_t para_index, uint8_t **result)

Parse string parameter from command string.

S8
* para_index —the index of parameter
* result —the pointer that point to the result.
Bl
e ESP_AT_PARA_PARSE_RESULT_OK : succeed
» ESP_AT_PARA_PARSE_RESULT_FAIL : fail
» ESP_AT_PARA_PARSE_RESULT_OMITTED : this parameter is OMITTED

void esp_at_port_recv_data_notify from_isr (int32_tlen)

Calling the esp_at_port_recv_data_notify_from_isr to notify at module that at port received data. When re-
ceived this notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This
function MUST be used in isr.

%4 len —data length

bool esp_at_port_recv_data_notify (int32_t len, uint32_t msec)

Calling the esp_at_port_recv_data_notify to notify at module that at port received data. When received this
notice,at task will get data by calling get_data_length and read_data in esp_at_device_ops. This function MUST
NOT be used in isr.

ZH
* len —data length
* msec —timeout time,The unit is millisecond. It waits forever,if msec is port-
MAX_DELAY.
PEA ]
e true : succeed
* false : fail

void esp_at_transmit_terminal_from_isr (void)

terminal transparent transmit mode, This function MUST be used in isr.
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void esp_at_transmit_terminal (void)
terminal transparent transmit mode, This function MUST NOT be used in isr.
bool esp_at_custom_cmd_array_ regist (const esp_at_cmd_struct *custom_at_cmd_array, uint32_t
cmd_num)
regist at command set, which defined by custom,
S
* custom_at_cmd_array —at command set
¢ cmd_num —command number
void esp_at_device_ops_regist (esp_at_device_ops_struct *ops)

regist device operate functions set,
%%, ops —device operate functions set

bool esp_at_custom_net_ops_regist (int32_t link_id, esp_at_custom_net_ops_struct *ops)
bool esp_at_custom _ble_ops_regist (int32_t conn_index, esp_at_custom_ble_ops_struct *ops)

void esp_at_custom_ops_regist (esp_at_custom_ops_struct *ops)

regist custom operate functions set interacting with AT,
%% ops —custom operate functions set

uint32_t esp_at_get_version (void)
get at module version number,
J&[A] at version bit31~bit24: at main version bit23~bit16: at sub version bit15~bit8 : at test version
bit7~bit0 : at custom version
void esp_at_response_result (uint8_t result_code)

response AT process result,
%4 result_code —see esp_at_result_code_string_index

int32_t esp_at_port_write_data (uint8_t *data, int32_t len)
write data into device,
S
* data —data buffer to be written
* len —data length
pq |
* >=(: the real length of the data written
 others : fail.
int32_t esp_at_port_active_write_data (uint8_t *data, int32_t len)
call pre_active_write_data_callback() first and then write data into device,
S
¢ data —data buffer to be written
* len —data length
peq |
e >=(: the real length of the data written
 others : fail.
int32_t esp_at_port_read_data (uint8_t *data, int32_t len)
read data from device,

S8
* data —data buffer
* len —datalength
Bl
* >=0: the real length of the data read from device
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* others : fail

bool esp_at_port_wait_write_complete (int32_t timeout_msec)

wait for transmitting data completely to peer device,

24 timeout_msec —timeout time,The unit is millisecond.
B
* true : succeed,transmit data completely
* false : fail
int32_t esp_at_port_get_data_length (void)
get the length of the data received,
B
e >=0: the length of the data received
* others : fail
bool esp_at_custom_cmd_line_terminator_set (uint8_t *terminator)
Set AT command terminator, by default, the terminator is “\r\n” You can change it by calling this function,
but it just supports one character now.

%% terminator —the line terminator
PEA ]
* true : succeed,transmit data completely
* false : fail
uint§_t *esp_at_custom_cmd_line_terminator_get (void)
Get AT command line terminator,by default, the return string is “\r\n” .

#&[n] the command line terminator

const esp_partition_t *esp_at_custom_partition_f£ind (esp_partition_type_t type,

esp_partition_subtype_t subtype, const char
*label)

Find the partition which is defined in at_customize.csv.
* type —the type of the partition

* subtype —the subtype of the partition
* label —Partition label

1R[] pointer to esp_partition_t structure, or NULL if no partition is found. This pointer is valid
for the lifetime of the application

void esp_at_port_enter_specific (esp_at_port_specific_callback_t callback)
Set AT core as specific status, it will call callback if receiving data. for example:

static void wait_data_callback (void)
{

xSemaphoreGive (sync_sema) ;

void process_task (void* para)
{
vSemaphoreCreateBinary (sync_sema) ;
xSemaphoreTake (sync_sema, portMAX_ DELAY) ;
esp_at_port_write_data((uint8_t *)">",strlen(">"));
esp_at_port_enter_specific(wait_data_callback);
while (xSemaphoreTake (sync_sema, portMAX_DELAY)) {
len = esp_at_port_read_data(data, data_len);
// TODO:
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%% callback —which will be called when received data from AT port

void esp_at_port_exit_specific (void)
Exit AT core as specific status.

const uint8_t *esp_at_get_current_cmd_name (void)

Get current AT command name.

int32_t esp_at_get_core_version (char *buffer, uint32_t size)
Get the version of the AT core library.

S8
* buffer —buffer to store the version string
* size —size of the buffer
R M
* > (: the real length of the version string
* others : fail

void at_handle_result_code (esp_at_result_code_string_index code, void *pbuf)

5.18.3 Structures

struct esp_at_cmd_struct

esp_at_cmd_struct used for define at command

Public Members

char *at_cmdName

at command name

uint8_t (*at_testCmd)(uint8_t *cmd_name)

Test Command function pointer

uint8_t (*at_queryCmd)(uint8_t *cmd_name)

Query Command function pointer

uint8_t (*at_setupCmd)(uint8_t para_num)

Setup Command function pointer

uint8_t (*at_exeCmd)(uint8_t *cmd_name)

Execute Command function pointer

struct esp_at_device_ops_struct

esp_at_device_ops_struct device operate functions struct for AT

Public Members

int32_t (*read_data)(uint8_t *data, int32_t len)

read data from device
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int32_t (*write_data)(uint8_t *data, int32_t len)

write data into device

int32_t (*get_data_length)(void)
get the length of data received

bool (*wait_write_complete)(int32_t timeout_msec)

wait write finish

struct esp_at_custom_net_ops_struct

esp_at_custom_net_ops_struct custom socket callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when socket received data

void (*connect_cb)(void)

callback when socket connection is built

void (*disconnect_cb)(void)

callback when socket connection is disconnected

struct esp_at_custom_ble_ops_struct

esp_at_custom_ble_ops_struct custom ble callback for AT

Public Members

int32_t (*recv_data)(uint8_t *data, int32_t len)

callback when ble received data

void (*connect_cb)(void)

callback when ble connection is built

void (*disconnect_cb)(void)

callback when ble connection is disconnected

struct esp_at_custom_ops_struct

esp_at_ops_struct some custom function interacting with AT

Public Members

void (*status_callback)(esp_at_status_type status)

callback when AT status changes
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void (*pre_sleep_callback)(at_sleep_mode_t mode)

callback before enter modem sleep and light sleep

void (*pre_deepsleep_callback)(void)

callback before enter deep sleep

void (*pre_restart_callback)(void)

callback before restart

void (*pre_active_write_data_callback)(at_write_data_fn_t)

callback before write data

5.18.4 Macros

at_min (x,y)
at_max (x,y)

ESP_AT_ERROR_NO (subcategory, extension)

ESP_AT_CMD_ERROR_OK

No Error

ESP_AT_CMD_ERROR_NON_FINISH

terminator character not found ( “\r\n” expected)

ESP_AT CMD_ERROR_NOT_FOUND_AT

Starting “AT” not found (or at, At or aT entered)
ESP_AT_CMD_ERROR_PARA_LENGTH (which_para)

parameter length mismatch
ESP_AT_CMD_ERROR_PARA_TYPE (which_para)

parameter type mismatch
ESP_AT_CMD_ERROR_PARA_NUM (need, given)

parameter number mismatch
ESP_AT_CMD_ERROR_PARA_INVALID (which_para)

the parameter is invalid
ESP_AT_CMD_ERROR_PARA_PARSE_FAIL (which_para)

parse parameter fail

ESP_AT_CMD_ERROR_CMD_UNSUPPORT

the command is not supported

ESP_AT CMD_ERROR_CMD_EXEC_FAIL (result)

the command execution failed

ESP_AT_CMD_ERROR_CMD_PROCESSING

processing of previous command is in progress
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ESP_AT_CMD_ERROR_CMD_OP_ERROR

the command operation type is error

5.18.5 Type Definitions

typedef int32_t (*at_write_data_£fn_t)(uint8_t *data, int32_t len)

typedef void (*esp_at_port_specific_callback_t)(void)
AT specific callback type.

5.18.6 Enumerations

enum esp_at_status_type

esp_at_status some custom function interacting with AT

Values:

enumerator ESP_AT_STATUS_NORMAL

Normal mode.Now mcu can send AT command

enumerator ESP_AT_STATUS_TRANSMIT

Transparent Transmition mode

enum at_sleep_mode_t

Values:

enumerator AT_DISABLE_SLEEP
enumerator AT_MIN_MODEM_SLEEP
enumerator AT_LIGHT SLEEP
enumerator AT_MAX_ MODEM_SLEEP
enumerator AT_SLEEP_MAX

enum esp_at_module

module number,Now just AT module

Values:

enumerator ESP_AT_MODULE_NUM
AT module

enum esp_at_error_code

subcategory number

Values:
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enumerator ESP_AT SUB_OK
OK

enumerator ESP_AT SUB_COMMON_ERROR

reserved

enumerator ESP_AT_SUB_NO_TERMINATOR

terminator character not found ( “\r\n” expected)

enumerator ESP_AT _SUB_NO_AT
Starting “AT” not found (or at, At or aT entered)

enumerator ESP_AT_SUB_PARA LENGTH_MISMATCH

parameter length mismatch

enumerator ESP_AT SUB_PARA_TYPE_MISMATCH

parameter type mismatch

enumerator ESP_AT SUB_PARA_NUM_MISMATCH

parameter number mismatch

enumerator ESP_AT_SUB_PARA_INVALID

the parameter is invalid

enumerator ESP_AT_SUB_PARA_PARSE_FAIL

parse parameter fail

enumerator ESP_AT_SUB_UNSUPPORT_CMD

the command is not supported

enumerator ESP_AT_SUB_CMD_EXEC_FAIL

the command execution failed

enumerator ESP_AT_SUB_CMD_PROCESSING

processing of previous command is in progress

enumerator ESP_AT_SUB_CMD_OP_ERROR

the command operation type is error

enum esp_at_para_parse_result_type

the result of AT parse

Values:

enumerator ESP_AT PARA_PARSE_RESULT_FAIL

parse fail, Maybe the type of parameter is mismatched,or out of range

enumerator ESP_AT_PARA_ PARSE_RESULT_OK

Successful
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enumerator ESP_AT_PARA PARSE_RESULT_OMITTED
the parameter is OMITTED.

enum esp_at_result_code_string_index

the result code of AT command processing

Values:

enumerator ESP_AT RESULT_CODE_OK
o OKU

enumerator ESP_AT_RESULT_CODE_ERROR
“ERROR”

enumerator ESP_AT_RESULT_CODE_FAIL
“ERROR”

enumerator ESP_AT RESULT_CODE_SEND_OK
“SEND OK”

enumerator ESP_AT_RESULT_CODE_SEND_FAIL
“SEND FAIL”

enumerator ESP_AT_ RESULT_CODE_IGNORE

response nothing, just change internal status

enumerator ESP_AT_RESULT_CODE_PROCESS_DONE

response nothing, just change internal status

enumerator ESP_AT_RESULT CODE_OK_AND_INPUT_PROMPT

enumerator ESP_AT_RESULT_CODE_MAX

5.18.7 Header File

¢ components/at/include/esp_at.h

5.18.8 Functions

const char *esp_at_get_current_module_name (void)
get current module name

const char *esp_at_get_module_name_by_id (uint32_tid)

get module name by index

uint32_t esp_at_get_module_id (void)
get current module id

void esp_at_set_module_id (uint32_tid)
Set current module id.

¥ id —[in] the module id to set
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void esp_at_set_module_id_by_str (const char *buffer)

Get module id by module name.
%% buffer [in] pointer to a module name string

void esp_at_main_preprocess (void)
some workarounds for esp-at project

at_mfg_params_storage_mode_t at _get_mfg_params_storage_mode (void)

get storage mode of mfg parameters

& Ia] at_mfg_params_storage_mode_t

5.18.9 Macros

ESP_AT_PORT_TX_WAIT_MS_MAX

AT_BUFFER_ON_STACK_SIZE

5.18.10 Enumerations

enum at_mfg_ params_storage_mode_t

Values:

enumerator AT_PARAMS_NONE

enumerator AT_PARAMS_IN_MFG_NVS

enumerator AT_PARAMS_IN_ PARTITION
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o — i @it AT iy A Fls 4

6.1

RainMaker AT iy 2 & 12

6.1.1 RainMaker AT A48

i AR AT SRR SRR GO FEY AT 654, ISR ESP32-C3 ¥ RainMaker 54, (T ik

]

—

SH AT GitHub T 3. # \Eat A AT B 084, T3 esp32c¢3-rainmaker-at [F{:
H f1% % ESP-AT T 42, =4 LM EH Platform name P4 PLATFORM_ESP32C3,
Module name $#£3% ESP32C3_RAINMAKER,

AT+

KT

AT+RMNODEINIT : WAk &

AT+RMNODEATTR: J&ME(S) uj@ﬂ’ﬁ

AT+RMDEV : ¥ 434E

AT+RMPARAM : V%% 580k
AT+RMPARAMBOUNDS : W) S-S5 myE
AT+RMPARAMSTRLIST : |7} FAF SEIN I F4F 5 51 =
AT+RMPARAMCOUNT : [a) 40 S50 i KT 28
AT+RMUSERMAPPING : FFJ& FH FHRITY 55,2 [B] FA ik B
AT+RMUSERUNMAPPING : 514 ) PRI f, 22 18] R st
AT+RMPROV = Te I 58 B PRI 2 [a] (A gt
AT+RMCONN : %323 ESP RainMaker 7
AT+RMCLOSE: Fzh¥17F5 ESP RainMaker 7 [ i%:4%
AT+RMPARAMUPDATE : %05 3

AT+RMMODE : % B L4kt

AT+RMSEND: ¥t RainMaker -5 i® 1% 4 #2 X, 5 RainMaker 1% 5 4% X, N &35 5
AT+RMOTARESULT : 3% OTA 453
AT+RMOTAFETCH : 3KEl OTA 13 &,

RMNODEINIT: &1L 5

e A

AT+RMNODEINIT

W .

361



Chapter 6. 55 =77 E il fk AT iy I {

OK

A PITININZ )5, R E S AT 7 ISON A% SR AE A1 -

{

"node_1d": "XxXxXXXXXXXXXX",

"config_version":"xxxx-xx-xx",

"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"xxxxxxx",
"type":"AT Node",
"model":"esp-at",
"project_name":"esp-at",
"platform":"esp32c3"

}I

"devices": [
] 14
"services": [
{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
{
"name":"Factory-Reset",
"type":"esp.param. factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 4
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
}
1
} r
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"Tz2",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
Q)
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(£ L£50)

"write"

"name" :"TZ-POSIX",

"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
1
b
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"

1,
"bounds": {
"max":10

}

]
* YEPATIHE ESP RainMaker AT iy 4 Z I V1% 56 AT AT 2
o EAABIATFR T AGUSHIRS . OTA R4 . BFIXARS . EHRER TR .
o LA S RBE &7 X rmaker_mfg FHIAIEE . WURBREHRIE], WaSTERS
NVS 73 DX HERBGA RS B . WA A KR, W 24T claiming.
. zﬁé%ﬁﬂﬁﬁfiﬁﬁiﬁﬁg rmaker_mfg PNSE. WERSECREAE, MEGARCE S B H T
BRIET .
T ECE A L ERIA R RN
- node_id: JEEUET, ME—ARIAF, ARTHEL.
— config_version: B TLSLPR &, TLFEFE .
— name: [H%E~ “ESP RainMaker AT Node”.
— fw_version: RainMaker AT A= E. .
- type: [EEN “AT Node”.
— model: [H5E N “esp-at”,
— project_name: [E5EH “esp-at”.
— platform: [#EE K “ESP32-C3”,
— services: RGUEPERS . OTA k5. BFXARSS . &I AMETHI R 55

AT+RMNODEATTR: JB k(S S48

)E'\l

CEA A
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AT+RMNODEATTR=<"namel">, <"valuel">[<"name2">, <"value2">,<"name3">,<"value3">, ...,<
—"name8">, <"value8">]

LEIVE

OK

B
o <” name” >: Y5 JEMEE4 .
o <” value” >: 5B MHEAH.

e
o LA MIZAE B ERE [ RainMaker 7 2 HiiAT (i§2% AT+RMPROV 5 # AT+RMCONN ) .

il

AT+RMNODEATTR="serial_num","123abc"

AT+RMDEV: ¥t 814

’AT+RMDEV:<dev_opt>,<"unique7name">,<"device7name">,<"device7type">

W

’OK

o <” dev_opt” >: PEEHE.
- 0 Wm—1sss.
- 1t MHER—A s
e <” unique_name” >: %4 ME—HRIH4 .
* <” device_name” >: WA, RAER N _EERGERINE R AR

o <” device_type” >: iX£525H, H§Z% Devices,

e
o KA IARTE WA TERE L RainMaker 7= 2 Hi#AT (12:7% AT+RMPROV 35 AT+RMCONN ) .
H B —N7 5 LRI — A4

o A PAT I, BN INE Y A . BOASE params FFIRIUF{ECN “esp.param.name” , idl

RAEIWME N “string”, FUFRM “read” F1 “write”,

il

AT+RMDEV=0, "Light", "Light", "esp.device.light"

AT PATIINZ )5, e “Light” SBEASNETRECE S, FRAENFRAMNT Br7s ISON A fRA7 (47

5 1% 23 AT+ RMNODEINIT )
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"node_id":"XXXXXXXXXXXX",

"config_version":"xxxx-xx-xx",

"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"xxxxxxx",
"type":"AT Node",
"model":"esp—-at",
"project_name":"esp-at",
"platform":"esp32c3"

}I

"attributes": [

Submit Document Feedback

{
"name":"serial_nun",
"value":"123abc"
}
] 4
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
}
] 4
"services": [
{
"name":"System",
"type":"esp.service.systemn",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
} ’
{
"name":"Factory—-Reset",
"type":"esp.param. factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} ’
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
(N oiakzn)
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(8L 7))
"read",
"write"
]
}
]
}I
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"TZ",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
]
}I
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
}I
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
JI
"bounds": {
"max":10
}
}
]
}

AT+RMPARAM: 4% 5 5icdf:

peEaA Uik
RS S-RANIIE S

Py
A

AT+RMPARAM=<"unique_name">, <"param name">, <"param_ type">,<data_type>, <properties>, <
—"ui_type">,<"def">
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Wi 3% ¢

OK

e <” unique_name” >: B ME—FRIHA .
e <” param_name” >: ZE4FR.
e <” param_type” >: S(EH ., {5 S% Parameters,
o <data_type>: FJEZA,
— bit 0: boolean,
— bit 1: integer,
— bit 2: floating-point number ,
— bit 3: string,
— bit4: object,
— bit5: array,
 <properties>: E{IEFR .
— bit 0: read,
— bit 1: write,
— bit 2: time_series,
— bit 3: persist,
o <” ui_type” >: Ul A, {%2:% Ul Elements.
o <7 def” >: BRIAMH.

e
o HA NAZTE B 5 1%E4% I RainMaker =2 BitAT (752% AT+RMPROV 53 AT+RMCONN ) ,
* HIRSE <def> LS4 <data_type>. AT ALNTRRA.
* ¥ERainMaker % 542X 1, HAFFE—NSE ORI & a2 AT+RMDEV T3 NPT S ERIAS L) .
WERAER S FAAEZANSE, WIGHERE A RainMaker % 1% 45X,

il

AT+RMPARAM="Light", "Brightness", "esp.param.brightness",2,3,"esp.ui.slider", "50"

AT+RMPARAMBOUNDS: [ S B0 MIE

BEmA wmA

’AT+RMPARAMBOUNDS:<"uniquefname">,<"param7name">,<"min">,<"max">,<"step">

W

’OK

e <” unique_name” >: P ME—FRIHA .
o <” param_name” >: ZHZFR.

e <” min” >: H/MH.

o <” max” >: HIMH.

o <” step” >: HHHH.
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v
o A MIZAE B ER: [ RainMaker 2 HiAAT (i§2% AT+RMPROV 5 # AT+RMCONN ) .
o ZAT 4N <data_type> (B FAT+RMPARAM WY <data_type> Z4{) A integer B ¥
floating-point number )41 . EFEZSE <"min">, <"max"> fil <"step"> VLfL <data_type>,
AT AN ER K2

il

AT+RMPARAMBOUNDS="Switch", "brightness™,"0","100", "1"

A PATINZ 5,7 bounds” Sk HNABESE “Switch” ) FHAENEBLALN R 7R JSON A% RARAE (55
Jit B it 2% AT+RMNODEINIT ),

{
"name" :"Brightness",
"type":"esp.param.brightness",
"data_type":"int",
"properties": [

"read",
"write"
1,
"bounds" : {
"min":0,
"max":100,
"step":1
}I
"ui_type":"esp.ui.slider"

AT+RMPARAMSTRLIST: [0] 7452 5o I 40 53 51l

pEmY mA

AT+RMPARAMSTRLIST=<"unique_name">, <"param_name">,<"strl">[,<"str2">,<"str3">,...,<
—"strld4">]

W

OK

e <” unique_name” >: FHEME—FRIHEL.
o <” param_name” >: ZHZFR.
o < ostr” > FEAFERERPI A

vei
o AN IZAE B ERE [ RainMaker =2 W4T (#5235 AT+RMPROV ¥ AT+RMCONN ) .
o AT MUE AT <data_type> (IEZFHAT+RMPARAM Wi <data_type> Z%k) H string [ S5k,
HEHRSE <"str"> PLL <data_type>, AT R&MNTRKGE.

il

AT+RMPARAM="Light", "Color", "esp.param.color", 4,3, "esp.ui.dropdown", "white"

AT+RMPARAMSTRLIST="Light", "Color", "white", "red", "blue", "yellow"
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EMAPATIINZ J5,” valid_strs” 2P A &% “Light” v, FHAENFRLAL T B~ ISON &R ARfE (T
S B 1 2% AT+ RMNODEINIT )

{

"name":"Color",
"type":"esp.param.color",
"data_type":"string",
"properties": [

"read",

"write"
]I
"valid_strs": [

"white",

"red",

"blue",

"yellow"
]I
"ui_type":"esp.ui.dropdown"

AT+RMPARAMCOUNT: %8 S 5miin Koo =5k

pEmY mA

’AT+RMPARAMCOUNT:<"unique_name">,<"param_name">,<array_count>

W i :

* <” unique_name” >: FFME—HRIHL .
o <” param_name” >: Z4Fr.
o <array_count>: {4 E KICESL.

el
o LA A MNAZTE B L RainMaker 5 Z Bi#AT (1§53 AT+RMPROV ¥ AT+RMCONN ) .
o LS N <data_type> (S AT+RMPARAM W) <data_type> Z%k) K array IS5,

HHRSEL <array_count> JUE <data_type>, AT AN,

il

AT+RMPARAM="Light", "Color", "esp.param.color", 6,3, "esp.ui.hidden",""

AT+RMPARAMCOUNT="Light", "Color", 5

B PATHINZ G ,” bounds” LA B s “Light” o, FHAENFBLALIN BT/ JSON A8 fRA7 (1A
Jit &1 2% AT+ RMNODEINIT ) ,

{
"name":"Color",
"type":"esp.param.color",
"data_type":"array",
"properties": [

"read" ,
"write"

Qi3
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1,
"bounds" : {
"max":5
by
"ui_type":"esp.ui.hidden"

AT+RMUSERMAPPING : JF 53 PR s 2 iy g5t

peEmY mA

’AT+RMUSERMAPPING:<"user_id">,<"secret_key">

Wi i *

[ox

AR PRI R Z AR 520, AT 1R 1] :

’+RMMAPPINGDONE

S
o <” user_id” >: I RN
o < secret_key” >: %4H,
]
o HHIAERITIZ G2 B £ B 4535 ESP RainMaker 7, 5% AT+RMCONN ,
o LA A PRUEBIR ST . B AE R T B % i B RS 25 (Phone app/CLI) .

AT+RMUSERUNMAPPING : 55 H Ry s 2 [y g

Params wa:

’AT+RMUSERUNMAPPING

W i <

|ox

AT+RMPROV: FERIJT 52 T R iz e s

BeEmA A

’AT+RMPROV:<mode>[,<customer_id>,<device_extra_code>,<"broadcast7name">]

Wi i ¢

’OK
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o <mode>: I,
- 0: FFUSECM, FHFEAERCM S FF 5 M PRI 2 1) R o
- 1+ {5 IERECH .
o <customer_id>: Z RIS, HTXRAARRNE . JEF: [0,65535]. WIERIRAE(H ] Nova Home,
i RARKAT.
¢ <device_extra_code>: ¥£4mid, T app BoMEFRIHE & E bR, JEE: [0,255].
* <” broadcast_name” >: H & AT RIS AFR. JEE: [0,12]. BAL: FY.

AT+RMCONN: 34:$:%] ESP RainMaker z;

BEae @

AT+RMCONN=<conn_timeout>

o] o7 =
AR B8 ) 1% H2 3 ESP RainMaker 2, AT j& 1] :

+RMCONNECTED
OK

NS5 451632 ESP RainMaker 2, AT & [H]:

’ERROR

Piran s wa:

’AT+RMCONN

W] 3 :
AR B8 1Y) 1% H2 3 ESP RainMaker 2, AT j& 1] :

+RMCONNECTED
OK

N5 451632 ESP RainMaker 2, AT & [H]:

ERROR

B
o <conn_timeout>: JEEESABIIIE] . JLR: [3,600], PAfNZ: Fb. BRINE: 15,

AT+RMCLOSE: J:ZjliJF 15 ESP RainMaker 2[4

Pira s wa:

’AT+RMCLOSE

Wi i ¢

’OK
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Bl
o N AT SWIT S SRR, A& TSRk +RMDISCONNECTED KIS, R BR&
NS WIS, AT 424l +RMDISCONNECTED HiH .«

AT+RMPARAMUPDATE: Z:%¥ ¥t

B A

AT+RMPARAMUPDATE=<"unique_name">, <"param_namel">,<"param_valuel">[,<"param_name2">,
—<"param_value2">, ..., <"param_name7">,<"param_value7">]

W i <

OK

e <” unique_name” >: EFGME—RIH
e <” param_name” >: ZH(4 .
o <” param_value” >: ZE{{H.

o BH <"param_value"> WHIILE AT AT+RMPARAM H55 <data_type> I EHIZEAL,
s ZWMAHE I I5AZ%, B 14 <"unique_name"> + 7 > <"param_name"> + 7 />
<"param_value">,

o B AT QW RIEN/NT 256 F7 . WERVRAEE BB S BOR, W B AT+RMSEND 654

il

AT+RMPARAMUPDATE="Light", "Power", "1"

AT+RMMODE: B LR

BEES s

’ AT+RMMODE=<mode>

Wi i ¢

’OK

o <mode>: fZiizt,
— 0: RainMaker “&i@ £ 12X,
— 1: RainMaker £ 1E422X,,

Bl

* ¥£RainMaker & 154 X, 1, HAVGFE— NS (R GASAT+RMDEV AN S BOASED)
WIRIER S FFEZANSE, WIETEE A RainMaker % 542X,
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AT+RMSEND: {f RainMaker a1 4y nk RainMaker & {5 & L5

BeEMA Hyhe:
{ERainMaker 538 £ 4 3 X, W& 82 KB R B -

O e
iy

AT+RMSEND=<"unique_name">, <"param_name">, <len>

W )7 :

OK

>

EiAm Y FIR AT B2 ME R IR TRE , IR AT DA AR, 24 AT Bl s i 8die K LA 3 <len>
Ja, Rl

Recv <len> bytes

MR EIREA RN E, RERARN

’SEND FAIL

WA O h Kok, ARG R ZR ] :

’SEND OK

Parin A Thik:
B A RainMaker 51512 X,.

AT+RMSEND

W i ¢

OK

>

g,

ERROR

i ARainMaker 515+ X, . 245 A—4) +++ B}, ESP32-C3 X§2xiR H RainMaker % 15 42 X, " W5 &
BRI WERDERE L AEE T 4 AT 4.

S8
e <” unique_name” >: iXFGME—RIRS .
e <” param_name” >: ZH[(4.
o <len>: HEK . KEMEBLT RAM Kb, RT] DA AT+SYSRAM fiy4 25 1)) 43 7] il RAM
Ko

Bl
* fERainMaker F X W, RAVFIE—DSH (ML E iy AT+RMDEV FET mEASEL) .

WAL A TAAEL B, WIEIEIE A RainMaker 35 £ A X,
o WRAFEFINEH ZANSH, S %AT+RMPARAMUPDATE fii %
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AT+RMOTARESULT: [|-i# OTA £t

B A

’ AT+RMOTARESULT=<type>, <"ota_job_id">,<result>,<"additional_info">

Wi i ¢

’OK

o <type>: 4%,
e <” ota_job_id” >: OTA job ID.
o <result>: OTA %%
- 1: OTA #Ff7H,
- 2: OTA 2.
- 3: OTA %K.,
— 4: OTA Y1 HFETPIEIR
- 5: OTA T R gl 4
o <” additional_info” >: OTA RZSHIMINER.

L]
o I HiE H T 324 MCU OTA, %I ESP32-C3 Wi-Fi OTA, %4 A3 ik OTA IRE.

AT+RMOTAFETCH: 3kHl OTA 1 5L

Wiif s @

’ AT+RMOTAFETCH

W

’OK

el
o Xf T FE 4% MCU OTA, ESP-AT 2% 57 BIRF 82 4 3 19 OTA {7 B & i 3 3 48 MCU, #%h
+RMFWNOTIFY:<type>,<size>,<url>,<fw_version>, <ota_job_id>,
- <type>: {5, ESP-AT i 2¥E 40,
<size>: 35 MCU OTA [/, B 5,
<url>: F# MCU OTA [H{4 F# URL, {R7] PAITAT+HTTPCGET €54 3% F # [ 4
— <fw_version>: F:#3 MCU OTA [ {4 4,
<ota_job_id>: 4% MCU OTA job ID. /7] PANFTAT+RMOTARESULT x4 4% OTA 45
o X%FT ESP32-C3 Wi-Fi OTA, #4i4 Hzh#hfT OTA, ESP-AT 2 OTA WS AT £ MCU, 5=
“H +RMOTA: <status>,

- 1: OTA #f7H.

- 2: OTA 3.,

— 3: OTA 2.

— 4: OTA #hy HFRFAER .

- 5: OTA i T HEAh e R B4
o &% RainMaker AT OTA 3% & T U0 13 ESP RainMaker 7 523 OTA.,
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6.1.2 RainMaker AT 75§

AL BN A RainMaker AT & %5 L, HHRMHE ESP32-C3 #i# b fTiX 2ban & MRl .

A
JEE R AR AR X T %453 RainMaker = 34T ) 04815

BEHEAERR T %13 RainMaker = 3471 04813
FUT A P Ao B2 W) 0 o 44

s
SREHLHE T — A7 L Nova Home JAI S 4 HEA7A2 1. #7T DAE 3 Google Play (Android) 5% App
Store (10S) F#k. 76 CHFRRBIT, BRI Nova Home (BiA: 1.6.2) 1% .
FEVCT G ABER T YEBES] RainMaker 233047030 1

1WA

ESP32-C3 G4k i -
e

’AT+RMNODEINIT

Nl . <

[ox |

K
TS PITININZ )5, R EARAE N AR . WU ILAY Y SR AT

{

"node_id" :"XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":{
"name" :"ESP RainMaker AT Node",
"fw_version":"2.4.0 (esp32c3_MINI-1_4b42408) :Sep 20 2022 11:58:48",
"type":"AT Node",
"model":"esp-at",
"project_name":"esp-at",
"platform":"esp32c3"
}V

"devices": [

i

"services": [

{
"name":"System",
"type":"esp.service.system",
"params": [
{
"name" : "Reboot",
"type":"esp.param.reboot",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 14
Q)
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(8L 7))
{
"name":"Factory—-Reset",
"type":"esp.param.factory-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
} 14
{
"name" :"Wi-Fi-Reset",
"type":"esp.param.wifi-reset",
"data_type":"bool",
"properties": [
"read",
"write"
]
}
]
by
{
"name":"Time",
"type":"esp.service.time",
"params": [
{
"name":"Tz",
"type":"esp.param.tz",
"data_type":"string",
"properties": [
"read",
"write"
]
} 14
{
"name" :"TZ-POSIX",
"type":"esp.param.tz_posix",
"data_type":"string",
"properties": [
"read",
"write"
]
}
]
} 14
{
"name" :"Schedule",
"type":"esp.service.schedule",
"params": [
{
"name" :"Schedules",
"type":"esp.param.schedules",
"data_type":"array",
"properties": [
"read",
"write"
] r
"bounds": {
"max":10
}
}
]
Q)
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}

2. JRME S B e, (Tik)
Fan, ESP32-C3 45~k “serial_num”, {H>A “123abc” 7))@ M2y S .

i

’AT+RMNODEATTR:"serial_num","123abc" ‘

Wi K7 -
[ox |
AR
R PATIING , B B R A By S .
{
"node_id":"XXXXXXXXXXXX",

"config_version":"2020-03-20",
"info":0bject{...},

"attributes": [
{
"name":"serial_num",
"value":"123abc"
I3
} 14
"devices": [

1,
"services":Array[3]

}

3. WI— i
BN, ESP32-C3 fSfn—A iy, WaME—tni4h “Light”, &M P8 “Light”, Ba&2RHN

“esp.device.light” ,

%
’AT+RMDEV=O,"Light","Light","esp.device.light" ‘
Mg |3«
[ox |
BiH :
A PATIINIG, B RS e
{
"node_1d": "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0Object{...},
"attributes":Array[1l],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
(FITakE:)
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"read" ,
"write"

i

"services":Array[3]

4. A IS
Bin, ESP32-C3 s/ “Power” #1 “Brightness” #| “Light” &£5H1.
SR N “Power” , ZHIALN “esp.param.power” , FHEIEALN bool, AR ATEMT, UL KA
“esp.ui.toggle”, ERIAE K false ( “0” ).

’AT+RMPARAM="Light","Power","esp.param.power",1,3,"esp.ui.toggle","O"

M B <

[ox |
844N “Brightness”, SH2%1°) “esp.param.brightness”, Z{HEISAL N int, IR MEEME, UL
Iy “esp.uislider”, BRIAEN “507,

iy
’AT+RMPARAM="Light","Brightness","esp.param.brightness",2,3,"esp.ui.slider","SO"
N . :
[ox |
LK
B PATIIG,” Power” ZH1 “Brightness” S AR &4 .
{
"node_id" : "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0bject{...},
"attributes":Array[1l],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
} ’
{
"name" :"Brightness",
"type":"esp.param.brightness",
"data_type":"int",
"properties": [
"read",
"write"
] 14
"ui_type":"esp.ui.slider"
Q)
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"name" :"Power",
"type":"esp.param.power",
"data_type":"bool",
"properties": [

"read",

"write"
] 14
"ui_type":"esp.ui.toggle"

}
J 4

"services":Array[3]

}

5. ST 52 R A R 22 T R e df o
{# ] Nova Home app 1F R 7% 13 o

AT+RMPROV=0

i B -

WIFI DISCONNECT

OK

i ESP32-C3 Z HIC & 1EH:— 1 AP, Wiy oWt Es: . 257 app f1 b, I PASE
“+” #4ll > Add Device, #R)5 app j\_J:_J‘_ Bluetooth LE 94 & 7s & BLAY 14
—[Eu% 47 Bluetooth LE B, 7F Connecting Device FE&EH i A SSID FI%S . Z G HECM I

TEEI_JE’J SRR FIRC M B IG , R G

WIFI CONNECTED
WIFI GOT IP

+RMCONNECTED
+RMMAPP INGDONE

Ja AT DATE app L% B A )44 A B ] .
6. E%ﬁ?”%ﬁl
AE app [ R/RAT PR N K PPIRES . B “Power” SECKHEMCH true ( “17 ).
ﬁﬁ/\

’AT+RMPARAMUPDATE:"Light","Power","l"

i B«

’OK

Z G DALE app 1 F BT PR S K PRSI BT RS
7. JE%ET""FE'LV\%
AT DATE app A HIATHRIRAS . AN, Z50] PRRHT BRRAS B4 T RS DI 21 & RS . 24 ESP32-C3
%%@U?’ﬁ% HER, FRERN :

+RMRECV:Local, Light,Power:0

8. {zjj Eﬁﬁﬂ: 5 ESP RainMaker 7 1954 .

ﬂP?
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)

7:28 PM 2 P @+

of

My Device

Add Device

Welcome to Add Multiple Devices

S

home > {z
(7
& Scan QR code
Add Your First Device!

Tap the button below or on the top right.

L 4 @

Home Room Scene User

& 1: Nova Home FRMIE4S
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5:07 PM 120 € AT @

Add Device BLE =

Scanning for devices nearby.

PROV _

ALL Device

@ Lighting

Socket

Switch

Fan

@

Sensor

&

Router

m) [E

Garage Door

| 2: Nova Home & I %45
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5:08 PM "2 ) P2

< Connecting Device

Q Configuring...
Q Registering...
Q Completing Setup...

Tips: Please place the device near your Wi-Fi
router.

& 3: Nova Home FF4&TC
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5:09 PM "2t [ AR @

My Device

Welcome to

home >
Common
light
Common
[ ®
Room Scene User
¥ 4: Nova Home % 4%
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8:32PMZ¢ @ O =@
My Device ~+
-
Welcome to ' I .
home > P Sy

Ccommon
Light ©
Common

A [ @

Home Room Scene User

& 5: Nova Home & UCkT IR TS
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’AT+RMCLOSE ‘

N . :

Lox |

TEEAEBLA F %EH;: 8] RainMaker 25854 11 ) i

1.

2.

HIHRALAT
EEEEE kf’%é]ﬁi’ﬁ%#@%@] RainMaker = AT i - 045815 /R0 PR A48 10357 &
JEPERG B EAE. (AriE) i

1v

WS % -5 B X T #3525 RainMaker = W ayia s RO TPRE S AR AR,
WA

WS xR A X T #4238 RainMaker = #4714 $#-09:815 /BRI e — A5 &
A IR IS

TERainMaker &A% 42X 1, RAFFE NS (MLE S AT+RMDEV TN s BRASE0) .
WERAER R TAAEZ N SE, MIJCE#E A RainMaker i% 1% 45X,

i1, ESP32-C3 ¥l “Power” 413 “Light " X £ # . 25042}y “Power” , 2425 5 k) “esp.param.power”,
BT R bool, FUFRMIEAIE, UL KA. “esp.uitoggle”, BRIAE N false ( 07 ).,

’AT+RMPARAM="Light","Power","esp.param.power",l,S,"esp.ui.toggle","O"

i . <
Lox |
BiHA :
A PATIING " Power” SRS B H
{
"node_id" : "XXXXXXXXXXXX",
"config_version":"2020-03-20",
"info":0Object{...},
"attributes":Array[1],
"devices": [
{
"name":"Light",
"type":"esp.device.light",
"params": [
{
"name" : "Name",
"type":"esp.param.name",
"data_type":"string",
"properties": [
"read",
"write"
]
} 4
{
"name" : "Power",
"type":"esp.param.power",
"data_type":"bool",
"properties": [
"read",
"write"
] ’
"ui_type":"esp.ui.toggle"
}
]
}
(N oiakzn)
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(£ L£50)

1,
"services":Array[3]

}

5. PATHC 52 B PRI S R A A
WS L@ AR X T £ 453 RainMaker = 34717 3043812 RBIHR I RATECR 5 T A F Fo
B Z ) ek 5T,

6. B,

’AT+RMMODE=1

W

’OK

7. Kk

’AT+RMSEND

Mg 3

OK

>

I DAE AR AR, FA L T AT YR BT AR, FA 0 RTRARFAT U] AT AR

8. 1k Ak K .
Y AT B E A — G +++ I, RGEB H RainMaker 51542 X, B 2SR F—F, F
KB —2% AT 4o WER, WSREHNEERA +++, AT RER A ALK A GERER 51 0 HELE

B =+

WwE: i H+++ 1R tHRainMaker % 15 42 X, W] 8| RainMaker 5 3@ 1% iy 42 X, 0] PLER R A H
AT+RMSEND iy A B RainMaker % 145X, ,

9. FFWiFF5 ESP RainMaker 75 [ 1%:4% .
TGS 48 542 X T £ 4% %) RainMaker = 347 7 043813 R BIHP ) 220 47 I &5 ESP RainMaker
=hyiEdE,

PATHD R R Z R

1. 58 Wi-Fi i34 station,

’AT+CWMODE:1

Nl Y -

’ox

2. FEHEEIH S

’AT+CWJAP:"espressif","1234567890"

Wi K7 -

WIFI CONNECTED
WIFI GOT IP

OK

Espressif Systems 386 Release v2.3.0.0-esp32¢3-791-gbe3325688a
Submit Document Feedback


https://www.espressif.com/en/company/documents/documentation_feedback?docId=4287&sections=&version=Release v2.3.0.0-esp32c3-791-gbe3325688a

Chapter 6. 55 =77 £ #il{t. AT iyl {F

Vi :

&% A SSID I AT el bk ar & PR R] . 6 S 2% B #5119 SSID FIHH
3. WAL R

W% E-fil i #%\Tﬁ%cé] RainMaker 2 HEAT [ 40491845 TR GBI B #4607 &
4. JEtkfE BaRE. (Wik)

WS el ALK T %42 5] RainMaker 7 #4711 09 815 7RO B2 15 G401
5. W—ABE

B LB X T 4452 RainMaker = 347
6. B IS

W% {5 iR 40 MK, £ 425 RainMaker 7 #4710 491815 RO HI63 &b Ao S,
7. %335 ESP RainMaker 7=,

e

TR a0z RBI RS e — A% &

\A

AT+RMCONN

W

OK

MR MINEE S =, RGERI

+RMCONNECTED

8. JFJe PRI s 2 (Rl A LS
IRFEPLL T REST APIs #:4F RainMaker J5E IR %5 -
BRI PAE S API /{version}/login #j A user_name il password ¥3REL accesstoken., ZJ5
T PA AT Authorize ¥4 RH ANIZRELE| 1Y accesstoken,

m /{version}/login Handie login or extend session request from the user Py
This API will be used by the users to Login to RainMaker or to extend an existing session
Name Description
version * reauired
string API Version (Current supported API Version is 'v1')
(path)
vl
Request body 97" applicationijson v
username and password for Login
User Login ~

{
"user_name": “username@domain.com”,
“password”: "password”

¥ 6: REST API & [ifi

1% F§ API /{version}/user #£BY user_id.

P2 %5 8 1 API /{version}/user/nodes/mapping ¢ # Bl request_id. #F & fr~, ESP32-C3 ¥l
node_id f “84F70308E0QE8”, secret_key H “test”

)5, 8 AT+RMUSERMAPPING FF )5 B PRI s 2 (8] EI’J@%ET
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200 Response body

succes
a eraMQlDLIBUUlLathDUlhT!HBcJNéHVZlHkaZHG(lZa)RENHEYEQ‘FcLJ TWmR2bOUIT iwi YWxnIjoiULMyNTYifQ. eyzdwli0iI3ZjBiMTkNy6OY]IhLTOyN;jktOTOwOCBANZ WM c1ZTBhNDKiLCILbW

FpbF92ZXIpZmL1ZCT6dHI1Z5wiY3VzdG9t0m1haWS6YWLuZXTi01 InYWxzZSTsImN1c3RvbTphZG1pbiT6InRydWUiL CIpc3Mi0iJodHRwezpcl 1uvY29nbml 8by1pZHAudXMt ZWFzdCOX Lt YXpybmF 3cy5jb21cL3VzLWVhc30tH
V9rV300TTZNZkQiLCIjdXNObZO6dXN c19pZCI6TkdpdEN1YLOUTWE2QUI5HTK2SGpXbLI rWWRXZKSLTiwiY29nbml @bzplc2VybnFtZS161jdnMGIx0TQ3LTRiMmEtNDI20S05NDAALTg3NzAYNZVIHGEBOS TS InF1ZCI6IjYwaTZr

Zj1yanVidHFucTVtbnlhcXY21iwiZXZ1bnRfah0i0iI2N2EINTFLZSBzYTYOLTO2HZ I t0TYwYy1iZGN NzQzNzA1YmE] LCIOb2 tLb191c2Ui0ipZCTSINF1dGh fdGLtZSIGMTYZMDTwMze2NCwiZXhwl joxNj YuMjASMZYOLC]
PYXQi0jE2Nj AyMDM3N} Qs ImVtYW1sT joidHhfZGFueWFuZOAxN]MuY29tInd . LB7SLQihXeXVh_Fk0-dugP-pwORXF1T8GtOyb03_94oro3fWX4kpDTE_Kj_2C58fk_LI3t97tz_65DttZnD3YuZWKuTOzCHFHvT2HoezswqDCY5LhD
ALTuSrDWM5uMEX6rx)4nRUMIBIXEH_dOHIBbMLSx- TbIEAZTg d--8jRdL57q07vT_EqZ0-ndoonfo2hxGR7S4BonSS rnkRHAHMBK7Jr IAthHOZS_sbQ-8vY778MUATV6Yo0zpoaM32kta-40iKKZTOy YPIaMWEL CCPFLWA tFu

0GajCOg9etkIpP2ZcgqzAndb7H5 Ll BIGol 0zkj

ccesstoken” ”ey:rawuluuquxormsrrwrrznumurhmatmn1w:n4ussuv1v3kxuun1wsu1xa;ugnmvmnnmuwyurvlfo eyJzdWIi0i13Z1BiMTkONyBOY;InLTQyN] kt0TQWOCO4NzZCWNjc1ZTBRNDKILC
IdmVudFIpZCIELjY3YTUIMWVLLTNRN] QtNDYZzMiB5N]BjLWIkY2ZM3NDM3MDViYSIsInRva2VuX3VzZSI6ImFjY2VzcyIsInNjb3B1IjoiYXdzLmNvZ25pdG8uc2 LnbnlulnVzZXIuYWRtal4il CJhdXRoX3RpbWUi0jE2ZNjAyMDM3N
jOsInlzcyl6Inh0dHBZ0LwvXC9jb2duaXRvLWLkcCS ey 1LYXNOLTEYW1hen9uYXdzLnNvbVuvd XMt ZWFzdCOXX2 tXe RNNK LnRCTs InV4cCIGMTYZHD 1uNzH2NCwiahlFOLjoxNj YuM jAzNzYOLCI Gk 01 T3M02ZTNINS 1i0TZn
LTQ50WI t0DYxZCOz0GVAMTLiY2UwMnYiLCJ] bGLLbnRFaWQi0iT2MGk2a2F ] NWYS5 cmpl ZXRxbnE 1bW5 tYXF2Ni s InVzZXJuYWILTj 0iN2YwY ] ESNDC tNGIyYS0BM] Y5LTkOMDgtODC3MDINWUWYT  16.u0BMEq4VQ0ngLnGzHWd
dLsYcML5TGDRXSAFVIJa8APRpIh1IzPOP2YutsEy75a6AoxjZhvRyxWktgD7BmZECmz4Hz1U35bkhbRD - 2Ft5pw3Gxke] lSqu_rhNkfﬂIRMD’lﬂquZI:uZHAIfI'-VZlKnQththzvnH_yBSEH[HEF_::HUE::G!IHZINB!HI’S;SEFV]FR
bBKBX3w40yM5SIne_tzhOehsCHuoSIguSDhrhIFDWWYSM22ZbK34rZUScLMihw_7SBLSpYThHNm-LijwfUvrwgEnQQtzHChViduOPqqv336LuverBIHXt YidacFgmaRZKPTxawn2uDIm03r9-tyA" ,

“refreshtoken”: "eyljdHki0iJKV1QiLCJ1bmMi0iJBMjUZRENNTiwiYWxnIjoiUINBLUSBRVA1TQ. UUWMGQSmBMOFBIVONTY_mmHAYbYGA2yob0Zs W] IPbvzeNnShwhecR6h1960K_kJzeFyMoaQWoGzCX5Tn6LsxwlujObTr
85MkGHEQkcac6tFtGKBYObIFHZYmi3 jD4gM1Mm5 3qTBZ2hbmQNWeUL - F_cW180x42YF4py fBfX27dS9vgd9dDyxEW304HgZSP2cRjBAhON_OB \lSYﬁ1er13Kh[EBrry[Eaf1 chK_0 IIYB]KlhaBﬂNlEf»lY’lﬂdSAGﬂlF‘(hqﬂnlL
€1kbHGWsBRghLTjuBn4uT -NPCAVuxsal g1IsD}(hI\'.'UmRHUcuOowungV\‘dDBrhSSPS 0ZYA. 1eIN1G3AVVVMWISh . ykzU7 i6MIPfOvCS9406RL - XA45nuBN TKOPby 36CanSLgpcGqDkkyU2v-r -kkNKnkELHgIaCNy IRP3mBCRH
gWyTqup6ejr-KESe 6 9 KDm-0hL3FZMse5zUPYcvA9snudlquyKaVHIFOF ibwUKVWUHAHYSWAN24FGvx87 -2tn0_BCDYcOD19EBLrFZXcA_ESVOMVPSNgC-NI54ZkdckQEaLsTcbBIr
£rd8q3rnIXLvihE cLULIAWCUDUNANiLbsE4tgBI2OMS _PGbCaG3P- CTHxVikvEfEEORbbETnqLIVWBNNNaxxi0z01E IKMDUuHihWe1 42 TXSLIUoYAIuBThoRS40P 3ovo,_78IXrD2bIBBIVIREDIVHIZStVTZ3ZFGdfyaBYK2SHN
YvsxU2F2cqIGqUNUTXWISE irdTyxOg 3zcypIBBpRTZCScAoLnX36rIZ5q4KgonsGIhd62-u51KBhXFYOnVpaC2gCuHul Lx JHneQOEAIMXE1dXbd076nSnH3Zvr TpYqsbFX_yOntPBsXVnlwAaH-ToaN4d 0XgBGnyAKORib7CESZ
j50buByd90XjZxVz1RK4UVAITIZuhTc 65u-6 6. ‘ j ! e UFNQbX fkz1w0zzXGPLmaYrVih706Y-NtYIKX vSPXjq-f
mE_iokqzoDbd4-fDVQ_GPj5EmbHIjVyGkz1B18033pciFI3KNCI5Gc7GATyPhBIBK_B_sGyNk3DGgAmqDksy1B-nPtxTKrPnFFMZTEHNpNKKAD_51TFocddgh8Z-12UGUS5_BytRDAAT1KdpSxXnb9YNTLO3ZTtXql2cPNruJWAKGdX
tg0jZe2sz9uEqYQSpZAUalwAGIPrDrAGHX2SyVCHs 1LGEVPBWODpreUBBs CZFXrrsc_HY2EULAOW2pdPiHLKBAAKt3MbSqcBTwWX3DWeN24wg7 ziibkc5MtASRGyo9EBDNYT oII2D9 LBkobpEZ78hbKOzeYNt1K3 f0w-RKWSRFBnYS
WCXK1ESETSx2koTVKBBWNYVZIINGE3wxDn1QEDX TUsokq3Ag3TkQn JwohECs PXNGJ5PAAPCFULPT FSmBzuwD1Yz6MbsOxPF2s fur4MX100t 50kdBP1X4fCF1-0BhORGFygp5XsDIQ91 63H_Jo9gn5RT7CSAEmryMot. eFnWouRRnA
VGVDk1el9wnsMGNIdy9216ncB-zoLT4. MCYSTTHG_UYQSWKHO1Li7u" £ Download
}

Response headers

content-length: 3980
content-type: application/json

K 7: REST API 5[] 4t

Available authorizations

AccessToken (apiKey)

Name: Authorization
n: header

Value:

Author

I 8: REST API %741

/{version}/user Fetches the details of current user A~ &

This API fetches user_id, user_name, super_admin flag, URL of profile picture and name of current user.

The super_admin flag is returned only when the user is a super admin, in other cases, it will not be returned in the output.
Also the picture_url and name are not returned in the output, if it is not set by the user.

Parameters Cancel

Neme Description
version *
string API Version (Current supported API Version is 'v1')
(path)

vl

custom_data
boolean When true, will feich the custom data of the logged in user

(query)

[ 9: REST API $EUH P40
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/{version}/user/nodes/mapping Add or Remove the User Node mapping ~ @

= You can oplionally specify tags and metadata.
- Nodes can be searched by tags.
+ litags are not provided in the request, and esp.location is present in the user's custom_data, then all the keys starting with esp under it are converted o tags.

Parameters Cancel ‘ | Reset

Name Description

version * reauired
string API Version (Current supported AP Version is 'v1')

(path)
vl

Request body "¢ application/fjson v

Add or Remove User Node Mapping Request Parameters

Examples:
[Modified value] v

1
"lmde_il!": “84FTB3BBEBES",
ecret_key": "test",
“operatIon”: “add"

& 10: REST API #;H{ Request id

AT+RMUSERMAPPING="GitHub_ XXXXXXXXXXXXXXXXXXxxXx",6 "test"

M. :

OK
WRWL e, RETIR A -
+RMMAPP INGDONE

2 I, 4TOME app LBHTHET AT SR
B
i S RBRIEMSIRY . W4T 25 3 A 45 (Phone app/CLI),
9. ik PRI R WU, (1T30)
o
AT+RMUSERUNMAPP ING

iy B«

OK

6.1.3 RainMaker AT OTA 514

ASCRIFEME TR Y RainMaker AT 445 7R BISR UL H I AE ESP32-C3 _Li/t4T OTA JH4¢.

e F 4 MCU OTA
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* Wi-Fi MCU OTA I

Wi

24457 ESP RainMaker Dashboard 33 2 #h OTA il & 5=

e Force Push: H 3714, ESP RainMaker ~37HI N &% —4% OTA 5 2.
* User Approval: il Pl . F P55 2T _E#IA S 74 fE#:0k 3] ESP RainMaker 5 T A1) OTA
HE. ()
W HT 3 MCU il Wi-Fi MCU 3 37 #7181 ESP RainMaker 7= 347 OTA J}-4

« k¥ MCUOTA: OTA [{: /I KT+ E45 MCU.
* Wi-Fi MCU OTA: OTA [l {: ]k 744 ESP32-C3.

1E OTA i e, fFAELAT 5 kA
* OTA #Hf7H.
« OTA 3.
« OTA 220,
o OTA ¥ FIFEFHER .
o OTA T IEFh R B AR 4

o

* AT+RMNODEINIT 4 ERIAFF 5 OTA k%5
o HAYE& FIRE) OTA Ry oTA R Boli# oTA W T E£M R EH LN, mimd 2 OTA job
WSEEN TR

J:# MCU OTA

5 MCU s a2l H OTA T+l .
A OTA JiAE nT AT VAT =B

. R G
- FHEM

* L3R OTA #5 R

AR ESP-AT BUASBEh I OTA {55 . Rt n PAZEZhIATAT+RMOTAFETCH iy K ARHL
OTA fFE..

1. $H OTA fii .

’AT+RMOTAFETCH

i -

[ox |

SR = AF AE K 58 B OTA job, ESP-AT 2% 37 B X5 2 0 2| 19 OTA 5 B & 3% 3| £ %
MCU, #&3} +RMFWNOTIFY:<type>, <size>,<url>,<fw_version>,<ota_job_id>. 1§
%32 AT+ RMOTAFETCH 3KBUE £ OTA {411 4.,

+RMFWNOTIFY:0,1740880,https://esp-rainmaker-ota-315787942180-prod.s3.us—east-1.
—amazonaws.com/users/GitHub_TMo6ABIY96HIJWnNnRKYdAWENK/ firmwareimages/fnwHonS4g/
—AT OTA TEST 2.bin?X-Amz-Algorithm=AWNS4-HMAC-SHA256&X-Amz—
_.Credential=ASTAUTBTNTESPBAWFGEF32F20221114%2Fus—east—1%2Fs3%2Fawsd_reqid SLasd)
—Amz-Date=20221114T114202Z&X-Amz-Expires=86400&X-Amz-Security-

EspressngTSo% g WOCZRIVIXAZEOSR2EB2ER2ER2E %§§(§2F%2F 52 Fﬁe%lFegscePVZS.0.0—esp3203—79 1-gbe3325688a

FwEaDHkEHIt8cAKM633AF, L%A %'92F6M %iEPT /2B8g
—%2FNPuCgDF3xDY0u9kZ1LKr go@mé@?ﬁgmgﬂ ﬁ(@(%l WW7Y7WwrOh6iYrtUyhWpPoapDZYNKyesfQST
—%2BfFnWig7nDYMyaqYfezI02e60b50IEqW4aES58krGecO0F4TuMleG4ZkLX7skw
—%2BuSRkhVmMo4YmlrO%$2Bbi49%2Fel2DmETnX69inFXvdZqyQ4ws2T7YmDu%2BC
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(£ L0

FERE

1. ¥%'% K HTTP URL,
fir s

AT+HTTPURLCFG=1083

Mg K7 -

OK

>

F75 > Bl AT HE & cs 8k, BERHARTAT AR A URL, 2488 K2R E| 24 <url length>
A(EIS, RGLR M :

’SET OK

2. FEKEME

’AT+HTTPCGET:""

Nl B <

+HTTPCGET:<size>, <data>
OK

e, T4 MCU A5 H AL BRI S (1 (4 . 3525 AT+ HTTPCGET fin R ZfH ) .

kit OTA 4521

1. 4R OTA &%
e

’ AT+RMOTARESULT=0, "cpudraj3cxmAXuw8ER2GAe", 2, "OTA success"

M B -

’OK

Wi-Fi MCU OTA

ESP32-C3 5g 41l H: OTA iy H+gid e

7E OTA i dr, ESP-AT & H 3K OTA RS i =i, FfPA +RMOTA: <status> %3 |n) 345 MCU %
HUIRES . 5% AT+RMOTAFETCH 43K <status> (Z 4.,

Wi-Fi MCU OTA 3 )5, ESP-AT #[f] 145 MCU %1% +RMOTA: 1., ZEMZ )5, 2434 MCU % 3% AT+RST
B AT+RESTORE 4 & ESP32-C3, (¥ ESP32-C3 P HE RHE TR, WABHmEL.
Jods MCU BEICE] +RMOTA : 1 JE{E A iGN I A AT+ RST i 4Ty ESP32-C3 R 3

6.1.4 1Index of Abbreviations

RainMaker Normal Transmission Mode Default Transmission Mode
In RainMaker Normal Transmission Mode, you must first add parameters to the device. ESP-AT will convert
the parameters to the RainMaker data model and communicate with the cloud in string form (JSON format).
In this mode, you can operate multiple parameters of the device.
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RainMaker ¥ ill fE AR BOA L4
TEME A, B SEAE IR & N ININZS L, ESP-AT 25240y RainMaker ZdlafiiZd 5
DFRFERIES (JSON 3) AZ I . MM, T DARHR A T 102 S HUETHIE.
RainMaker Passthrough Mode Also called as “RainMaker Passthrough Sending & Receiving Mode” .
RainMaker Passthrough Mode only supports one parameter under the device (excluding default parameters).
The topic to publish is node/<node_id>/params/local. ESP-AT will automatically pushes the data
sent by the MCU to the RainMaker cloud in string form (JSON format). The topic to subscribe to is node /
<node_id>/params/remote. ESP-AT will automatically parses the data received from the RainMaker
cloud and sends the parsed data (string format) to the MCU.
In RainMaker Passthrough Mode, other AT commands can not be sent except the special +++ command.
In RainMaker Passthrough Mode, the scheduling service unavailable.
RainMaker E B KR “RainMaker i % & ik BRI
RainMaker % £ B XA L& R HAE DS (AEHFEBRASH) . £ £8 N node/
<node_id>/params/local, ESP-AT £ H ¥ MCU k£ EIELFAEIER (JSON #%R)
HE3% RainMaker Z . 7] % 38 H node/<node_id>/params/remote., ESP-AT £ H 3 M
RainMaker Z Ui OB OB BEATARAT . FFREBAT G B0 (547 at% ) ik MCU.
£ RainMaker BTN, [ TR Q+++, TLIRAIEHADL AT a4
1. RainMaker FEEHIT, EmFRS AT -

6.1.5 RainMaker AT 4%,

 ESP-AT RainMaker J}§ B 745 (3:3))
ESP-AT 2445 2245 H #2211 RainMaker JRAZEALEIHE . .

% 1: ESP-AT ji4 B 745

ESP-AT R & ;]

A AT JHE WS ESP-AT iF 8.4k % (£3))

+RMRECV:<src_name>,<device_name>,<param_nathSP<Airiif pafhidRainMaker = i) 1 5, 50
<param_value> A& FAFH

+RMCONNECTED RainMaker 1% 4515328 =

+RMDISCONNECTED RainMaker X458 s IF T 5 =1 i%ER:

+RMRESET RainMaker % #5322 U5 2 reset Jl 5. F 35 MCU
TERMCENE B B 3h AT A S AT+RST > H
JEEEER

+RMREBOOT RainMaker 1% %5322kt 2] reboot J5 B, . F 3 MCU
TERMCENE B B sh AT A S AT+RST K
JEEEER

+RMTIMEZONE RainMaker 1% £592:0 3] timezone Ji 5,

+RMMAPPINGDONE RainMaker T4 52 BT AT /5.2 ] g

+RMFWNOTIFY :<type>,<size>,<url>,<fw_version>RaitaMaiterid$ 45 i i 3221 2 ¥ F#5 MCU OTA

Es
+RMOTA :<status> RainMaker %45 %7 4 Wi-Fi MCU OTA RS
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Chapter 7

AT FAQ

o AT EfF
— ROGABLAIZA B H KA B, 4o T IRIRE ) a9 [E) 4 2
— TR AT B 4 25 2
- BWM L E 0y AT B 4ol T3 2
— hof b ESP-AT %RiF & k09 PR A bin XA+ 2
- ABuE T AT AR T 2 3FRE 2
o AT 04 Loi o
— AT 3% busy = H X )2 H ¢
AT B H, LB BEREF NG LERLED TEGEE, AH L ?
TR AR a9 BRIN AT B R 3R G A VAR AR G S MOAR AN B R TT 46 345 ¢
- % MCU % ESP32-C3 % &% AT w45 RikE, A H LA RE 2
— Wi-Fi ¥ (4T¥F WIFI DISCONNECT) % H1t24 2
— Wi-Fi § D04 Fo 5o bk B AR AR sk @
— ESP-AT 443 % ¥ ¥ ESP-WIFI-MESH ?
— AT % & 3 3 websocket 44~ ?
- RTH AT 4 4-H 3 2 = VA BB R = 7P ¢
- AT 4R T TVAR BRI E T R AT hE ¢
— T FHAR L BRINE A R L A2 T VA R B B AvthiF ESP-AT 142 5 L4y arb ¢
— AT G- B2k F A hofT 4L 72 2
— AT &P 2 U R BT A5 2 (BN 115200)
— ESP32-C31& R AT 1553t N5 1R X, 4o REJF0GH B W, ESP32-C3 42 L 45 4R ag 4%
T8¢
— KW F T T B P 5% hoTAE 48 notify #o indicate Th 4% 2
o R
- ERRIRA Ly AT B2 RS K flash % K 2
— AT B 4o fT 4 & error log ?
— AT fz ESP32-C3 #3248 k0% UARTI i@ 13§ Wy L5 ESP32-C3 454864 datasheet Bk UARTI % fip
—5?
o M
— AT Wi-Fi i%43360F % ) ¢
— ESP-AT BEJ ¥ TCP £ %% 0 K2 T 7 VAL 2
— ESP32-C3 AT %ok 8 o T i3X B AR 2
L)
— RESA TR AR IE O R AR AT p 4 ¢
ESP32-C3 AT 4ef735 % TLS ¥ A ¢
AT Bl fT15 7k TCP 354 2
ESP32-C3 AT % 4% PPP~%,?
AT Hof T AR X B & ¢
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7.1 AT 54t

711 RGBT IR AR, RIS T A B ?

WIERAT B+ TEAT B BRI R [, ST %5 B AR % -

o AR RIS IC B AL RO [ (- (R ESP-AT B A 2 5% ) o
© BF HILLAF LB EMH .

712 WARI AT [SfRDRES 7

esp-at 1l H DAYE AR AN T4 136 R A 28 A T AR B G P vh 40 e« BRI PE (LT esp-at/
components/at/lib/ HRT) ZMIRRY, FIFEITE.

7.1.3 P _LECE N AT W P4 ?

o bk THAE T3k Flash N3 TH.
. PEFHULTEBEAT T 50,

7.1.4 W4y ESP-AT 4k i RO BAT bin 34 7

Tl DA Flash 2k T H fi%) combine #4178 G .

715 BN AT BRSO S hrimids ?

o BRI RS, (RO A SCRIEPE LS -
o XTREIFEM AR, E0TLAEE A 16y AT+ UART_CUR 5(# AT+UART_DEF #HTIEEL.
« BAPEAAE .

7.2 AT vl 5

7.2.1 AT $#55 busy &t 25K ?

o LR “busy” FIORIEFEMPRRT L4, TCEMIN MATEIA . B AT @& A R Lk, Ra
WPRSEH— 22, A BB —&m 4.
o BHZRVAVEFEFRAR, RFEHSHR “busy” 3K “ERROR”, FMALfTH: OMHA, 9
NI
- %A AT+GMR (#174F CR LF) (Z#84F), BT AT+GMR (#174F CR LF) L4 @& — K58
B AT @4 7T, RESPITZG2L. WIIR RG0 A 5E K AT+GMR #4E, il TR
ZHEAF, RN AR, REHRR “busy”. (AR ZRGEC L5 T AT+GMR #t
1, FRIREI ST ZSAEAT, SR & — KRN m 4, R4~ “ERROR”,
— MCU %3 AT+CIPSEND J5, Ui#| busy p.. Wi, MCU 3556 5 & 2505 . % busy p.. 183
A IEFEPAT, METM A TR, BHEE AT b2kt A MmN s, MCU B33 & 1% #

%

7.22 AT [ilfF, BEWRRES a4 SR 2B I P, s ?

ERR CODE:0x010b0000
busy p...

o WEEBARRMR" IEFEA E—4md7.
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o —BAEIL T A SRR busy p--”, 278 ERR CODE SR IT T RIS .
o AR EHLRS SR SRR ] TRXAME R AR, WTRERYIRIZ . XA a4 R 2 R
THATFF IR S, S LR IE T E A AT i

7.2.3 AEAFIBE ERERIN AT [ SRR i 4, BLRWIBRE fiy 4 AWIBAS R AS I 45 52
7
o WREAR T ESP-AT (e[RRI PEAR SRt a4, T AS % ESP-AT B # 2 5%
o ARG AERIA 6O M ICATT UGS, AR IA BB TR, &R PAS% release

notes,

724 1 MCU 43 ESP32-C3 385k AT a4 Jeigl, St 25 7

3 MCU £ ESP32-C3 ¥ 45 &3k AT fir & Ja i BN INAT AT, FERRF H AN 7 AT\r\n”,
WZ 0 E AT B & &R R R .

7.2.5 Wi-Fi i3 ($7E1 WIFI DISCONNECT) & hfl2 ?

WH DAFEAT B & 3% 0 B EFEF Wi-F WITF 8 B K, 8% S+ B “wifi disconnected,
rc:<reason_code>", AL <reason_code> {5521 Wi-Fi J& [K/CHS,

7.2.6  Wi-Fi ‘Wit e 28 Pk ) SiA mik e ?

* AMPDU S i)
— WAREE R A R AMPDU, JIfi4 ESP32-C3 AERIBK A SC I, HZh5 ] AMPDU Jjfg.
— MRS A AMPDU, (H 2B #8F1 ESP32-C3 2 [6]f) AMPDU £ #ifEAe IRt s, Ap
2B i #71 AMPDU T sl % ESP32-C3 () AMPDU jfig. WIAREE4E ] ESP32-C3
i) AMPDU Tifig, i HiT40i% ESP-AT 142, {E55 ARl E TR B et
* 22 Component config->Wi-Fi->WiFi AMPDU TX
x 2 Component config->Wi-Fi->WiFi AMPDU RX
« phy mode 754 ] . 405 % 1 25 F1 ESP32-C3 2 [6] 1) phy mode {7 7E 375 P A i, A4 2]
¥ B% F 24 1%) phy mode % % ESP32-C3 ) phy mode. #5 %3 47)4 ESP32-C3 ) phy mode, %%
2 AT+CWSTAPROTO 154>,

7.2.7 ESP-AT 4 1% Ff ESP-WIFI-MESH ?

ESP-AT 4 i~ 37 # ESP-WIFI-MESH,

7.2.8 AT &8 % #F websocket iy 2 ?

o BRIAfi AL HF websocket 14 .

o LIS HE LA, RS websocket, DAK Ao € SC AT 44,
7.2.9 RO AT 5 A EHE 0 A UG Rz pi ?

FA AR AT B, &% LR Rf):

o FHE AN HS%: AT+MQTT aliyun.
o BN HZ%: AT+MQTT QCloud,
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7210 AT i/ K75 0T LA B IR TDEEE 2F S ol o 7

T PA. ESP32-C3 [ Wi-Fi Fl Bluetooth LE 3t —#8 K 2k, W] {#i FJ AT+RFPOWER 514 & .
7.2.11 ] 32 By AR BR O\ ISR AS S HRAH o] DLAE L ¥ 4 i ESP-AT T A5 X Hrd fy
A7

BIUNTE ESP32-C3 R 51 SCRpERE WPA2 AV 0 % i £ DI , 759w 1% I 7E menuconfig FP T /5 %20
fE . /build.py menuconfig>Component config>AT> [*]AT WPA2 Enterprise
command supports.

7.2.12 AT % PoRssk e A 4b 2 ?

W LAZ AT 4 %o 56 BT IR SCFATTEER -

7.2.13 AT arAvb 1 et M T DU 7 (BRiN: 115200)

AT A2 H3 H R B A 2 il DAME U«

o H—FhyvE, MEATDAGE I 6y A AT+ UART_CUR S{AT+UART_DEF ,
o BRIV, RTDAE B AR AT 1, miFNE: efT4iF AT T2 51520 UART %
HREE .,

7.2.14 ESP32-C3 fli] AT $5 4 AEBEA, WRERZIIRIWIF, ESP32-C3 [
A IVATSE iR RS N

\\\\\\\\

“WIFI DISCONNECT\f\n”,
s WEEEME, ZATE AT v2.1.0 ZJ5UIN, v2.1.0 2 B RCAS Ty Z a2

7.2.15  {RIPFEEE S % 4 i i £ GE notify 1 indicate Jjfi ?

o (RDIFERE A IRHER B IERR T 3. Sk A notify fil indicate. XPFHERAE MRS b )
B P AR =, (B2 EANE ) R IR )R B P imt i notification,
W2 S ccep [HfE.

o MRBHHE notify, FEUE 0x01; ARBHHE indicate, FF¥E 0x02 (5 0x2902
XAEASF) s AR R BEAEAERE notify MAEMRE indicate, FFEE 0x03,

o b, ESP-AT BBRiARIAR S, 0xC305 J&H] notify By, 0xC306 &1] indicate
B A1 BB X NFIE R TR 02902 FiASF:

AT+BLEGATTCWR=0, 3, 6, 1, 2

>

// F 0x01

OK

// server: +WRITE:0,1,6,1,2,<0x01>,<0x00>
AT+BLEGATTCWR=0,3,7,1,2

>

// F 0x02

OK

// server: +WRITE:0,1,6,1,2,<0x02>,<0x00>
// B ccc £ server H P &k # notify F indicate H B 3% & #
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7.3
731 AEARFEAL iy AT 5 PR SGRE ) flash 2K 7

o 4T ESP32-C3 RUIMAL, AT PASHESP-AT [ £ 57,

7.3.2 AT [ #%% error log ?

» ESP32-C3 7& download port &% error log, ZXiA UARTO >}y GPIO21. GPIO20.
o TENS AT AS: R A ik 3

7.3.3 AT 1t ESP32-C3 Eig] I-/f) UART1 jilif= 45115 ESP32-C3 Eigl[ datasheet ZRi\
UART1 HEMA—F ?
* ESP32-C3 37§ 10 4EFEAS 4, 7E 4w ESP-AT pyH %, W] PAFE menuconfig H i it 1 {4 T 45 2L
UART! B945 HIRCE:, BT PABE< th BN datasheet 457 AN — B/ L -
o EHERS ] LS factory_param_data.csv,
7.4 PEgE
7.4.1 AT Wi-Fi ZE:kEm 20 7
o FEMAEYFT, AT Wi-Fi SRR SR 5 8. (HAESEPR(E A H, Wi-Fi SR BT i th
PERE, PIZRIAEE, B RAMREE A5
» AJPAIEFAT+CWIAP 1) <jap_timeout> 245, SRk i SR [E] .
7.4.2 ESP-AT [&lfF+p TCP b 1 K/l LAige ?
* TCP A3k T 1N M EiJoykiE B0, 75 BER0 B A 41 ESP-AT “LAR A BUH A 114 o

o W] DATE B AL B menuconfig £%{, Component config > LWIP > TCP >Default send buffer
size,

7.4.3 ESP32-C3 AT £ a5 ol ik e fRAE ?

© AT SR BN e S, AL esprdf Frfy iperf 7RBIAEFTIL () AT WS, 5040
{5, PRI 1460 S TESE S
© FMBEFERLTR, GTNSH oI % ESP-AT bl f HALPIEE.

7.5 HAh

7.5.1 RGN T DL B Rtk AT v % ?

« ESP32-C3 374% UART. SPI #3115,

o AT BROAFE(F 2 UART 42 mok A%t . P QR 75248 4 SDIO (3% SPI #% 1 #E4 71l
&, PIPAJET ESP-AT U gnis, 10 W45 f= I 4,

« WEYRHES % (] ATSDIO #:11 , i ATSPLE:IT , = (i AT EE:FH:10 .
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7.5.2 ESP32-C3 AT infnf$5x TLS Bpill A ?

9% 1%k BESP-AT T A2 ®}, W PAFE ./build.py menuconfig > Component config >
mbedTLS H3EF, AILAKRFATFERIMRAS K L RE -

7.5.3 AT WfFnf i TCP 4% ?

* HAl AT BIARR TCP FoRIERECH S.
* ESP32-C3 AT f R 3 HF 16 A~ TCP 42, W PAE menuconfig HHEATHCE., BUE AT
— ./build.py menuconfig > Component config > AT > (16)AT socket maximum
connection number
- ./build.py menuconfig>LWIP > (16)Max number of open sockets

7.5.4 ESP32-C3 AT 2}y PPP j?

* A3, 2% pppos_client /B AFTEIL.

7.5.5 AT D pEGEPIA H & 7

o ffifig log &% . /build.py menuconfig > Component Config > Log output >Default
log verbosity X %] Debug.,
— ffi§E Wi-Fi debug: ./build.py menuconfig > Component config > Wi-Fi > Wi-Fi
debug log level % EF| Debug,
— {#ifg TCP/IP debug: ./build.py menuconfig > Component config > LWIP >Enable
LWIP Debug > K AMAHZN AR/ log I E ] Debug.
— f# it BLE debug: ./build.py menuconfig > Component config > Bluetooth >
Bluedroid Options > Disable BT debug logs > BT DEBUG LOG LEVEL > ¥f H.{k

MBI AR log 4% E #| Debug.
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Index of Abbreviations

A2DP Advanced Audio Distribution Profile
TS BAEDR

ADC Analog-to-Digital Converter
BRI e s

ALPN Application Layer Protocol Negotiation
1 2 s R

AT AT stands for “attention” .
AT 2 attention N4 5 .

AT command port The port that is used to send AT commands and receive responses. More details are in the AT
port introduction.

AT @ %an WA AT a5 1, T A0S AT ay @ HHEIOR B 18 1 . EZ NS HAT 55 9,

AT log port The port that is used to output log. More details are in the AT port introduction.

AT Hasan WAch AT HiEH, T4l AT HEMG D . ELNHESHBAT # v .

AT port AT port is the general name of AT log port (that is used to output log) and AT command port (that is used
to send AT commands and receive responses). Please refer to A7 414 4 for default AT port pins and 4=/ %
H AT 3% 2 % fip for how to customize them.

AT 51 AT 3 Ho2 AT Hafug A (H THith HAR) FAT dirduin 0 (T &0k AT fir I i) iy
BFR. WESH R EE TEOAR) AT b M, S5 4T & AT 3 v R 7RI € AT
i A

Bluetooth LE Bluetooth Low Energy
R IhAEHE T

BluFi Wi-Fi network configuration function via Bluetooth channel
BluFi Jg—: T i Al E 1 Wi-Fi 245 Bl 8 2 fig

Command Mode Default operating mode of AT. In the command mode, any character received by the AT command
port will be treated as an AT command, and AT returns the command execution result to the AT command
port. AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.
o After sending the AT+CIPSEND execute command successfully and returns >.
» After sending the AT+CIPSENDL set command successfully and returns >.
» After sending the AT+CIPSENDEX set command successfully and returns >.
» After sending the AT+SAVETRANSLINK set command successfully and sending the A7+ RST command
and restart the module.
¢ After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
i ABR AT BBOA TARRG . FEar BT, AT & uim HICE L AT T AP S e 1F AT ar B 1At
, [AIN AT e 02 A AT R . AT FE RIEI T, M4 X JEASIER X .

* KIKAT+CIPSEND WE W), W > 25

* KIKAT+CIPSEND P ATap % Y, I > 2 )5

o % PEAT+CIPSENDL Y8645, W > 25
o % 3%AT+CIPSENDEX VB4, WE >2 )5
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* KIKRAT+SAVETRANSLINK B E A8, AR (AT+RST) fiy %, MAEHZ G
* KIKAT+BLESPP $A76n4 MY, WK > 25

TR, Kk +++ s

, SMEIEAR X GRH, FEAG AR

Data Mode In the data mode, any character received by the AT command port will be treated as data (except for
special +++) instead of the AT command, and these data will be sent to the opposite end without modification.
AT enters Data Mode from Command Mode in the following cases.

 After sending the AT+CIPSEND set command successfully and returns >.

 After sending the AT+CIPSEND execute command successfully and returns >.

 After sending the AT+CIPSENDL set command successfully and returns >.

o After sending the AT+CIPSENDEX set command successfully and returns >.

o After sending the AT+SAVETRANSLINK set command successfully and sending the AT+RST command

and restart the module.

» After sending the AT+BLESPP execute command successfully and returns >.
In the data mode, send the +++ command, AT will exit from Data Mode and enter the Command Mode.
BB R, AT fir s DI FAT T AR U R (B THIRI+++ ), TIRZ AT
s, XEHHES B U LA X . AT FE FAEL T, SMe SR #EA 3B X

KIKAT+CIPSEND P& A ), B > 25
K IXAT+CIPSEND 7 1, I > 2 )5

o RikAT+CIPSENDL % EA Y, & > 25

o KiRAT+CIPSENDEX ¥ B2, BlE >2Z2 )5

o RiEAT+SAVETRANSLINK V¢ &5 31, FRILAT+RST 34, BAEBEZ G
* KIKAT+BLESPP i f71ep 4 Y, WK > 25

TR, Rk +++ s

, SMEIEAREX GBI, FEAGSAEX.

DHCP Dynamic Host Configuration Protocol

A FALBCE YL

DNS Domain Name System

DTIM Delivery Traffic Indication Map
JUSI e e EAN LS E I

GATTC Generic Attributes client
GATT % i

GATTS Generic Attributes server
GATT flR%54%

HID Human Interface Device
AAUEE O

I2C Inter-Integrated Circuit
SRR K R 2k

ICMP Intemet Control Message Protocol
PRI A5 19X 2 T 4 SO

LwIP A Lightweight TCP/IP stack
—/NME B P) TCP/IP #p3%

LWT Last Will and Testament
i

MAC Media Access Control
MAC #bhk

mDNS Multicast Domain Name System

Z 4 DNS

manufacturing nvs Manufacturing Non-Volatile Storage. manufacturing nvs stores all certificates, private
keys, GATTS data, module information, Wi-Fi configurations, UART configurations, etc. The default values
of these configurations are defined in raw_data . These configurations are finally built into the mfg_nvs.bin
file and downloaded to the flash at the address defined in at_customize.csv.
—ANiE ?Efm % NVS. manufacturing nvs I7£f# T AT IEIFFE){U\E? MBI . ﬂx%ﬁ GATTS
s, BHEE . Wi-Fi iCE . UART IUESE. XEEACEER, BOAETE raw_data WL, A48T
mfg_nvs.bin, $EFF| at_customize.csv FE LWL E .

MSB Most Significant Bit
R R
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MTU maximum transmission unit
oINS

NVS Non-Volatile Storage
AE5 K AEA it A

Normal Transmission Mode Default Transmission Mode
In normal transmission mode, users can send AT commands. For examples, users can send MCU data received
by AT command port to the opposite end of transmission by AT+CIPSEND; and the data received from the
opposite end of transmission will also be returned to MCU through AT command port with additional prompt:
+IPD.
During a normal transmission, if the connection breaks, ESP32-C3 will give a prompt and will not attempt to
reconnect.
More details are in Transmission Mode Shift Diagram.

WL R BOAL R
B LA, PRI PAAR AT 6. B, el LA AT+CIPSEND fiv %, Kik AT fiy
2 FYE Y MCU %odls 21 (2 it om . AT imli B BBt , Sl AT 64 HaR [ 45 MCU, - [ b
Zats +IPD {55
WAL U, WSRIERENTT, ESP32-C3 AN&EIE, HHRRIERWITIT.
WL N5 7% Transmission Mode Shift Diagram .

OWE Opportunistic Wireless Encryption. OWE is a Wi-Fi standard which ensures that the communication between
each pair of endpoints is protected from other endpoints.
More details are in Wikipedia.
Pl PEToLn . OWE 2 —Fh Wi-Fi ARifE, EHl PRt sl Z [ A (5 52 B OR AP, AN 52 HoAt b 5
S o
EZNHESH iR F .

Passthrough Mode Also called as “Passthrough Sending & Receiving Mode” .
In passthrough mode, users cannot send AT commands except special +++ command. All MCU data received
by AT command port will be sent to the opposite end of transmission without any modification; and the data
received from the opposite end of transmission will also be returned to MCU through AT command port
without any modification.
During the Wi-Fi passthrough transmission, if the connection breaks, ESP32-C3 (as client) will keep trying to
reconnect until +++ is input to exit the passthrough transmission; ESP32-C3 (as server) will shutdown the old
connection and listen new connection until +++ is input to exit the passthrough transmission.
More details are in Transmission Mode Shift Diagram.

ARG Wil @i sk
MBEERGECT, I PARERSIE AT iy, B TR +++ a4 AT a4 FHRE] 1 Frf i) MCU
B oo, kR um. M A i s ol ad AT ayd HciE o, &[]
% MCU,
Wi-Fi SRR, WERIEEWTTT, ESP32-C3 (N5 iy, SIS E I, Ly sl
A+++ B HFER, WL ERE; ESP32-C3 fENRSFaRiNy, & K PHEERE AN T B 5, iy B
T A +++ 1B HIER
L AN 2HE 27 Transmission Mode Shift Diagram .,

Transmission Mode Shift Diagram

K 1: Transmission Mode Shift Diagram

More details are in the following introduction.
o Normal Transmission Mode (<538 1% 5 12 X))
e Passthrough Receiving Mode (i% 15 32542 X))
* Passthrough Mode (:% 1£#2 X))
e AT+CIPMODE
o AT+CIPSEND
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¢ 44+
e AT+SAVETRANSLINK
Passthrough Receiving Mode The temporary mode between Normal Transmission Mode and Passthrough Mode.
In passthrough receiving mode, AT cannot send any data to the opposite end of transmission; but the data
received from the opposite end of transmission can be returned to MCU through AT command port without
any modification. More details are in Transmission Mode Shift Diagram.
WA TE-5- 8 240 A2 X A 1542 X Z [ — A
TEBL RN, AT ANRER AL 2 L fxd ;5 AT AT AR SR B A% 0 i s, il AT 6y
A O TR v 25 MCU., T8 £ 14415 55 Transmission Mode Shift Diagram.,
PBC Push Button Configuration
A
PCI Authentication Payment Card Industry Authentication. In ESP-AT project, it refers to all Wi-Fi authentication
modes except OPEN and WEP.
PCLAdIE, 7E ESP-AT LA 8RR OPEN A1 WEP PASMY) Wi-Fi (AR
PKI A public key infrastructure (PKI) is a set of roles, policies, hardware, software and procedures needed to create,
manage, distribute, use, store and revoke digital certificates and manage public-key encryption.
More details are in Public Key Infrastructure.
NIPEGIER AR ARG (PKY) 22— mirE. . 25% . BHECRS A
R R, HEMIE TS . R, [H . A AR S T 1.
HEZNHESH NI EYIERE .
PLCP Physical Layer Convergence Procedure
PLCP ti%, EIHBHZE SN
PMF protected management frame
ZART ) H
PSK Pre-shared Key
Pt S
PWM Pulse-Width Modulation
fikir 5 JEE A il
QoS Quality of Service
i 55 ot B
RTC Real Time Controller. A group of circuits in SoC that keeps working in any chip mode and at any time.
SRR, S SoC 4T, FEALMLI R AR BE B I R T AR
SMP Security Manager Protocol
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SNI Server Name Indication
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SNTP Simple Network Time Protocol
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SPI Serial Peripheral Interface
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SPP Serial Port Profile
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SSL Secure Sockets Layer
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system message Data sent via AT command port to MCU. Each system message usually ends with \ r\n. Detailed
system message descriptions are available at AT Messages.
RGN AT 634 1 4 MCU g8 . S5 RGN R A \r\n 452 . AR RS0 B VL] ILAT
TLS Transport Layer Security
TLS P, R& 2 22 e il
URC Unsolicited Result Code
FEFREANS, — OB % MCU By Mk [l
UTC Coordinated Universal Time
i S
UUID universally unique identifier
A E—H 51
WEP Wired-Equivalent Privacy
WEP 5K, R 4R
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WPA Wi-Fi Protected Access
Wi-Fi {47151

WPA2 Wi-Fi Protected Access 11
Wi-Fi {47151 1T

WPS Wi-Fi Protected Setup
Wi-Fi {3715 5
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Chapter 9

> ESP-AT

X2 ESP-AT [3CR, ESP-AT /@ JRFETF AR5 AR 8™ f PR 3] BR A FL A AR LR T 56

I Wi-Fi A0 7l DU VEBRO ISR, T DASE SRR e LA = it BT 7= b, R e 2l ingh
?5 NFEARE FIFEINAS, SREEIT & T AT BV RIS 2RAT 4>, J7 0P (Al B BRIEHI B ] AT i ok 4%
VN

AT + CONNECT

[OK] 9e++
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K 1: ESP-AT F7%

IREETRILE) AT BEFRA IR, AT PR S ) W o
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https://github.com/espressif/esp-at

Chapter 9. T ESP-AT

AT + CONNECT = CONTROL

. abcdef...

[OK]

/| 2: ESP-AT fir4
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A DHCP, 400
A2DP, 399 DNS, 400
ALPN, 399 E
AT, 399
AT command port, 399 ESP_AT_CMD_ERROR_CMD_EXEC_FAIL (C
AT log port, 399 macro), 356
AT port, 399 ESP_AT_CMD_ERROR_CMD_OP_ERROR (C macro),
AT w43 0,399 356
AT HE# 0,399 ESP_AT_CMD_ERROR_CMD_PROCESSING (C
AT 30,399 macro), 356
AT_BUFFER_ON_STACK_SIZE (C macro), 360 ESP_AT_CMD_ERROR_CMD_UNSUPPORT (c
at_get_mfg_params_storage_mode (C++ macro), 356

function), 360 ESP_AT_CMD_ERROR_NON_FINISH (C macro),
at_handle_result_code (C++ function), 354 356
at_max (C macro), 356 ESP_AT_CMD_ERROR_NOT_FOUND_AT (C macro),
at_mfg_params_storage_mode_t (C++ enum), 356

360 ESP_AT_CMD_ERROR_OK (C macro), 356
at_mfg_params_storage_mode_t : : AT_PARAMIE SR AMEECNRFERROR_PARA_INVALID (C macro),

(C++ enumerator), 360 356
at_mfg_params_storage_mode_t : : AT_PARAMSE S ARAEME FRROR_PARA_LENGTH (C macro),

(C++ enumerator), 360 356
at_mfg_params_storage_mode_t : : AT_PARAMEOMET_CMD_ERROR_PARA_NUM (C macro), 356

(C++ enumerator), 360 ESP_AT_CMD_ERROR_PARA_PARSE_FAIL  (C
at_min (C macro), 356 macro), 356
at_sleep_mode_t (C++ enum), 357 ESP_AT_CMD_ERROR_PARA_TYPE (C macro), 356
at_sleep_mode_t: :AT_DISABLE_SLEEP esp_at_cmd_struct (C++ struct), 354

(C++ enumerator), 357 esp_at_cmd_struct::at_cmdName (C++
at_sleep_mode_t::AT LIGHT SLEEP (C++ member), 354

enumerator), 357 esp_at_cmd_struct::at_exeCmd (C++ mem-
at_sleep_mode_t::AT_MAX_MODEM_SLEEP ber), 354

(C++ enumerator), 357 esp_at_cmd_struct::at_queryCmd (C++
at_sleep_mode_t::AT_MIN_MODEM_SLEEP member), 354

(C++ enumerator), 357 esp_at_cmd_struct::at_setupCmd (C++
at_sleep_mode_t::AT_SLEEP_MAX (C++ enu- member), 354

merator), 357 esp_at_cmd_struct::at_testCmd (C++
at_write_data_£fn_t (C++ type), 357 member), 354

esp_at_custom_ble_ops_regist (C++ func-
B tion), 352
Bluetooth LE.399 esp_at_custom_ble_ops_struct (C++ struct),
BluFi, 399 355
esp_at_custom_ble_ops_struct::connect_cb

C (C++ member), 355

esp_at_custom_ble_ops_struct::disconnect_cb
(C++ member), 355
D esp_at_custom_ble_ops_struct::recv_data

Data Mode, 400 (C++ member), 355

Command Mode, 399
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esp_at_custom_cmd_array_regist (C++
function), 352
esp_at_custom_cmd_line_terminator_get
(C++ function), 353
esp_at_custom_cmd_line_terminator_set
(C++ function), 353
esp_at_custom_net_ops_regist (C++ func-

(C++ enumerator), 358

esp_at_error_code: :ESP_AT_SUB_PARA_LENGTH_MISMATC
(C++ enumerator), 358

esp_at_error_code: :ESP_AT_SUB_PARA_NUM_MISMATCH
(C++ enumerator), 358

esp_at_error_code::ESP_AT_SUB_PARA_PARSE_FAIL
(C++ enumerator), 358

tion), 352 esp_at_error_code: :ESP_AT_SUB_PARA_TYPE_MISMATCH
esp_at_custom_net_ops_struct (C++ struct), (C++ enumerator), 358

355 esp_at_error_code: :ESP_AT_SUB_UNSUPPORT_CMD
esp_at_custom_net_ops_struct::connect_cb (C++ enumerator), 358

(C++ member), 355

ESP_AT_ERROR_NO (C macro), 356

esp_at_custom_net_ops_struct::disconnectsmiat_get_core_version (C++ function), 354

(C++ member), 355

esp_at_get_current_cmd_name (C++ func-

esp_at_custom_net_ops_struct::recv_data tion), 354

(C++ member), 355
esp_at_custom_ops_regist (C++ function),
352
esp_at_custom_ops_struct (C++ struct), 355

esp_at_get_current_module_name (C++
function), 359

esp_at_get_module_id (C++ function), 359

esp_at_get_module_name_by_id (C++ func-

esp_at_custom_ops_struct: :pre_active_write_datian)s3d39back

(C++ member), 356

esp_at_get_para_as_digit (C++ function),
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(C++ member), 356

esp_at_get_para_as_float (C++ function),
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(C++ member), 356
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esp_at_module: :ESP_AT_MODULE_NUM (C++
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esp_at_module_init (C++ function), 351
esp_at_para_parse_result_type (C++

enum), 358
esp_at_para_parse_result_type::ESP_AT_PARA_PARSE_
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esp_at_port_active_write_data (C++ func-
tion), 352

esp_at_port_enter_specific (C++ function),
353
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354
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(C++ enumerator), 358
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ESP_AT_PORT_TX_WAIT_MS_MAX (C macro), 360
esp_at_port_wait_write_complete (C++
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esp_at_response_result (C++ function), 352
esp_at_result_code_string_index (C++
enum), 359
esp_at_result_code_string_index:
(C++ enumerator), 359
esp_at_result_code_string_index:
(C++ enumerator), 359
esp_at_result_code_string_index:
(C++ enumerator), 359
esp_at_result_code_string_index:
(C++ enumerator), 359
esp_at_result_code_string_index:
(C++ enumerator), 359
esp_at_result_code_string_index:
(C++ enumerator), 359
esp_at_result_code_string_index:
(C++ enumerator), 359
esp_at_result_code_string_index:
(C++ enumerator), 359

NVS, 401

:ESP_ATRE 9L T_CODE_ERROR

: ESP_ATERESULT_CODE_FAIL

Passthrough Mode, 401

:ESP_AT RESULIGSHP RIS AR Eng Mode, 402

PBC, 402

:ESP_ATRE ST HPDEA%on, 402

PKI, 402

:ESP_AThRES§p3_CODE_OK

PMF, 402

B SP_ATE@E; 92 T_CODE_OK_AND_INPUT_PROMPT

PWM, 402

:ESP_AT_RESULT_CODE_PROCESS_DONE

Q

B SP—ATQ'ORSE, %[6& T_CODE_SEND_FAIL

esp_at_result_code_string_index::ESP_ATRRESULT_CODE_SEND_OK

(C++ enumerator), 359
esp_at_set_module_id (C++ function), 359
esp_at_set_module_id_by_str (C++ func-

tion), 359
esp_at_status_type (C++ enum), 357

RainMaker

391
RainMaker
RainMaker
RainMaker

Normal Transmission Mode,

Passthrough Mode, 392
LTRERER, 392
FHEHER, 392

esp_at_status_type: :ESP_AT_STATUS_NORMA&TC 402

(C++ enumerator), 357

esp_at_status_type:: ESP_AT_STATUS_TRANSSIT

(C++ enumerator), 357
esp_at_transmit_terminal (C++ function),
351
esp_at_transmit_terminal_from_ isr
(C++ function), 351

G

GATTC, 400
GATTS, 400

F{

HID, 400

I12¢C, 400
ICMP, 400

L

LwIP, 400
LWT, 400

M

MAC, 400

manufacturing nvs, 400
mDNS, 400

MSB, 400

MTU, 401

N

Normal Transmission Mode, 401

SMP, 402

SNI, 402

SNTP, 402

SPI, 402

SPP, 402

SSL, 402

system message, 402

T

TLS, 402
Transmission Mode Shift Diagram, 401

U

URC, 402
UTC, 402
UUID, 402

W

WEP, 402
WPA, 403
WPA2, 403
WPS, 403

1
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